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1 Introduction

1.1 Objective of the document

This manual provides comprehensive information on how to use Justice Digital Exchange
System (JUDEX), specifically the Reference Implementation Software (RI) for Competent
Authorities Module, within the framework of:

e Regulation (EU) 2023/1543 of the European Parliament and of the Council of 12 July
2023 on European Production Orders and European Preservation Orders for
electronic evidence in criminal proceedings and for the execution of custodial
sentences following criminal proceedings [AD1], and on

e Directive (EU) 2023/1544 of the European Parliament and of the Council of 12 July
2023 laying down harmonised rules on the designation of designated establishments
and the appointment of legal representatives for the purpose of gathering electronic
evidence in criminal proceedings [AD2].

This document specifically describes the functionalities of JUDEX, enabling the
management and exchange of requests associated with the following certificates:

e FEuropean Production Order Certificate (EPOC)

e FEuropean Preservation Order Certificate (EPOC-PR)

Herein, “the Justice Digital Exchange System” will be referred to as “JUDEX".

By using JUDEX RI, authorized users, assigned to appropriate roles, can fill in the available
forms and communicate with the competent authorities in other Member States as well as
designated establishments and/or legal representatives of service providers in the context of
e-evidence Regulation. Users without appropriate roles do not have access to the application
and cases.

This document 1is specifically intended to describe the functionalities and usage of the
Reference Implementation Software for the Competent Authorities Module connected to the
Decentralised IT System. The module designed for service providers will be thoroughly
detailed in a separate document.
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Figure 1-1: Home Page of the JUDEX RI without having roles assigned to the user

1.2 Intended Audience

The intended audience of this document is composed of the following stakeholders:
e DG JUST technical and business staff,
e The Member States’ technical and business staff adopting/using the RI.

1.3 Applicable Documents

ID Document Title Reference

[AD1] Regulation (EU) 2023/1543 of the European | Regulation (EU) 2023/1543

Parliament and of the Council of 12 July 2023 on
European Production Orders and European
Preservation Orders for electronic evidence in
criminal proceedings and for the execution of
custodial sentences following criminal proceedings.
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ID Document Title Reference
[AD2] Directive (EU) 2023/1544 of the European
Parliament and of the Council of 12 July 2023 laying
down harmonised rules on the designation of
designated establishments and the appointment of
legal representatives for the purpose of gathering

Directive (EU) 2023/1544

electronic evidence in criminal proceedings.

Table 1: Applicable documents

1.4 Referenced documents

1)) Title
[RD 01] | Public REST APIs Document

[RD 02] | Installation and Administration Guide

Table 1: Referenced documents
1.5 Documents conventions

Referenced documents are shown in brackets [].
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2 Getting started

2.1 User Manual Design

JUDEX RI has been designed to provide an intuitive and user-friendly experience,
minimizing the risk of errors and ensuring a consistent look and feel across all relevant civil
and criminal law instruments. To achieve this, the portal's interface is dynamically updated
based on the user's role and the context in which they are working.

e Active Functions: When a function is available, the corresponding button is visible
and clickable, allowing users to perform the desired action.

e Permissible Actions: Buttons are enabled only when the corresponding action is
permissible, preventing users from attempting to perform unauthorized actions.

e Inactive Functions: When a function is inactive, the corresponding button is
disabled, clearly indicating that the action is not available.

2.2 Accessing the Portal

Below is an example on how to access JUDEX Rl via the Keycloak route. It is likely, however,
that each Member State will have a different national access method.

JUDEX RI can be accessed only by authorised and authenticated users. There is no public
access page. One will need either a configured and enabled Keycloak account to access
JUDEX RI or a national method that will be provided by national representatives.

Follow the steps described below to access JUDEX RI via Keycloak:

(D) Enter the address of JUDEX in your web browser.
(@) You will be redirected to the login page:
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Sign in to your account

Username or email

Figure 2-1: Keycloak authentication screen

(3 Sign in with your login credentials.

(@) If you belong to only one authority, you will be automatically redirected to it.

() If you are assigned to more than one authority, you will be redirected to the “Select
Authority” page, where you can choose the authority you want to log into.

NOTE: There is an option to remember the authority choice so that the system automatically
redirects you to the selected authority after entering your credential set. You can change this
setting any time. The process for changing it is described in section: 3.1.3
After selecting “Remember my choice in this browser”, this screen will not appear again until
you clear cookies in your browser.
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Figure 2-2: Select Authority screen

Exceptions

Access to JUDEX Rl is denied - an error occurred during the connection to JUDEX
RI in the following cases:
o You have no access to the domain(s) and sub-domain(s) of JUDEX
RI;
o You have no right to access the page of JUDEX RI you wanted to
access.
Error message - if the provided login and password are not correct, an error is raised
by Keycloak. In that case, a message is displayed explaining that the authentication
failed.

2.3 User roles

JUDEX RI supports role-based access control in order to ensure that access to online data
and to the features of the system is limited only to user roles that have been previously granted
such access rights. The set of access rights of a given user consists of all the combined access
rights of all the roles granted to the respective user.
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The description of roles and their permissions related to EPOC and EPOC-PR is specified
in chapter 9.1.3 and 10.1.3.
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3 Common Layout and Navigation

Following successful log in to JUDEX RI, you can see the content of the portal, and its
persistent navigational elements:

(D The header

) The top bar

(3) The left-hand menu

& AN Jeffa
5 European | 1 I JUstice Digital EXchange System (JUDEX) 1 o g, M et ®\. @ e

Commissian

= 2 Automatic transiation @ M
@ Start new request
My Dashboard
22 Dashboard Last edited cases
= Issued requests issued requests @)  Receivedrequests )  orans (@) My tasks
] o sy SelenideTest - EPOC - scenario: DEVEEV-2300 - SelenideTest - EPOC - scenario: DEVEEV-
B orats 14/04/2026 EPOC-FR-DE-2026-04-14-0008-1  Form 1- Message routing 6a - Receiving (Service ~ ™8 DE  EPOC o 2275 - Form 1 - Editing - Section D -...
= Provider) - timeStamp: 2026-04-14 08:14:29 EPOC 14/04/2026 0810 ( Complete (Sections A-L)
=
sl Downloads - A
SelenideTest - EPOCPR - scenario: DEVEEV-5342 SelenideTest - EPOC - scenario: DEVEEV-
14/04/2026 EPOCPR-FR-DE-2026-04-14-0015-1 - Form 5 - Validation - Section D - timeStamp: ™ DE EPOCPR | Q- 2277 - Form 1 - Editing - Section F -...
2026-04-14 08:34:22 EPOC 14/04/2026 08:10 ( Complete (Sections A-L)

SelenideTest - EPOC - scenario: DEVEEV-2354 -
14/04/2026 EPOC-FR-DE-2026-04-14-0004-1  EPOC - Custom Forms - Active buttons - Attach ™ pE  EPOC o2

document - Request For Additional Information ...

SelenideTest - EPOC - scenarlo: DEVEEV-
2285 - Form 1- View - Section L - timeStam...
EPOC 14/04/2026 0812 (Complete (Sections A-L)

Figure 3-1: Common Layout and Navigation
3.1 The header

In the header, alongside the Commission logo, site name and Member State flag, you will
find the following interactive elements:

e A language switch
e A user profile menu

3.1.1 Select desired language of JUDEX RI

(D Click the language switch, located in the top right corner of the header: 1

A Al Jeff3
- £ European | 1 1 JUstice Digital EXchange System (JUDEX) b i da s @ v |® EN
=l = Commission

Figure 3-2: Language switch icon

() Select the language from a pop-up window:
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Select language (2 X
BG 6bnrapcku CS cestina

DA dansk DE Deutsch

ET  eestikeel EL  eAAnvikd

EN m ES  espanol

FR  francais HR  hrvatski

IT italiano LV latvieSu valoda
LT lietuviy kalba HU  magyar

MT  Malti NL  Nederlands

PL  polski PT  portugués

RO romana SK  slovencina

SL  slovenigina Fl suomi

SV svenska

Figure 3-3: Select language
The language of the portal will switch to your selected language.

NOTE: Due to some languages not being delivered yet, this may cause errors in the portal.

3.1.2 User’s Profile

In the top right corner, you can find information about the logged in user.
(D Click the profile picture to display additional buttons:

AN Jeff3
European | 1 1 JUstice Digital EXchange System (JUDEX) el Judicisirs de Parist} @ P =~
Commission
2 See my profile 2
= Z Switch authority I

Figure 3-4: User's profile
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e See my profile

e Switch authority

e Logout
(@) When selecting “See my profile”, one will see the "User details” pop-up window
displaying the name of the authority which the user belongs to, and the roles they have been
assigned to, as shown in the picture below.

User details X

Jeff3 Al

Tribunal Judiciaire de Paris(1)

O GO OO D &P GO

Figure 3-5: User details

3.1.3 Switching authority

In order to change the authority, the user is currently logged into:

A
:::;- 3“ European | 1 1 JUstice Digital EXchange System (JUDEX)
E = Commission

My Dashboard

AN Jeff3
et @)~ @ e

2 See my profile
& Switch authority 3 I

[+ Logout

Figure 3-6: Switch authority selection

(3 Click “Switch authority” from a dropdown menu.
Then the system displays “Select Authority” page.
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Al Jeff3
European stice Digi change System Tl dudicise de Pars(h v @ EN
| 1 I Justice Digital EXchange S (JUDEX)

Commission

_— a

Select Authority

Q| Ssearch Authorities m

CRIMINAL CIviL

Tribunal Judiciaire de Nice (3] [ 4
Tribunal Judiciaire de Vesoul (4)
Tribunal Judiciaire de Chalon-sur-Sadne (5)

Validating Autharity - Tribunal Judiciaire de Privas (6)

5

< Cancel Remember my choice in this browser m

Figure 3-7: Select authority screen

() Select appropriate authority.
() Click Select.

When the process succeeds, you will be transferred to the selected authority.
NOTE: If you select “Remember choice in this browser, you will be automatically redirected
to the authority you are selecting now, every time you log in. If you want to restore the

authority selection page during login, please clear your cookies in your browser, or select
authority you want to log in to automatically each time from this position.

3.1.4 Logout/Exit the Portal

A
== 8 AN Jeffa 1
= L European | 1 1 JUstice Digital EXchange System (JUDEX) punai Judicisire de Paris(l @ B En
E| Commission
2 See my profile
2 Switch authority l
My Dashboard [+ Logout 2

Figure 3-8: Logout/Exit the portal

If you want to exit the JUDEX RI, the most secure way is to log out from your account:
(D Click your profile picture in the top bar:
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(2) Click Logout from a dropdown menu.

When the logout process succeeds, you will experience a successful logout and application
closure.

3.2 The top bar

In the top bar, you can find additional actionable functionalities:

e Support information
e Notification bell
e Automatic translation

3.2.1 Display support information

(D Click the question mark icon located on the right side of the top bar.

Al Jeff3
Tribunal Judiciaire de Paris({1) @ 7 @ EN

1

Automatic translation A

Figure 3-9: Support information

The information box about how to contact your national support will appear. Click anywhere
outside the information box to close the information.
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Contact Support

For usage issues with the JUDEX portal please
contact the Local Service Desk.

Please include all relevant information such as:
your contact details, problem description, name
of your internet browser, received error
messages, screen shots and any other relevant
information.

The Service Desk should be contacted via email:

[ *Hexample.com |

Figure 3-10: Contact Support

3.2.2 Notification bell
(D Click the Notification bell icon located on the right side of the top bar.

This icon also features a red circle with a number relating to the number of notifications
available.

Al Jeff3
Tribunal Judiciaire de Paris(1) @ 7 @ EN

1
Automatic translation @

Figure 3-11: Notification bell

When the icon is selected, all open actions and unread messages are listed.

If one of the notifications is selected by the mouse pointer (i.e., action “read”), the number
will decrease by one and the user will be redirected to that case which the selected notification

refers to.

(@) Alternatively, all notifications can be cleared by selecting “Clear notifications”.
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Notifications 3 3 Close »

10:29 TST )
28/04/2026 New legal notification has been received

10:28 TST ®
28/04/2026 New Consultation message has been received

10:24 TST ®
28/04/2026  New Consultati ge has been r
09:19 tsrt ®

28/04/2026 Unable to send a message. Please try resending it.

2} 5 Clear notifications

Figure 3-12: Notifications
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Users are also able to choose the type of notifications they want to receive.

(3 Select settings icon.
The following pop-up window should appear:

Notifications o Close »
Group Al Bell Email
Case assign
Message sending

error
eTranslation

ready

Annex A received

Annex B received

Annex C received

Form 1received

Form 2 received

MLA Request

received
Outcome

received

Consultation

message

received

Other legal 2
notifications

received

+~ Apply changes

Figure 3-13: Notification settings

From this perspective, the user can check/uncheck all the types of notifications listed in the
picture above that he/she wants to receive.
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3.2.2.1 E-mail notification

In order for a given user to receive the e-mail notification, two conditions must be met.

1. The given user’s e-mail address must be configured in an identity provider software used
by the Member State:

Figure 3-14: Adding e-mail address in identity provider

2. Make sure that the e-mail checkboxes in the notification’s settings in the portal are
selected.

3.2.3 Automatic translation

(D Click the Automatic translation icon located on the right side of the top bar.

This feature allows to translate input text into an official EU target language. For example,
this text could be from our national language into the language of the authority we are
working with, or vice versa. This is very handy if one would like to send a message in another
language or if one has received a message in a language; one does not understand. Although
the translation may not be perfect, the gist of the message should be clear.
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Al Jeff3
Tribunal Judiciaire de Paris(1) @ v @ EN
1

9
Automatic translation | @ @&

Figure 3-15: Automatic translation

Translation (X )

Select source language *

‘ Deutsch (de) W ‘

Select target language *

‘ dansk (da) v ‘

Source *

test

Translation *

test

Figure 3-16: Automatic translation pop-up window
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3.3 The left-hand menu

In the navigation menu you can find links to the main sections of the portal:

3.3.1 Hide/unhide left menu

Get more space for the content of the page by hiding the menu:

g—’”m § European | I I JUstice Digital EX
= =— Commission

Start t
My Dashboard

28 Dashboard Last edited cases

— Issued requests Issued requests
If'l Received requests
@ Drafts 14/04/2026

.’h Downloads

14/04/2026

Figure 3-17: Hide/unhide left menu
(D Click an icon located on the left side of the top bar. The menu will collapse.

European | I | JUstice Digital EXch:

=— Commission

My Dashboard
Last edited cases

Issued requests @ Received requests @

14/04/2026 EPOCPR-FR-DE-2026-04-14-001:

Figure 3-18: Hide left menu

(2 If you want to unhide the full menu again, click the same icon again.
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3.3.2 Start new request

(Please note that the “Start new request” button is only visible to users with roles that can
initiate a new request. If a role cannot initiate a new request, this button will not be available
to the user).

3.3.3 Dashboard

This view appears right after logging in.

(D) On this page, the user will find all basic issues divided into Issued requests, Received
requests, and Drafts.

(2) Additionally, all users, except the Viewer role, see "My tasks" table on the right side of
the screen, where they can see the cases to which they are assigned.

NOTE: Assigner, Supervisor and Viewer do not see any tasks in My tasks label.

Al Jeff3
European | 1 I JUstice Digital EXchange System (JUDEX) b s e Pt @ v @ en

Commission

|t;f/{{%"

@ Startne est
My Dashooara (@

88 Dashboard Last edited cases

Automatic translation @ M

—> lssued requests Issued requests @ Received requests o Drafts @ My tasks 2

%) Received requests SelenideTest - EPOCPR - — SelenideTest - EPOC - scenario:

B Drafts 14/04/2026 EPOCPR-FR-DE-2026-04-14-0013-1 scenario: DEVEEV-5340 - W DE EPOC-PR R DEVEEV-2345 - EPOC - Custom For...
Form § - Validation - Section... T EPOC 14/04/2026 08:02 Send

sa Downloads a

- SelenideTest - EPOC - SelenideTest - EPOC - scenario:

14/04/2026 EPOC-FR-DE-2026-04-14-0010-1  scenario: DEVEEV-2302 - ™ DE EPOC o D DEVEEV-2272 - Form 1- Editing -...

Form 1- Message routing 6b... EPQC 14/04/2026 08:09

Complete (Sections A-L}
SelenideTest - EPOCPR -

14/04/2026 EPOCPR-FR-DE-2026-04-14-0003-1 scenario: DEVEEV-2569 - ™ DE  EPOG-PR | Q- SelenideTest - EPOC - scenario:
Form 5 - Active Buttons - Ge.. DEVEEV-2279 - Form 1- Editing -...

Figure 3-19: Dashboard

3.3.4 Cases

Cases in JUDEX RI are divided into several different categories depending on their case
advancement status:
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e ISSUED REQUESTS - in this section, the user sees all cases that are in the Issued
status and to which they are assigned/have access. When a case is sent cross-border,
it is moved from DRAFTS to a list of ISSUED REQUESTS. To access the list:

@c

lick Issued requests in the menu.

1 1 JUstice Digital EXchange System (JUDEX)

European |
Commission

® Start new request

Issued Requests

2 Dashboard

ff.
AT (@) @ en

Automatic translation

I o P . o My issued requests Deadlines
ssued requests
[®] Received requests Title, reference number or National Case Number Request type
@ Drafts Q ® Al EI0 MLA ITN EPOC EPOC-PR

Show only urgent cases

wla Downloads

11 Issueddate .| Ref [T Title [T National Case No. [T
SelenideTest -
14/04/2026 EPOCPR-FR-DE-2026-04-14-0024-1 EPOCPR -
scenario: DEVEE...
SelenideTest -
14/04/2026 EPOC-FR-DE-2026-04-14-0008-1 EPOC - scenario:

DEVEEV-2300 -...

Figure 3-20: Issued requests

An issued case can be accessed only by:
e Users who are assigned to that case
e Privileged users with the “Supervisor” role-

You can also find deadlines list for all issued cases in “Deadlines” tab.

+ Show search filters

W Clear all filters

To LT Type U7
- e EPOC-PR | Qs
™ pe EPOC Q.
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b A Jeff3
-3 European | 1 I Justice Digital EXchange System (JUDEX) el e e b @ v @ EN

Commission

4
Automatic translation @ M

Start new raquest
Iosued Requests

My issued requests Deadiines
> Issued requests
() Received requests Expected response: Confirmation of receipt Decision OQutcome Notification in reply
Y Drafts 3
& D Deadiines: (@ an Overdue Upcoming . Clear all fiiters m
sia Downloads
Duedate  Ref Title National Case No. Expected response
28"0”202 EPOC-FR-DE-2026-04-28-0001-1 User Manual Srounds for refusal)
:afﬂfu‘zDZ EPOC-FR-DE-2026-04-28-0001-1 User Manual
QOS2 o pnop-s0ng-0azm000s  TST =
gsmwznz EPOC-FR-DE-2026-04-28-0003-1 TST Inwestigation outcome,
Itams per page: | 20 v 4 4 1 L
Showing 4 items of 4

Figure 3-21: Deadlines tab

e RECEIVED REQUESTS - in this part, the user sees all cases that are in the Received
status and to which they are assigned/have access. When a case is received, it is
visible on a list of RECEIVED REQUESTS. To display the list:

Al Jeffl
M Ustice Digital EXchange System (JUDEX) R o L. @ v @ EN

0
Automatic translaton @

.

shboard Last edited cases

> _Issued requests Issued requests ()  Received requests (@) Dratts () My tasks
(™ Received requests
2 EPOC 24 001-1 User Manual 11 /R eroc | O  CEED User Manual
EPOC 28/04/2026 08:42 (Complete (Sections A-L)
[3 Drafs
EPOC 003-1 18T FR EPOC | D

sia Downloads ° n = = Load more

tems per page: | 10 v PR i N

Showing 12 items of 2

Figure 3-22: Received requests

e DRAFTS - in this part, the user sees all cases that are in draft status and to which they
are assigned/have access. Cases which have not yet been sent are stored in the list of
drafts.

NOTE: Kindly remind that the draft stage is the status of entire case from its creation to the
moment of sending. All statuses that the user will see, e.g., in the Overview tab, will be
presented in capital letters.
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All Jeff3
1 I JUstice Digital EXchange System (JUDEX) Tribunal Judiciaire .IM :.e. @ v @ EN

Automatic translation @

Last edited drafts

My draft requests
%) Received requests Titie, reference number or National Case Number Request type
B Drats Q @ an EI0 MLA ITN EPOC EPOC-PR
s Downloads + Show search filters W Clear all filters
Created date |- Title 1T National Case No. |1 To IT Type T Status |1
28/04/2026 10:31 User Manual_Copy L3 EROC 2. Draft
28/04/2026 10:25 888 E10 j*3 Dratt
28/04/2026 091 WEWWWWWWW - e EPOC Q. Ready to sign
28/04/2026 08:51 User Manual - pE EPOC jo3 Positively Reviewsd
28/04/2026 08:44 User Manual L3 EPOC Q. Ready 10 sign
Items per page: | 10 ~ m
Showing 15 items of 5 -

Figure 3-23: Draft cases

A draft case can be accessed only by:

e The “Author “of a draft (a user who created that case), as long as the case is still
assigned to that user.

e Users with the “Supervisor” role.
e Other users (such as Reviewer, Signer, Signer 2, Sender or Viewer) who have been
assigned to that case by a “Supervisor”.

3.3.5 Downloads

This section contains files that have been downloaded by users using the Download button
in the specific case view. To see more details please check section: 11.4

Page 42 of 222



Version: 1.0

Date: 21/05/2026

4 Search for a case

- § European | 1 1 Justice Digital EXchange System (JUDEX)

=— Commission

@® Start new request
lsued Requests

88 Deshboard o
> Issued requests

My issued requests

Title, reference number or National Case Number 2

B Drafs -

[®) Received requests.

ala Downloads

] U1 Issueddate Ref 1T

] 14/04/2026

] 14/04/2026

Figure 4-1: Search for a case

EPOC-FR-DE-2026-04-14-0013-1

EPOCPR-FR-DE-2026-04-14-0024-1

14/04/2026 EPOC-FR-DE-2026-04-14-0008-1

Requestiype (D

@ m (e Ma

| show only urgent cases

Title 1T National Case No. T

SelenideTest -
EPOC - scenario:
DEVEEV-2345 -...

SelenideTest - 5
EPOCPR -
scenario: DEVEE...

SelenideTest -
EPOC - scenario:
DEVEEV-2300-...

TN

To

~ @ EN

Automatic translation @

Deadiines
ePoC () EPOC-PR
+ Show search filters ¥ Clear all filters
i Type LT Status LT
DE EPOC | Qe
DE EPOC-PR |E o
DE EPOC | 2

(D Open a list of draft/issued/received case requests in the menu, which will indicate the

context of a search.

(2) Enter full or partial title or reference number or National Case number of the case you

are searching for.

(@) Select the type of a case you are searching for.

(@) Click Search.

(5) Matching search results from: Title or Reference Number will be returned.

European | 1 I JUstice Digital EXchange System (JUDEX)

Commission

® Start new request
Issued Requests

88 Dashboard

R My issued requests
—> lIssued requests

) Received requests Title, reference number or National Case Number

Request type

@ an () Eo () Ma

@ prafts Q
ala Downloads
| 1T Issueddate | Ref 1T
| 14/04/2026 EPOC-FR-DE-2026-04-14-0013-1
o 14/04/2026 EPOCPR-FR-DE-2026-04-14-0024-1

Figure 4-2: “Search filters” button

14/04/2026 EPOC-FR-DE-2026-04-14-0008-1

] Show only urgent cases

Title U7 National Case No. LT

SelenideTest -
EPOC - scenario:
DEVEEV-2345 -...

SelenideTest -
EPOCPR -
scenario: DEVEE...

SelenideTest -
EPOC - scenario:
DEVEEV-2300 -...

)TN

To

AN Jeff3
Tetunol Juicisie de Paris] @v @ N

Automatic translation @ M

Deadlines
() EPOC () ERamoR
6

+ Show search filters % Clear all filters
it Type LT status LT
DE EPOC 2 Issued
DE EPOC-PR i
DE EPOC 2
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Optionally, you can filter the list of draft/issued/received requests by applying filters:

(6) Click Show search filters to expand the panel.

= European
Commission

® Start new request

28 Dashboard

- Issued requests

Issued Requests

| I | JUstice Digital EXchange System (JUDEX)

My issued requests

[®) Received requests
@ Drafts

s Downloads

Figure 4-3: Search criteria fields

Status:

it

Title, reference number of National Case Number

Q

Request type

Show only urgent cases

) EIO MLA

To (Executing State}

| Issued Closed | | Withdrawn Deleted 7 /

Issued date | Ref 1T Title 1T National Case No. [T
SelenideTest -

14/04/2026 EPOC-FR-DE-2026-04-14-0013-1  EPOC - scenario:
DEVEEV-2345 -...
SelenideTest -

14/04/2026 EPOCPR-FR-DE-2026-04-14-0024-1 EPOCPR-
scenario: DEVEE.. 9
SelenideTest -

14/04/2026 EPOC-FR-DE-2026-04-14-0008-1  EPOC - scenario
DEVEEV-2300 -...
SelenideTest -

14/04/2026 EPOCPR-FR-DE-2026-04-14-0040-1 EPOCPR -

(@) Select filtering options on the panel.

Click Apply.

(9) Results will be returned.
You can filter out cases that are not urgent using the embedded filter “Show only urgent

cases”.

scenario: DEVEE...

@D To collapse the expanded view, click “Hide search filters”.

4.1 View closed cases

AN Jeff3
st (&) @ en

Automatic translation @ M

Deadlines

TN (

Date issued: | da/mmyyyyy @,‘

To LT

EPOC EC N

11

Hide search filters % Clear all filters

Date from Date to

da/mmfyyyy

8
)

Type T Status [T
epPoc ‘ Q
EPOC-PR ‘ f. [ issuea ]
EPOC ‘ Qe [ 1ssu=d ]
EPOC-PR ‘ .

If a user wants to view closed cases, whether issued or received, they should choose the
relevant category from the left-hand menu to see the type of case they are interested in.
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A
n:\ European | 1 1 Justice Digital EXchange System (JUDEX)

Commission

C lart new request
Issued Requests

22 Dashboard

My issued requests
ssued requests

™ R ~ Title, reference number or National Case Number

[ Drafts Q

i Downloads

Figure 4-4: Searching for closed cases
(D Select “Show search filters”

A
- <“ European | 1 I Justice Digital EXchange System (JUDEX)

Commission

art new request
isued Requests

28 Dashboard

My issued requests
~ Issued requests

1T Issued date | Ref |1
14/04/2026 EPOC-FR-DE-2026-04-14-0013-1
14/04/2026 EPOCPR-FR-DE-2026-04-14-0024-1

Request type

(@) an EI0 MLA

Show only urgent cases

Title [T National Case No. T

SelenideTest -
EPOC - scenario:
DEVEEV-2345 -...

SelenideTest -
EPOCPR -
scenario: DEVEE...

™) Received requests Titie, reference number or National Case Number

@ Drafts Q
sl Downloads
To (Executing State) 2
Stalus. Issued Closed Withdrawn

Request type

[OR EI0 MLA

Show only urgent cases.

Figure 4-5: Applying filters to search for closed cases

Select Closed checkbox and then “Apply” button.
@ pply

All Closed cases will be displayed.

Al Jeff3
e ety (@) @ en

Automatic translation @ M

Deadlines
EPOC EP== oR
+ Show searchfilters % Clear all filters
To It Type LT Status [T
DE EPOC 2. [ 155000 ]
DE EPOCPR |+ [ issuea ]
AN Jeff3
Automatic translation @ M
Deadlines
EPOC EPOC-PR
Hide search filters ¥ Clear all filters
Date from Date to
Date issued: | go/mmiyyyy | 68 ddimmiyyyy | B

. )

To narrow down the search criteria further, additional search filters can be added.
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4.2 Clear all filters

Ei:- & European | 1 1 Justice Digital EXchange System (JUDEX)

Commission

S Start new request
TN [Rr—

28 Dashboard

My issued requests
-> Issued requests

AN Jeff3
s sy (@)~ @ e

Automatic transiation @ M

Deadlines

) Received requests Title, reference number or National Case Number

Q

@ Drafts

ala Downloads

To (Executing State).

Status issued [ cioses [ withgrawn [B Deleted

Figure 4-6: “Clear all filters” button

(D Click “Clear all filters”.
) Click ,,Apply” button.

A list will be refreshed to a default state.

Request type

@ An El0 MLA ITN EPOC EPOC-PR

Show only urgent cases

1

— Hide search filters V. Clear all filters

Date from Date to
v | Dateissued: | aa/mmiyyyy |G Ja/mmlyyyy e

@2 2
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5 View a case

To view details of a case:

AN Jeff3
- wopean | 1 1 JUstice Digital EXchange System (JUDEX) g I et ©v @ e

Commission

Automatic translation @ M

Start new request
Issued Requests

Dashboard

My issued requests Deadlines
Issued requests
Received requests Title, reference number or National Case Number Request type

@ A (JE0 () MaA TN () EpoC () EPOC-PR

__| Show only urgent cases

Drafts

a Downloads
+ Show searchfilters V. Clear all filters

1T Issueddate . Ref | Title [T National Case No. | To [T Type T Status [T

SelenideTest -
14/04/2026 EPOC-FR-DE-2026-04-14-0013-1  EPOC - scenario: LT3 EPOC ‘Q
DEVEEV-2345-... o

SelenideTest - 1
14/04/2028 EPOCPR-FR-DE-2026-04-14-0024-1 EPOCPR -
scenario: DEVEE...

= pE EPOC-PR ‘Q. Issued

SelenideTest -
14/04/2028 EPOC-FR-DE-2026-04-14-0008-1  EPOC - scenario: = oF EPOC ‘ Qs [ 1ssued ]
DEVEEV-2300 -...

Figure 5-1: Viewing case details

(D Click an individual row from a list of Issued/Received requests or Drafts.

LA @)y @ en

I B Justice Digital EXchange System (JUDEX)

European
Commission

® Start new request

User Manual National Case No. [ |
88 Dashboard
EPOC | EPOC-FR-DE-2026-04-28-0001-1 @ Copy Case & Download || Workflow v
- Issued requests
O Received requests Overview Form1 Event & Message Timeline 2
[ Drafts ISSUING STATE 1§ French Republic 4 ENFORCING STATE W rederal Republic of Germany
ol Downloads ISSUING AUTHORITY Tribunal Judiciaire de Paris(1) ACCEPTED LANGUAGES Deutsch
SERVICE PROVIDER spname 2
ADDRESSEE entity name 2
ACCEPTED LANGUAGES Poisn) (Engiish
TYPE OF ADDRESSEE: Legal representative
ENFORCING AUTHORITY Dortmund Zwei Hamm (4)
© status m © Linked cases + Add case link
Request started on: 28/04/2026 08:16
Latest update on: 28/04/2026 08:27 No.cases finked
& Assigned users @ Display roles | | Q- Edit users

Figure 5-2: Viewing case details: Overview tab

@) A case with details will be displayed. Click through available tabs to view available
information.
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6 Icons of messages

The purpose of this section is to provide a concise overview of the messages exchanged
within a case, focusing on the most important events. This allows the user to quickly see
which key messages have been received, and which are still missing from the enforcing
authority/service provider.

e Blue icon indicates that a message has been sent by enforcing authority/ service
provider.

e Grey icon indicates that a message has not been sent by enforcing authority/ service
provider yet.

6.1 EPOC Message Icons

An EPOC section with one service provider and the corresponding enforcing authority may
look like in the example below:

\ Alll Jeff3
- $ European I 1 1 JUstice Digital EXchange System (JUDEX) ol ki o P @ v @ EN

Commission

Automatic translation @ M

28 Dashboard
EPOC = EPOC-FR-DE-2026-04-15-0028-1 & Copy Case O Comment < Download Workflow Vv

-> Issued requests

) Received requests Overview  Event & Message Timeline

[® Drafts ISSUING STATE 11 French Republic ENFORCING STATE MR Federal Republic of Germany
ol Downloads ISSUING AUTHORITY Tribunal Judiciaire de Paris(1) ACCEPTED LANGUAGES Deutsch
VALIDATING AUTHORITY Validating Authority -Tribunal Judiciaire de Paris(29) SERVICE PROVIDER spname 2
ADDRESSEE entity name 2
@ol@
ACCEPTED LANGUAGES Polish ) ( English
TYPE OF ADDRESSEE: Legal representative
ENFORCING AUTHORITY Dortmund Hamm (4)
@lolm

Figure 6-1: EPOC Message Icons

Hover the icon to see the description.
Click the name of the addressee/ enforcing authority to see the details.
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6.2 EPOC-PR Message Icons

For EPOC-PR, there is a different set of icons available.

i3
curpean | I JUstce Digital EXchange System (JUDEX) il e h Pt @ v @ N

Commission

Automatic translation

828 Dashboard
EPOCPR = EPOCPR-FR-DE-2026-04-17-0001-1 O Comment s Download Workflow W

- Issued requests

Y Received requests Overview Form 2 Event & Message Timeline

B orafts ISSUING STATE Bl French Republic ENFORCING STATE ™ Federal Republic of Germany
I Eo s ISSUING AUTHORITY Tribunal Judiciaire de Paris(1) SERVICE PROVIDER spname 2
ADDRESSEE entity name 2
@lols
ACCEPTED LANGUAGES Polish | (English
TYPE OF ADDRESSEE Legal representative

Figure 6-2: EPOC-PR Message Icons
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7 Case ownership

Each case marked with a Global Case ID can have many local instances.

The first instance of the case appears at the very moment of a new case creation. This instance
is owned by the issuing State authority to which the creating user with an Author role belongs.
Regardless of how many users from how many competent authorities collaborate over the
Draft edition, this Case instance will be owned by the issuing State authority and all messages
coming out within that case, sent by anyone having access to the case, from any authority,
will be sent in lieu of the issuing State authority.

Any comments added to the Case are never sent to another authority. They are accessible
only locally, to users of one Case instance.

Every time the Case is being received by a competent authority/ service provider, a new Case
instance is being created, owned by a competent authority/ service provider that received the
Case.
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8 Request formats

When initiating a new request in the system, the user must first select the appropriate request
format, which determines how the case will be processed, which workflow steps will apply,
and how the request will be transmitted.

Currently, the JUDEX RI supports two request formats:

e Digital Request
e  One-to-Many emergency request

NOTE: Only legal instruments that support a selected request format will be available for
selection.

8.1 Digital Request

The Digital Request is the default format for handling individual cases. It is designed for
scenarios where full internal processing is required before sending the case cross-border
(form completion, review, signing, and transmission).

Standard processing flow for Digital Requests include:

1. Case Creation

AN Jeff3
= European I I | JUstice Digital EXchange System (JUDEX) Tribuna ,u,aren:::>‘|l @ v @EN

Commission

Automatic translation

My Dashboard

== Dashboard Last edited cases

—> lssued requests issued requests €F))  Received requests @)  Drafts @) My tasks

[ Recaived requests SelenideTest - EPOCPR - scenario: SelenideTest - EPOC - scenario:

@ Drafts 15/04/2026 EPOCPR-FR-DE-2026-04-15-0004-1 DEVEEV-3771- Form 5 - Editing - B DE EPOC-PR | Qs w DEVEEV-2285 - Form 1- View -...
Section A - timeStamp: 2026-04... EPOC 14/04/2026 08:12

i, ( Complete (Sections A-L)

B SelenideTest - EPOC - scenario: _—

14/04/2026 EPOC-FR-DE-2026-04-14-0013-1  DEVEEV-2345 - EPOC - Custom = o EpOC Qs SelenideTest - EPOC - scenario:

Forms - Active buttons - Get PDF ... DEVEEV-2254 - Form 1- Validation...

EPOC 14/04/2026 08:17

Figure 8-1: Start New Request: Digital format

(1) When selecting “Start New Request” button, Digital Request format is selected by
default:
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Start a new request X

Request format *

‘ Digital Request ~ ‘

Type of Request *

‘ M ‘

Subject of Request *

- (255)
‘ Type here... —[

System Case Number is auto-generated when the request is sent.
Date of Request is auto-generated when the request is sent.

Figure 8-2: Digital Request format selected

2. e-Form Completion

e All required fields and sections of the form must be completed.
3. Case Review

e The form is reviewed internally for accuracy and completeness.
4. Signing (and Validation, if applicable)

e The form is digitally signed and, where required, validated.
5. Cross-border Transmission

e The finalized form is sent cross-border to the relevant recipient(s).

A more detailed workflow for EPOC and EPOC-PR digital requests is described in section
9.2 and 10.2.

8.2 One-To-Many Emergency Request

The One-to-Many emergency request allows users to send the same legal request to
multiple recipients simultaneously. It is designed to streamline situations where identical
information must be delivered to several parties, improving efficiency and reducing manual
effort.
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While initially developed to support the European Production Order Certificate (EPOC) use
case for emergency scenarios, its implementation allows for future expansion to other legal
instruments where bulk transmission is required.

For the time being, this format is only applicable in cases where:

e Rapid transmission of an order/request to multiple recipients is critical (e.g., urgent
data production requests).

e Bypassing standard internal approvals is legally justified (e.g., under emergency
provisions).
e The legal instrument in use supports bulk transmission (currently limited to EPOC,
with potential for future extensions).
The “One-to-Many emergency request” simplifies the process as follows:

1. Case Creation

Start a new request X

Request format *

‘ One-To-Many emergency request 1 v ‘

Type of Request *

‘ EPOC European Production Order Certificate 2 v ‘

Subject of Request *

‘ Type here... T

System Case Number is auto-generated when the request is sent.
Date of Request is auto-generated when the request is sent.

Figure 8-3: Bulk Request initiation

(D Select One-to-Many emergency request.
(2) Choose a compatible legal instrument.

2. e-Form Completion
e The user completes all the required fields necessary for processing the form.
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3. Emergency Justification

e The user provides a signed legal document justifying the use of the expedited
process.
4. Cross-border Transmission

e Once the request is finalised, the system transmits it to all selected recipients.

A more detailed workflow for EPOC “One-To-Many emergency request” is described in
section 9.3.
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9 European Production Order Certificate (EPOC)

9.1 Introduction

A European Production Order Certificate (EPOC) is a certificate issued by a judicial authority
of'a Member State, which requires a service provider offering services in the European Union
to produce electronic evidence, such as subscriber data, content data, traffic data, or data for
the sole purpose of identifying the user, for the purpose of criminal proceedings.

The EPOC is based on the principle of mutual recognition and is issued in accordance with
the rules and procedures set out in EU Regulation 2023/1543. The certificate is used to obtain
electronic evidence from service providers established or represented in another Member
State, in order to facilitate the investigation and prosecution of criminal offences.

9.1.1 Overview

The Internal Workflow encompasses the entire process from the creation of a new case to the
transmission of the EPOC to the service provider’s legal representative or designated
establishment (and enforcing authority, if applicable). This process takes place within the
competent authority’s module of the RI and is restricted to authorized users from the issuing
State authority.

Once all steps of the Internal Workflow are completed, the EPOC can be sent to a chosen
service provider/ enforcing authority. The communication between the issuing authority and
the service provider/ enforcing authority takes place within the External Workflow.

9.1.2 High Level End to End Process

1. A competent authority from the issuing State creates an EPOC, specifying the
electronic evidence to be produced.

2. In some cases, and in some Member States, the EPOC may require validation by a
judicial authority in the issuing Member State.

3. The EPOC is transmitted to an appropriate addressee in another Member State (and
enforcing authority, if applicable).

4. Communication between service provider and competent authorities takes place,
allowing for the exchange of information and potential issues related to the EPOC.

5. The service provider can raise concerns or objections regarding the EPOC through a
dedicated regulatory form (Form 3), which may lead to modification of the request.
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6. The requested electronic evidence is provided by the service provider within 10 days
(or 8h in emergency cases) of receiving the EPOC, unless the enforcing authority
raises grounds for refusal or the issuing authority withdraws the request.

7. The issuing authority may withdraw the EPOC at any time, which will terminate the
production of electronic evidence.

8. Case is Closed once the requested data are provided.

9.1.3 Roles and responsibilities

Users of JUDEX can have assigned one, several or all roles. These assigned roles will allow
that user to perform certain actions.

9.1.3.1 In an Issuing Authority

Activity Author Reviewer = Signer 1
View an EPOC case

Sender = Supervisor = Assigner Viewer

View all incoming cases
in the authority

View all incoming
messages  within  an
issued case

Create a new EPOC
case (draft stage)

Edit an EPOC case
(draft stage)

Delete an EPOC case
(draft stage)

Import an EPOC case
via web service

Close an EPOC case

Re-open a closed EPOC
case

Assign users to a case

Remove users from a
case

Share an EPOC with a
supervisor in another
authority
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View permissions for all
EPOC cases in the
authority.

Search for EPOC cases

Yes

Yes

Yes

Yes

Yes

N/A

Yes

N/A

Download an EPOC
case

Yes

Yes

Yes

Yes

Yes

N/A Yes

Print a part of or the
entire content of an
EPOC.

Yes

Yes

Yes

Add attachments to an
EPOC case

Remove attachments
from an EPOC case

Delete a draft, closed or
withdrawn EPOC case

As part of the review
process, accept the
EPOC and proceed to
signing

As part of the review
process, return EPOC
for amendments (with
details)

As part of the review
process, reject EPOC
(with reasons)

As part of the signing
process, return EPOC
for amendments (with
details)

As part of the signing
process, reject EPOC
(with reasons)

Sign an EPOC

After the first signing,
complete section M

Copy an EPOC

Submit signed EPOC to
validating authority
(issuing State).

Send an EPOC case to a
service provider, and
enforcing authority in
applicable

Yes

Yes

N/A Yes

Yes

N/A

Yes

N/A

Yes

N/A

Yes

N/A

Yes

N/A

Yes

N/A

Yes

N/A

Yes

N/A

Yes

N/A

Yes

N/A

Yes

N/A

Yes

N/A

Yes

N/A
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Create and send a
predefined or free form
message to an actor

. . N/A
involved in case
processing once the
EPOC is issued
Table 2: Roles and Descriptions within the Issuing Authority for EPOC
9.1.3.2 In a Validating Authority
Activity Author Reviewer @ Signer 2 Sender | Supervisor  Assigner Viewer
View an EPOC case N/A N/A N/A N/A
View all incoming
communication in the N/A N/A N/A N/A
authority
View all incoming
communication within a N/A N/A N/A N/A
case
Close an EPOC case N/A N/A N/A N/A
Re-open a closed EPOC N/A N/A N/A N/A
case
Assign users to an
EPOC case N/A N/A N/A N/A
Remove users from an
EPOC case N/A N/A N/A N/A
Share an EPOC with a
supervisor in another N/A N/A N/A N/A
authority
View permissions for all
EPOC cases in the N/A N/A N/A N/A
authority
Search for EPOC cases N/A N/A N/A N/A
Download an EPOC N/A N/A N/A N/A
case
Print a part of or the
entire content of a N/A N/A N/A N/A
production certificate
Add attachments to an
EPOC case N/A N/A N/A N/A
Remove attachments
from an EPOC case S I Al Al
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Accept the received

EPOC N/A N/A

N/A N/A

Reject the received

EPOC (with reasons). A Al

N/A N/A

Validate (sign) the

EPOC (Sections A-L) N I

N/A N/A

Edit Sections A-L of the

EPOC (received) A Al

N/A N/A

Complete Section M of
the EPOC in case of
notification to the
enforcing authority

N/A N/A N/A N/A

Validate (sign) Section
M of the EPOC in case
of notification to the
enforcing authority

N/A N/A N/A N/A

Send a validated EPOC
cross-border to the
addressee (and N/A N/A
enforcing authority,
whenever applicable)

N/A N/A

Create and send a
predefined or free form
message to actors N/A N/A
involved in case
processing

N/A N/A

Table 3: Roles and Descriptions within the Validating Authority for EPOC
9.1.3.3 In an Enforcing Authority

Activity Author Reviewer @ Signer 1 | Sender Supervisor Assigner @ Viewer
View an EPOC ‘

View all incoming
communication in the
authority

View all incoming
communication within a
received case

Close an EPOC case

Re-open a closed EPOC
case

Delete a withdrawn or
closed EPOC case
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Assign users to an
EPOC case

Remove users from an
EPOC case

Share a EPOC case with
a supervisor in another
authority

View permissions for all
cases in the authority

Search for EPOC cases

Download an EPOC

Print a part of or the
entire content of an
EPOC

Add attachments to an

EPOC case N/A N/A N/A N/A N/A N/A N/A

Remove attachments
from an EPOC case N/A N/A N/A N/A N/A N/A N/A

Confirm EPOC
termination after
withdrawal

Create and send a
predefined or free form
message to an actor
involved in EPOC case
processing

Table 4: Roles and Descriptions within the Enforcing Authority for EPOC

9.2 Issue and Transmit an EPOC
9.2.1 Start a new EPOC case
Steps below are only applicable to users with “Author’ and/or “Supervisor” role.

To begin a process of requesting production of electronic evidence in a digital format, as
issuing State authority user, create a new case.

Page 60 of 222



Version: 1.0 Date: 21/05/2026

European
ission

)

AN Jeft3
1 I JUstice Digital EXchange System (JUDEX) Trans e o Fen( @ v @

Automatic translation

My Dashboard

Last edited cases

sued requests tssued requests )  Received requests ()  orans B My tasks
[0 Received requests SelenideTest - EPOC - scenario: DEVEEV-2345 - SelenideTest - EPOC - scenario: DEVEEV-
B Drafis 14/04/2026 EPOC-FR-DE-2026-04-14-0013-1  EPOC - Custom Forms - Active buttons - Get PDF - ™8 DE  EPOC Q« 2277 - Form 1 - Editing - SectionF -...
= Grounds for Refusal - timeStamp: 2026-04-14... EPOC 14/04/2026 08:10  ( Complete (Sections A-L)

sla Downloads

SelenideTest - EPOCPR - scenario: DEVEEV-3769
14/04/2026 EPOCPR-FR-DE-2026-04-14-0024-1 - Form & - Editing - Section C - timeStamp: 2026- ™8 DE epoc-PR | | (CED
04-1408:42:28

SelenideTest - EPOC - scenario: DEVEEV-
2285 - Form 1- View - Section L - timeStam...
EPOC 14/04/2026 08:12 ( Complete (Sections A-L)

Figure 9-1: Start a new EPOC case
(D Click “Start new request” button in the left-hand menu.

Start a new request X

Request format *

‘ Digital Request 2 v |

Type of Request *

| D) |

Subject of Request *

‘ Type here... —|'

System Case Number is auto-generated when the request is sent.
Date of Request is auto-generated when the request is sent.

/

Figure 9-2: EPOC: Selecting the request type and entering the request subject

(@ A pop-up window will appear with Digital Request format selected by default (for further
details on request formats, refer to Section 8).

() Select “European Production Order Certificate” from the Type of Request dropdown list.

(#) Fill in Subject of Request and click Continue. If you wish to cancel, click “x” button in
the top right corner of the pop-up.
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Al Jeff3
1 | JUstice Digital EXchange System (JUDEX) el Ausciais o Pt @ v @EN

European
= Commission

Automatic translation @ M

d

EPOC 4 © Delete Case || (3 Copy Case O Comment || & Downioad | | workiiow
—> Issued requests

Overview Form1  Event & Message Timeline

[ Received requests

‘ B Drafts o Get PDF | Print & Attach Document + Validation check
sla Downloads Introduction section EUROPEAN PRODUCTION ORDER CERTIFICATE (EPOC) FOR THE PRODUCTION OF ELECTROMIC EVIDENCE
SECTION A
Issuingjvaliaating autharity Under Regulation (EU) 2023/1543 of the European Parliament and of the Council (1) the addressee of this European Production Order Certificate
(EPOC) must execute this EPOC and must transmit the requested data in accordance with the deadline(s) specified in Section C of this EPOC to the
SECTIONB competent authority indicated under point (a) of Section L of this EPOC.
Addressee
In all cases, the addressee must, upon receipt of the EPOC, act expeditiously 10 preserve the data requested, uniess the information in the EPOC
SECTIONC does not allow it to identify those data. The data must continue to be preserved until the data are produced or until the issuing authority or, where
Deadines applicable, the enforcing authority, indicates that it is no langer necessary to preserve and produce the data.
SECTIOND The addressee must take the necessary measures to ensure the confidentiality, secrecy and integrity of the EPOC and of the data produced or
Relation to & previous production/preservation preserved.
request

SECTION E (+ SECTION F)
Infermaticn to support identification of the
requested data

SECTION G

Infermaticn on the underlying conditions

SECTIONH

Information to the user

SECTION|
Detals of the Issuing authority

SECTION J

Detalls of the valldating autherlty

SECTION K
Notification and details of the natified enforcing
authority

SECTION L
Transfer of data

SECTION M
Further informaticn 1o be included

JUDEX BE-MAIN-41.x-2/FE-41.0-RC
2UI21.0.4

Figure 9-3: Form 1 sections

(@) A new draft will be created and displayed with Form 1 ready for completion.
(5) Complete sections A-L of Form 1 by using the List of Sections menu.

NOTE: If the user with an Author role who initiated the EPOC does not have additional roles
of Reviewer and/or Signerl and/or Sender, then the Author should contact the Supervisor to
add additional users with additional roles required to create and send the request.

9.2.2 Fill in an EPOC
9.2.2.1 Choose validating authority

This step is optional and applies to users with “Author”, “Reviewer”, “Signer 1’ and/or
“Supervisor” role.
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Whenever validation of the EPOC is required:

User Manual @
EPOC

Overview Form1

¢ Get PDF / Print

Introduction section

SECTION A
Issuing/validating authority v/

SECTION B

Addressee

SECTION C
Deadlines

SECTION D
Relation to a previous
production/preservation request

SECTION E (+ SECTION F)
Information to support identification of the
requested data

SECTION G

Information on the underlying conditions

& Attach Document

National Case No. [ “«

Event & Message Timeline

i Delete Case ‘ Copy Case | D Comment H ¢ Download ‘ ‘ Workflow
~ Validation check

SECTION A: Issuing/validating authority
Issuing State:

French Republic
Issuing authority:

Tribunal Judiciaire de Paris(1)
Validating authority (where applicable): 2

Choose authority |

File number of the issuing authority:

File number of the validating authority:

Figure 9-4: Form 1 Section A: Validating Authority selection

(D) Enter Section A of Form 1.
(2) Click Choose authority button.
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Search for competent authority

X

| Q | Search by name

Y Show search filters 5
Search results

:w Tribunal Judiciaire de Paris(27)

() Tribunal Judiciaire de Paris(28)

() Tribunal Judiciaire de Paris(30)
) Tribunal Judiciaire de Paris(31)

() Tribunal Judiciaire de Vesoul (4)

w Validating Authority - Tribunal Judiciaire de Charleville-Méziéres (7)

() Validating Authority - Tribunal Judiciaire de Macon (8)
) Validating Authority - Tribunal Judiciaire de Privas (6)

::) Validating Authority -Tribunal Judiciaire de Paris(29)

Items per page: | 10 v \
Showing 21-29 items of 29

This Competent Authority data has been kindly provided by EJN Atlas

Figure 9-5: Form 1: Search for Validating Authority

Y Clear all filters

Cavaillon

Cavaillon

Cavaillon

Cavaillon

a

-~

[N
H

w

6

(@) The system will display all authorities in the CDB that have ‘validating authority’

competence assigned within the issuing Member State.

(5) To find and select the correct authority, the user can scroll down the list or expand search

filters by selecting the “+ Show search filters” button.

(6) Choose the validating authority from the list of results by clicking a radio button and click

Select.

After selection, EPOC Section A will look like in the screenshot below:
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User Manual

EPOC

Overview Form1

< Get PDF / Print

Introduction section

SECTION A

Issuing/validating authority

SECTION B

Addressee

SECTION C

Deadlines

SECTION D
Relation to a previous
production/preservation request

SECTION E (+ SECTION F)
Information to suppeort identification of the
requested data

SECTION G

Information on the underlying conditions

& Attach Document

[ Delete Case

Event & Message Timeline

+ Validation check

SECTION A: Issuing/validating authority

Issuing State:

French Republic

Issuing authority:

Tribunal Judiciaire de Paris(1)

Validating authority (where applicable):

Validating Authority -Tribunal Judiciaire de Paris(29)

File number of the issuing authority:

File number of the validating authority:

Figure 9-6: Form 1: Section A completion

National Case No. “

@ Copy Case O Comment ¢ Download Workflow

Choose authority

The validating authority details will also be reflected in the Overview tab and will be
autocompleted in Section J.

NOTE: The validating authority can also be selected directly in Section J of Form 1. In this
case, the system will automatically populate the corresponding information in Section A.

9.2.2.2 Choose Addressee

This step is optional and applies to users with “Author”, “Reviewer”, “Signer 1 and/or

“Supervisor” role.

To choose the addressee of the European Production Order Certificate, follow the steps

below.
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User Manual & National Case No. “«

EPOC I Delete Case H [ Copy Case ‘ O Comment

| < Download ‘ ‘ Workflow v

Overview Form1  Event & Message Timeline

¢ Get PDF [/ Print & Attach Document + Validation check

Introduction section SECTION B: Addressee *

SECTION A Addressee:

Issuing/validating authority 2
Name: *

SECTION B 1 Select authority... Choose addressee

Addressee - L
Country:

SECTION C

Deadlines

SECTION D

. . Type of Addressee:
Relation to a previous

production/preservation request
D This order is issued in an emergency case to the specified addressee because the designated establishment or the legal

SECTION E (+ SECTION F) representative of a service provider did not react to the EPOC within the deadlines set out in Article 10 of Regulation (EU)
Information to support identification of the 2023/1543 or has not been designated or appointed within the deadlines set out in Directive (EU) 2023/1544 of the
requested data European Parliament and of the Council

Figure 9-7: Form 1: Section B

(D Select Section B in List of Sections.
(2) Click Choose addressee button.
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Search for addressee X

@ Please fill in at least one field.

Business name - Service Provider:

| 2 |
Address (Registered Seat) - Service Provider:

Legal representative/Designated establishment Member State:

| Federal Republic of Germany 3 ~ ‘
B3
Search results
Business name Designated establishment or legal representative name
() IRTESTM @ IR_TEST11.01 5
() IRTESTM f  IR_TEST11.01
() IRTEST 22 i IR_TEST_22_01
(:) Service Provider (epoc_sp_1) it Service Provider (epoc_sp_1)
'C)' Google i Google Germany Berlin

6

s

Figure 9-8: Form 1: Search for Addressee

(@) Select the Member State of the addressee and click Search.

(@) To narrow down the search results, the user can enter service provider’s business name
or registered seat.

(5) To display more detailed information about the addressee concerned, select the icon on
the right side of the designated establishment or legal representative’s name.

(6) Choose the addressee from the list of results by clicking a radio button and click Select.

After selection, EPOC Section B will look like in the screenshot below:
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SECTION B: Addressee *

Addressee:
Name: *

entity name 2 Choose addressee
Country:

Federal Republic of Germany

Type of Addressee: Legal representative

D This order is issued in an emergency case to the specified addressee because the designated establishment or the legal representative of a
service provider did not react to the EPOC within the deadlines set out in Article 10 of Regulation (EU) 2023/1543 or has not been designated
or appointed within the deadlines set out in Directive (EU) 2023/1544 of the European Parliament and of the Council

Address:

ul. Prosta 1, 00-000 Warszawa, PL

Tel. No:

+48 22 555 000

Fax No:

+48 22 555 000

Email:

de-pl@euronet.example

Contact person (if known):

| |

File number of the addressee (if known):

| |

Service provider concerned (if different from addressee):

| |

Any other relevant information:

| |

Figure 9-9: Form 1: Section B completion

The name of the addressee will also appear in the Overview tab.
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European | 1 I JUstice Digital EXchange System (JUDEX)

Commission

User Manual @

23 Dashboard
EPOC
—> Issued requests

) Received requests Overview Form1 Event & Message Timeline

B orafts ISSUING STATE 11 French Republic

a4 Downloads ISSUING AUTHORITY Tribunal Judiciaire de Paris(1)

Figure 9-10: Form 1: Addressee name displayed

=]

AN Jeff1
s s ) (@)~ @ e

1
Automatic translation @ M

National Case No. [ = &

Delete Case & Copy Case ) Comment % Download Workflow Vv
ENFORCING STATE ™8 rederal Republic of Germany
ACCEPTED LANGUAGES Deutsch
SERVICE PROVIDER sp name 2
ADDRESSEE entity name 2

ACCEPTED LANGUAGES

TYPE OF ADDRESSEE

ENFORCING AUTHORITY

& Search for addressee
Polish ) (English

Legal representative

Dortmund i Hamm (4)

9.2.2.3 Marking the EPOC as an emergency case

This step is optional and applies to users with “Author”, “Reviewer”, “Signer 1’ and/or

[x3 . »
Supervisor” role.

In order to mark the EPOC as an emergency case:

European | 1 I Justice Digital EXchange System (JUDEX)

Commission

User Manual @

2 Dashboard
EPOC
- Issued requests

®) Received requests Overview Form1  Event & Message Timeline

0 Delete Case

Al Jeff3
s 2212 (@)~ @ en
Automatic translation @ @

National CaseNo. B | &

py Case O Comment % Downioad Workflow v

B Drafts & Get PDF / Print # Attach Document « Validation check
sa Downloads Introduction section SECTION B: Addressee *
SECTION A Addressee:
Issuing/validating authority
Name: *
SECTION B ST Choose addressee
Addressee
Country:
SECTIONC
Deadsines Federal Republic of Germany
SECTION D
2 ) Addressee: Legal representative
Relation 1o a previous production/preservation
reques
B Tnis order is issued in an emergency case to the specified addressee because the or the legal ofa
SECTION E (+ SECTION F) service provider did not react to the EPOC within the deadiines set out in Article 10 of Regulation (EU) 2023/1543 or has not been designated or
Information to support identification of the appointed within the deadiines set out in Directive (EU) 2023/1544 of the European Parliament and of the Council

requested data

Figure 9-11: Section B: Emergency case indication

(D) Enter Section B of Form 1.

() Select the checkbox indicating that the order is issued in an emergency case.
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ff3
1 I JUstice Digital EXchange System (JUDEX) O N ST @ v @ N

European
Commission

3 Automatic translation @ MK

22 Dashboard

EPOC B Delete Case || (3 Copy Case O Comment || ¢ Download Workflow A
- Issued requests
) Raceived recuests Overview Form1  Event & Message Timeline < Complete (Sections A-L)
B prafts & Get PDF / Print # Attach Document / Validation check
s Downloads Introduction section EUROPEAN PRODUCTION ORDER CERTIFICATE (EPOC) FOR THE PRODUCTION OF ELECTRONIC EVIDENCE
SECTION A
Issuing/validating authority Under Regulation (EU) 2023/1543 of the European Parliament and of the Council (1) the addressee of this European Production Order
Certificate (EPOC) must execute this EPOC and must transmit the requested data in accordance with the deadiline(s) specified in
SECTION B Section C of this EPOC to the competent authority indicated under point (a) of Section L of this EPOC.
Addressee

In all cases, the addressee must, upon receipt of the EPOC, act expeditiously to preserve the data requested, unless the information

SECTION C in the EPOC does not allow it to identify those data. The data must continue to be preserved until the data are produced or until the

Deadiines issuing authority or, where applicable, the enforcing authority, indicates that it is no longer necessary to preserve and produce the
data.

SECTION D

Relation to a previous The addressee must take the necessary measures to ensure the confidentiality, secrecy and integrity of the EPOC and of the data

production/preservation request produced or preserved.

SECTION E (+ SECTION F)
Information to support identification of the
requested data

Figure 9-12: Marking EPOC as urgent

(®) After clicking on the Workflow dropdown menu, the red exclamation icon will be
displayed next to the case subject.

NOTE: The emergency icon will also be displayed on the receiving side of the EPOC.

9.2.2.4 Choose authority that can be contacted for any questions related to EPOC
execution

This step is optional and applies to users with “Author”, “Reviewer”, “Signer 1 and/or
“Supervisor” role.

To choose an authority which can be contacted for any question related to the execution of
the EPOC:
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User Manual &

National Case No. [# <&

EPOC @ Delete Case ‘ ‘ @ Copy Case ‘ ‘ © Comment ‘ ‘ ¢ Download ‘ ‘ Workflow W
Overview Form1 Event & Message Timeline
e Get PDF / Print & Attach Document + Validation check
Introduction section SECTION I: Details of the issuing authority
SECTION A The type of issuing authority (tick the relevant box/boxes):
Issuing/validating authority
© judge, court, or investigating judge
SECTION B
Addressee ) public prosecutor
O other competent authority as defined by the issuing State
SECTION C
Deadlines
If validation is necessary, please fill in also Section J.
SECTION D Please note that (tick if applicable):
Relation to a previous
production/preservation request D This EPOC was issued for subscriber data, or for data requested for the sole purpose of identifying the user, in a validly
established emergency case without prior validation, because the validation could not have been obtained in time, or both.
SECTION E (+ SECTION F) The issuing authority confirms that it could issue an order in a similar domestic case without validation, and that ex post

Information to support identification of the

requested data

SECTION G

informed).

validation will be sought without undue delay, at the latest within 48 hours (please note that the addressee will not be

Details of the issuing authority, or its representative, or both, certifying the contents of the EPOC as accurate and correct:

Information on the underlying conditions

SECTION H

Information to the user

SECTION |

Details of the issuing authority

SECTION J

Name of authority:

Tribunal Judiciaire de Paris(1)

Name of its representative:

D) |

Post held (title/grade):

Details of the validating authority ‘

Figure 9-13: Form I: Section I

(D) Select Section I in List of Sections.
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If different from above, authority/contact point (e.g. central autharity) which can be contacted for any question related to the

execution of the EPOC:

| X Clear all

Name of authority:

)

| | Choose authority ‘

Contact name:

Address:

Tel. No: (country code) (area/city code)

Fax No: (country code) (area/city code)

Email:

Date:

| dd/mm/yyyy |
Signature:

Figure 9-14: Choose authority that can be contacted for any questions related to EPOC execution

(@) Click Choose authority button.
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Search for competent authority

X

| Q | Search by name

Y Show search filters 4

Search results

:w Central Authority FR

() Tribunal Judiciaire de Chalon-sur-Sadne (5)
) Tribunal Judiciaire de Nice (3)
() Tribunal Judiciaire de Paris(1)
) Tribunal Judiciaire de Paris(11)
] Tribunal Judiciaire de Paris(12)
() Tribunal Judiciaire de Paris(13)
() Tribunal Judiciaire de Paris(14)
::w Tribunal Judiciaire de Paris(15)
:i:\ Tribunal Judiciaire de Paris(16)

Items per page: | 10 v \
Showing 1-10 items of 26

This Competent Authority data has been kindly provided by EJN Atlas

Figure 9-15: Form 1 Section I: Search for competent authority

(3) All authorities in the issuing Member State will be displayed.

Cavaillon

Cavaillon

Y Clear all filters

(-]
X
©
-
b4

(5}

{

(@) To find and select the correct authority, the user can scroll down the list or expand search

filters by selecting the “+ Show search filters” button.

(5) Choose the authority from the list of results by clicking a radio button and click Select.

After selection, it is possible to remove the data of the previously chosen authority by clicking

“Clear all” button.
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If different from above, authority/contact point (e.g. central authority) which can be contacted for any question related to the
execution of the EPOC:

‘ X Clear all

Name of authority:

‘ Tribunal Judiciaire de Nice (3) ‘ ‘ Choose authority ‘

Contact name:

,_Address:

‘ 8 rue Porte d'Orange ‘

Tel. No: (country code) (area/city code)

+33 0144329595 ‘

_Fax No: (country code) (area/city code) _
+33 0144329595 ‘

Email:

‘ frz@cavaillon.fr ‘

Date:

‘ dd/mm/yyyy “

Signature:

Figure 9-16: Section I: Clear all button

9.2.2.5 Choose other competent authority to whom the data have to be transferred

This step is optional and applies to users with “Author”, “Reviewer”, “Signer 1 and/or
“Supervisor” role.

In order to indicate other competent authority that should receive the requested data:
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Overview Form1 Event & Message Timeline

< Get PDF / Print & Attach Document ~ Validation check
Introduction section SECTION L: Transfer of data
SECTION A (a) Authority to whom the data have to be transferred

Issuing/validating authority

[ issuing authority,

SECTION B
Addressee D validating authority
other competent authority (e.g. central authority):
SECTION C 2
Deadlines Name and contact details:
SECTION D Choose authority
Relation to a previous
production/preservation request b) Preferred format in which or means by which the data have to be transferred (if applicable):

SECTION E (+ SECTION F)
Information to support identification of the
requested data

SECTION G

Information on the underlying conditions

SECTION H

Information to the user

SECTION |

Details of the issuing authority

SECTION J
Details of the validating authority

SECTION K i
Notification and details of the notified
enforeing authority

SECTION L
Transfer of data

‘ & Reset Section | Auto save -.

Figure 9-17: Form 1: Section L

(D Enter Section L of Form 1.
() Select “other competent authority” checkbox and click Choose authority button.
(3) Choose the competent authority, following steps 3-5 of section 9.2.2.4.

9.2.2.6 Mandatory fields

All mandatory fields must be filled in before an EPOC can be electronically submitted. These
mandatory fields are checked by a validation check. This validation consists of set of
syntactical and semantical validations of the data contained in the form. A check is performed
to verify that all required (mandatory) fields have been filled. You can trigger validation
manually at any time, while you edit a form.

To trigger validation:

Page 75 of 222




Version: 1.0

Date: 21/05/2026

European
Commission

Start new reque:

Dashboard

> Issued requests
) Received requests
[ Drafts

sl Downloads

I 1 1 JUstice Digital EXchange System (JUDEX)

User Manual @

EPOC 1

Overview Form1  Event & Message Timeline

& Get PDF / Print # Attach Document

Introduction section

SECTION A
Issuing/validating authority

SECTION B

Addressee

SECTIONC
Deadiines

SECTIOND
Relation to a previous production/preservation
request

SECTION E (+ SECTION F)
Information to support identification of the
requested data

SECTION G

Information on the underlying conditions.

cEATION U

Figure 9-18: Form 1 validation

(D View an edited case and select Form 1 tab.

(@) Click Validation check.

ibunal Jud

AN Jeff3
e @)~ @ e

Automatic translation @ MK

National Case No. [ | «

Download Workflow v

EUROPEAN PRODUCTION ORDER CERTIFICATE (EPOC) FOR THE PRODUCTION OF ELECTRONIC EVIDENCE

Under Regulation (EU) 2023/1543 of the European Parliament and of the Council (1) the addressee of this European Production Order Certificate (EPOC)
must execute this EPOC and must transmit the requested data in accordance with the deadiine(s) specified in Section C of this EPOC to the competent
authority indicated under point (a) of Section L of this EPOC

In all cases, the addressee must, upon receipt of the EPOC, act expeditiously 1o preserve the data requested, unless the information in the EPOC does
not allow it to identify those data. The data must continue to be preserved until the data are produced or until the issuing authority or, where applicable,

the enforcing authority, indicates that it is no longer necessary to preserve and produce the data.

The addressee must take the necessary measures to ensure the confidentiality, secrecy and integrity of the EPOC and of the data produced or
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User Manual @

EPOC

Overview Form 1 Event & Message Timeline

¢ Get PDF / Print & Attach Document

Introduction section

SECTION A

Issuing/validating authority

SECTION B

Addressee

SECTIONC

Deadlines

SECTION D
Relation to a previous production/preservation
request

SECTION E (+ SECTION F) -
Information to support identification of the ()
requested data -

SECTION G )

Information on the underlying conditions =

SECTIONH

Information to the user

SECTION |

Details of the issuing authority

SECTION J
Details of the validating authority

SECTION K
Notification and details of the notified enforcing
authority

SECTION L

Transfer of data

SECTION M

Further information to be included

National Case No. &

@ Delete Case H & Copy Case ‘

O Comment H < Download ‘ | Workflow v

+ Validation check

EUROPEAN PRODUCTION ORDER CERTIFICATE (EPOC) FOR THE PRODUCTION OF ELECTRONIC EVIDENCE

Under Regulation (EU) 2023/1543 of the European Parliament and of the Council (1) the addressee of this European Production Order Certificate (EPOC)
must execute this EPOC and must transmit the requested data in accordance with the deadline(s) specified in Section C of this EPOC to the competent
authority indicated under point (a) of Section L of this EPOC.

In all cases, the addressee must, upon receipt of the EPOC, act expeditiously to preserve the data requested, unless the information in the EPOC does
not allow it to identify those data. The data must continue to be preserved until the data are produced or until the issuing authority or, where applicable,
the enforcing authority, indicates that it is no longer necessary to preserve and produce the data.

The addressee must take the necessary measures to ensure the confidentiality, secrecy and integrity of the EPOC and of the data produced or
preserved.

/A\ Warning X

Please fill all required fields

Figure 9-19: Form 1 mandatory fields

(3) Validation will be performed and the warning or success message will be displayed. If
there are validation errors, fields and sections containing errors will be highlighted.

9.2.2.7 Notify the enforcing authority

This step is optional and applies to users with “Author”, “Reviewer”, “Signer 1 and/or

“Supervisor” role.

If the EPOC needs to be notified to the enforcing authority in another Member State:
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User Manual @

EPOC

Overview Form 1 Event & Message Timeline

< Get PDF / Print & Attach Document

Introduction section

SECTION A

Issuing/validating authority

SECTION B

Addressee

SECTIONC

Deadiines

SECTION D
Relation to a previeus production/preservation
request

SECTION E (+ SECTION F)
Information to support identification of the
requested data

SECTION G

Information on the underlying conditions

SECTIONH

Information to the user

SECTION |

Details of the issuing authority

SECTION J

Details of the validating authority 1
SECTION K ~
Notification and details of the notified enforcing
authority

National Case No. “

@ Delete Case H & Copy Case ‘

O Comment ‘

< Download ‘ | Workflow v

+ Validation check
SECTION K: Notification and details of the notified enforcing authority

This EPOC is notified to the following enforcing authority: () | &

Name: *

Please provide contact details of the notified enforcing authority (if available):

Name of the enforcing authority:
Address:

Tel. No: (country code) (area/city code)
Fax No: (country code) (area/city code)

Email:

Figure 9-20: Form I Section K

(D Select Section K in List of Sections.
(@) Select the checkbox “This EPOC is notified to the following enforcing authority”.
() Click Choose authority button (the button is displayed once the checkbox is selected).

3

‘ Choose authority |
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Search for competent authority

X
‘ Q | Search by name

% Show search filters 5 Y Clear all filters

Search results

(_:. Staatsanwaltschaft Bremen Zweigstelle Berlin(29)

) Staatsanwaltschaft Bremen Zweigstelle Berlin(30)

() Staatsanwaltschaft Bremen Zweigstelle Berlin(31)

(::- Staatsanwaltschaft Bremen Zweigstelle Berlin(32) 4

:u Staatsanwaltschaft Bremen Zweigstelle Bremerhaven (3) ‘ Pasewalk

© Staatsanwaltschaft Dortmund Zweigstelle Hamm (4) Pasewalk

[::- Staatsanwaltschaft Freiburg i. B. Zweigstelle Lorrach (5) Pasewalk
: ) Staatsanwaltschaft Karlsruhe Zweigstelle Pforzheim (6) Pasewalk

[::- Staatsanwaltschaft Leipzig Zweigstelle Grimma (7) Pasewalk
:u Staatsanwaltschaft Leipzig Zweigstelle Torgau (8) Pasewalk

Items per page: “\O—\/‘

Showing 21-30 items of 30

a

-~

.
Iﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ

This Competent Authority data has been kindly provided by EJN Atlas ~ Select

Figure 9-21: Search for Enforcing Authority

(@) The system will display all authorities in the CDB that have ‘enforcing authority’
competence assigned within the enforcing Member State.

(5) To find and select the correct authority, the user can scroll down the list or expand search
filters by selecting the “+ Show search filters” button.
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Search for competent authority X
7
| Q | Search by name m
— Hide search filters T Clear all filters
Municipality 6/“ Postal Code
| | | |
Address

Search results

[:] Staatsanwaltschaft Bremen Zweigstelle Berlin(29)
:\ Staatsanwaltschaft Bremen Zweigstelle Berlin(30)

:\ Staatsanwaltschaft Bremen Zweigstelle Berlin(31)
[:] Staatsanwaltschaft Bremen Zweigstelle Berlin(32)

:] Staatsanwaltschaft Bremen Zweigstelle Bremerhaven (3) Pasewalk
© Staatsanwaltschaft Dortmund Zweigstelle Hamm (4) Pasewalk
[:) Staatsanwaltschaft Freiburg i. B. Zweigstelle Larrach (5) Pasewalk

:] Staatsanwaltschaft Karlsruhe Zweigstelle Pforzheim (6) Pasewalk
C:) Staatsanwaltschaft Leipzig Zweigstelle Grimma (7) Pasewalk
iw Staatsanwaltschaft Leipzig Zweigstelle Torgau (8) Pasewalk

Items per page: “\O—V‘

a

-

N
E]

Showing 21-30 items of 30

This Competent Authority data has been kindly provided by EJN Atlas m

Figure 9-22: Section K Search filters

(6) Optional fields can be filled in with already known authority details such Municipality or
Postal Code.

(@) Clicking the Search button will return the authorities that match the entered criteria.

Select the authority from the list of results by clicking a radio button and click Select
button.

NOTE: You can select an enforcing authority only after choosing the addressee of the EPOC.
If no enforcing authority is selected in Section K, the EPOC will be transmitted solely to the
addressee. If an enforcing authority is selected, the EPOC will be sent to both the addressee
and the enforcing authority during the last step of the internal workflow.
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9.2.2.8 Push a case to the next step

Once you have completed sections A-L, the next step in the internal workflow is to finalise

and submit the form for review.

Steps below apply to users with “Author” and/or Supervisor role.

(7] Received requests

[ orafts

sia Downloads

User Manual &

EPOC

Overview Form1  Event& Message Timeline

& Get PDF / Print # Attach Document

Introduction section

SECTION A

Issuing/validating authority

SECTION B

Addressee
SECTION C
Deadiines.

SECTION D

Relation 1o & previous production/preservation

request

SECTION E (+ SECTION F)
infarmation to support identification of the
requested data

SECTION

armation on the underying conditions

Figure 9-23: Form 1 completion

(D In the edited case click Workflow > Complete (Sections A-L):
e A success message will show up in the bottom.

+ Validation check
SECTION A: Issuing/validating authority

Issuing State:

French Republic

Issuing authority:

Tribunal Judiciaire de Paris(1)

Validating authority (where applicable)

Validating Authority ~Tribunal Judiciaire de Paris(29)

File number of the issuing authority:

File number of the validating authority:

AlN Jeff3
st (@) @
Automatic transiation @ M

National Case No.

& Download Wiorkflow A

< Complete (Sections A-L)

),

Choose authority

e A new timestamp: “Completed (Sections A-L)” will show up on the Event & Message
Timeline.

e Ifyou have no other roles except Author, the workflow button will become empty, as

there are no other actions that can be performed.

9.2.3 Review an EPOC

The next step in the workflow of a case is to review it and mark it as “Positively Reviewed”,
return it for amendment, or to reject completely if needed. Edition of an EPOC is also

possible.

Steps below apply to users with “Reviewer” and/or Supervisor role.
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| AN Jeffl
= European | B0 Justice Digital EXchangs System (JUDEX) e g L St @v @ En

Commission

National Case No. [ | *

27
B Automatic JIRTETIIS
® Start new request

.
H
EPOC B DeleteCase || (3 CopyCase | O Comment || c Download || Workflow a
3 Issued requests.
) oD Overview Form1  Event& Message Timeline 9 Accept Review (1
' a & Get PDF [ Print # Anach Document Validation check < Reject
B Drafts ]
éa Downloads ) ! - 4 Retum "
Introduction section SECTION A: Issuing/validating authority turn for smendment
SECTION A Issuing State:
Issuing/valdating authority
French Republic
SECTION B
P Issuing authority:
Tribunal Judiciaire de Paris(1)
SECTIONC
Deadiines Validating authority (where applicable):
SECTIOND
hoose authority
Relation 1o a previous production/preservation Choose authority
raquest

File number of the issuing authority
SECTION E (+ SECTION F)
Information 1o support identification of the

requested data File number of the validating authority:

SECTION G
Informatian on the underlying conditions

Figure 9-24: Form 1: Accepting review

(D In a reviewed case click Workflow > Accept Review:

e A new timestamp: “Positively Reviewed” will show up on the Event & Message
Timeline.

e [fyou have no other roles except Reviewer, the workflow button will become empty,
because there are no other actions for you to perform.
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1t

European |
Commission

Start new request
22 Dashboard
—> Issued requests
[*] Received requests
3 Drafts

s Downloads

1 | JUstice Digital EXchange System (JUDEX)

User Manual
EPOC
Overview Form1

ISSUING STATE
ISSUING AUTHORITY
VALIDATING AUTHORITY

Event & Message Timeline

01 French Republic
Tribunal Judiciaire de Paris(1}

Validating Authority ~Tribunal Judiciaire de Paris(29)

[OREUTN Positively Reviewed

Request started on:
Latest update on:

08/05/2026 11:06
08/05/2026 11:06

Figure 9-25: Form 1: "Positively reviewed" status

Alternatively:

@ Delete Case

ENFORCING STATE

ACCEPTED LANGUAGES

SERVICE PROVIDER
ADDRESSEE

ACCEPTED LANGUAGES

TYPE OF ADDRESSEE

ENFORCING AUTHORITY

@ Linked cases

No cases linked

@ Copy Case

Al Jeffl
Tribunal Judiciaire de Paris(1) @" @ N

B Automatic translation
National Case No. [ | %

O Comment ¢ Download Workflow

B8 Federal Republic of Germany

Deutsch

sp name 2

entity name 2
Search for addressee

Palish ) ( English

Legal representative

Staatsanwaltschaft Dortmund Zweigstelle Hamm (4)

+ Add case link

A. Click Workflow > Return for amendment and enter optional message - the case
will go back to a draft editable by Author role. The Author will have to make
amendments and click again Workflow > Complete.

B. Click Workflow > Reject and enter optional message — the case will become

rejected, and no more actions of Workflow buttons can be performed by users.
C. Reviewer and/or Supervisor is also able to edit case.

9.2.4

Sign an EPOC

The next step in the workflow, after positively reviewing it, is to sign Form 1 (Sections
A-L). Edition of the EPOC is also possible.

Steps below apply to users with Signer 1 and/or Supervisor role.
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Al Jeff
European | 0 I JUstice Digital EXchange System (JUDEX) S, L @ ~ @ EN

Commission

Automatic translation @ N

Dashboard
EPOC @ Delete Case @ Copy Case O Comment ¢ Download Workflow
—> Issued requests
() Receivd raquests Overview Form1  Event & Message Timeline 1 ), <7 Sign [Sections A-L)
[ Drafts < Get PDF / Print # Attach Document ~ Validation check ¢ Return for amendment
s Downloads ) . .
Introduction section EUROPEAN PRODUCTION ORDER CERTIFICATE (EPOC) FOR THE PRODUCTION OF ELE¢ ¥ Reiect
SECTION A
Issuing/validating autharity Under Regulation (EU) 2023/1543 of the Eurcpean Parliament and of the Council (1) the addressee of this European Production
Order Certificate (EPOC) must execute this EPOC and must transmit the requested data in accordance with the deadline(s)
SECTION B specified in Section C of this EPOC to the competent authority indicated under point (a) of Section L of this EPOC.
Addressee
In all cases, the addressee must, upon receipt of the EPOC, act expeditiously to preserve the data requested, unless the
SECTION C information in the EPOC does not allow it to identify those data. The data must continue to be preserved until the data are
Deadiines produced or until the issuing authority or, where applicable, the enforcing authority, indicates that it is no longer necessary to
preserve and produce the data.
SECTION D
Relation 1o a previous The addressee must take the necessary measures to ensure the confidentiality, secrecy and integrity of the EPOC and of the data
production/preservation request produced or preserved.

SECTION E (+ SECTION F)

Information to suppart identification of the

Figure 9-26. Form I signing
(D In a reviewed case, click Workflow > Sign (Sections A-L):
After the user clicks Sign in Workflow, then JUDEX RI displays a pop-up window.

Signature Form 1 X

1. Please download The Form 1 Pdf document to Your disk. 2
& Download Form 1
2. Sign the document and upload it.

s Upload Signed Form 1

Figure 9-27: Form 1 download

(@) Download PDF to your computer by clicking Download Form 1.
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Open the PDF in Adobe Acrobat Reader software.

1£) EPOC User W e, form, 1 gl - Ao Acrot (552 =]

Fle Edit Vie

F e — P - =R} @ s R dQ

&L
B
®
@

en [ create POF

ES combine Files

EUROPEAN PRODUCTION ORDER CERTIFICATE (EPOC) FOR THE PRODUCTION OF ELECTRONIC

EVIDENCE &= Edk POF
Under Regulation (EU) 2023/1543 of the European Parliament and of the Council () the addressee £ Flasign
of this European Production Order Certificate (EPOC) must execute this EPOC and must transmit [ exportPOF
the requested data in accordance with the deadline(s) specified in Section C of this EPOC to the
competent authority indicated under point (a) of Section L of this EPOC. CEmsh=

In all cases, the addressee must, upon receipt of the EPOC, act expeditiously to preserve the data send for Comments

requested, unless the information in the EPOC does not allow it to identify those data. The data Comment
must continue to be preserved until the data are produced or until the issuing authority or, where -
applicable, the enforcing authority, indicates that it is ne longer necessary to preserve and =) EZEES
produce the data. O erotect
The addressee must take the necessary measures to ensure the confidentiality, secrecy and # More Tools

integrity of the EPOC and of the data produced or preserved.

SECTION A: Issuing/validating authority
Issuing State: French Republic

Issuing authority: Tribunal Judiciaire de Paris(1)

Validating authority (where applicable):

NB: details of issuing and validating authority to be provided at the end (Sections | and |)
File number of the issuing authority:

File number of the validating authority:

SECTION B: Addressee
Addressee:

[] Designated establishment
Legal representative

L1 This order is issued in an emergency case to the specified addressee because the designated
establishment or the legal representative of a service provider did not react to the EPOC within
the deadlines set out in Article 10 of Regulation (EU) 2023/1543 or has not been designated or

Figure 9-28: Opening Form 1 in a PDF form
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[ EROC User Manual epos_form_1.pdf - Adobe Acrobat (84-bit)

File Edt View E-Sign Window Help

Home Tools Document

Q Search tools

Create & Edit

; 2N =

Create PDF Combine Files Organize Pages Edit PDF
Open |~ | Open |~ Open |~ | open |-
Rich Media

add |-

Forms 8 Signatures

174 B &

Fill & sign Prepare Form Certificates

Open |~ | Add |~ Add |-

Figure 9-29: Signing Form 1 in a PDF: “Tools” tab

(3) Click Tools > Certificates.

i
Export PDF

| open |~

—

Scan & OCR

Open | =

[% Create POF

EN Combine Files

52 EditPDF

AL Fill & sign

[ Export PDOF
Organize Pages
Send for Comments
Comment

i scan&OCR

0 Proteat

Page 86 of 222




Version: 1.0

Date: 21/05/2026

[E] EPOC User Man

Home Tools

I Centificates

form_1.pdf - Adobe Acrobiat [64-bit) - [=] X
beamen (2 Y B B Q @ @roapr T e o
7.‘.\ Bl Centty (Visibie Signature) ) Certfy (Invisible Signature) ( cm;;)
B
]
D:
EUROPEAN PRODUCTION ORDER CERTIFICATE (EPOC) FOR THE PRODUCTION OF ELECTRONIC &
EVIDENCE B
Under Regulation (EU) 2023/1543 of the European Parliament and of the Council (?) the addressee
of this European Production Order Certificate (EPOC) must execute this EPOC and must transmit
the requested data in accordance with the deadline(s) specified in Section C of this EPOC to the
competent authority indicated under point (a) of Section L of this EPOC. .
In all cases, the addressee must, upon receipt of the EPOC, act expeditiously to preserve the data o]
requested, unless the information in the EPOC does not allow it to identify those data. The data
must continue to be preserved until the data are produced or until the issuing authority or, where &
applicable, the enforcing authority, indicates that it is no longer necessary to preserve and %

produce the data.

The addressee must take the necessary measures to ensure the confidentiality, secrecy and
integrity of the EPOC and of the data produced or preserved.

SECTION A: Issuing/validating authority
Issuing State: French Republic

Issuing authority: Tribunal Judiciaire de Paris(1)

Validating authority (where applicable):

NB: details of issuing and validating authority to be provided at the end (Sections | and ))
File number of the issuing authority:

File number of the validating authority:

SECTION B: Addressee
Addressee:

Figure 9-30: Signing Form 1 in a PDF: “Digitally Sign” icon

() Click Digitally Sign.
(5) Read the instructions and click OK.
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Name of autherity: Tribunal Judiciaire de Paris(1)
Name of its representative:

Post held (title/grade):

File number:

Address:

Tel. No: (country code) (area/city code)

Fax Mo: (country code) {areajcity code)

Email:

Language(s) spoken:

If different from abowve, authonty/contact point {e.g. central authority) which can be contz
any question related to the execution of the EPOC:

Name of the authority/name:

Address:

Tel. No: (country code) (area/city code)
Fax Mo: {country code) {area/city coda)
Email:

Signature of the issuing authority or its representative certifying the content of the EPOC
accurate and correct:

Date: [ 6 )

Signature (*9):

Figure 9-31: Signing Form 1 in a PDF: Choosing appropriate area

(6) Usi

appear.

ng your mouse, click and drag to draw the area where you would like the signature to
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]

Sign Document

. SignAs: [Anonymous (Anonymous) 2020.11.21 g

I Issued by: Anonymous More Details

- Appearance: Standard Ted

Digitally signed |
An o) nym by Anonymous

Date: 2026.01.22
¢ ous 13:09:33 +01'00

(JJLock Document After Signing

Additional Signature Information

Reason: | <none> -

Location: |

Contact Info: |

Enter certificate password and cf Sign' button

r )

Figure 9-32: Signing Form 1 in a PDF: Selecting "Sign" button

(7) A modal window will appear. Click Sign.

Save As
« ~ 4 @l > Desktop ~ G Search Desktop
Organize * New folder =
~
A Home Name Date modified Type
Hl Gallery | No items match your search.

> @ Emilia - Europes

[EM Desktop

' Downloads

Size

File name: | EPOC User Manual epoc_form_1.pef

Save as type: Adobe PDF Files (*.pdf)

Cancel

Figure 9-33: Signing Form 1 in a PDF: Choosing a location to save the signed document

Choose a location to save the signed document. Click Save. Use your own authority

signing method. A possible method is outlined below.
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@ Windows Security b3

Smart Card

Please enter your PIN.

=]

Click hegetar more information

“ Cancel

Figure 9-34: Signing Form 1 in a PDF': Entering your PIN number

(9) Enter your PIN number and click OK. A signed PDF will be generated and saved.

Alternatively:

A. Click Workflow > Return for amendment and enter optional message - the case
will go back to a draft editable by Reviewer role. The Reviewer will have to make
amendments and click again Workflow > Complete.

B. Click Workflow > Reject and enter optional message — the case will become
rejected, and no more actions of Workflow buttons can be performed by users.

C. Signer 1 and/or Supervisor is also able to edit case before it is being signed.

9.2.4.1 Upload signed PDF

Signature Form 1 X

1. Please download The Form 1 Pdf document to Your disk.
s Download Form 1
2. Sign the document and upload it. 1

&= Upload Signed Form 1

Figure 9-35: Uploading Signed Form 1
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Return to JUDEX RI and click Upload Signed Form 1.
p g
Browse for your signed PDF file and click Open.
y g

- il
g- § guropean | I JUstice Digital EXchange System (JUDEX) e st (@)@ e

== Commission

77
B Automatictransiation @ M

© Start new request

User Manual National Case No. «
EPOC @ Delete Case || ¢ CopyCase || O Comment || e Download ‘ Workfiow Vv

Overview Form1 Event & Message Timeline

¢ Get PDF / Print # Attach Document ~ Validation check
Introduction section EUROPEAN PRODUCTION ORDER CERTIFICATE (EPOC) FOR THE PRODUCTION OF ELECTRONIC EVIDENCE
SECTION A
{ssuing/validsmn =ek~risc lindar Banulatinn (ELI) 209211847 f tha Eiranaan Dadiamant and of tha Princil (1) the of this

" quested data in accordance with the deadline(s)
secrion| Signature Form1 X point (a) of Section L of this EPOC.
Addressee

wusly to preserve the data requested, unless the
SECTION | must continue to be preserved until the data are
Deadiines thority, indicates that it is no longer necessary to
© Document already uploaded

SECTION |
Relation to a| . | secrecy and integrity of the EPOC and of the data
production/p

SECTION| X Delete uploaded document

[T R ————————
rauinctan data

Figure 9-36: Submitting Form 1

() If the signature is positively verified during the upload, a pop-up with success message
will appear. Click Submit.
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" 4

= AN Jeff1
i European | 1§ JUstice Digital EXchange System (JUDEX) AR i 4 @ v @ EN
= Commission

== B Automatictransiaton @ M

.

EPOC @ Delete Case © Copy Case O Comment & Download Workflow Vv

Overview  Form1 Event & Message Timeline

[3) Drafts ¢ Get PDF / Print & Attach Document ~ Validation check
4 Downloads
S SRS Introduction section EUROPEAN PRODUCTION ORDER CERTIFICATE (EPOC) FOR THE PRODUCTION OF ELECTRONIC EVIDENCE
SECTION |
lssungivalies - Signature Form 1 X heil (1) the of this
quested data in accordance with the deadiine(s)
SECTION | point (a) of Section L of this EPOC.
Addressee

1. Please download The Form 1 Pdf document to Your disk.
usly to preserve the data requested, unless the

SECTION | must continue to be preserved until the data are
¢ Download Form 1 AP et

Deadlines thority, indicates that it is no longer necessary to

2. Sign the document and upload it.

secTion| © > "

Relation to a |

production/p

¢ Upload Signed Form 1 | secrecy and integrity of the EPOC and of the data

SECTION |
s
requested da

SECTION G
Information on the underlying conditions

SECTION H
Information to the user

SECTION |
Details of the issuing authority

SECTION J
Details of the validating authority 4 '
SECTION K or %
rror
axarupia.com Notification and detals of the notified b
entorcing authority Invalid file uploaded, PDF signatures count

BE-MAIN-4.1.0-RC2-4/FE-

validation not passed
SECTION L
Transfer of data

Figure 9-37: Error message during the wrong PDF upload

(@) If the signature is not positively verified or a wrong file has been selected for upload, an
error message will appear. Check that you have logged in to the correct web browser.

Remarks:

e The status of a case will change to “Signed (Sections A-L)”.

e If you have selected validating authority in Section A/J, the only workflow step
available will be “Send for validation”.

e [fyou have no other roles except Signer 1, the workflow button will become empty,
because there are no other actions for you to perform.

e At this point, Section M becomes unlocked for completion by “Signer 1" and/or
“Supervisor”.
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9.2.5 Second signature

This workflow step is available to the issuing authority user only if:
e The EPOC must be notified to the enforcing authority (the enforcing authority has
been selected in Section K of Form 1), and
o No validating authority has been selected in Section A/J.

The issuing authority user adds their signature upon completing Section M, after which the
form will be transferred to the relevant enforcing authority. (Note: The service provider will
see Section M as blank.) The process for adding the second signature follows the same steps
as the first.

The second signature must be applied to the PDF file—which should already include the first
signature (as described in the previous section).

Steps below apply to users with “Signer 1" or “Supervisor” role.

et
- curopean 1 1 JUstice Digital EXchange System (JUDEX) s s @v ®
BE Cmrissen

User Manual National Case No. =
EPoc 1 © Delots Caso || & Copy Gase || O Gomment || o Downioan || workfiow A~
Overview  Form1  Event & Messag ¥ Complete (Section M)

d Get PDF { Print & Attach Document ~ Validation check 3

Introduction section SECTION M: Further information to be included (not to be sent to the addressee - to be provided to the enforcing authority in the event that nalification to the enforcing
authority is required)

SECTION A

<suing/validating authority
The grounas for determining that the Eurapean Preservation Order fulfils the conditions of necessity and propartionaity: *

SECTION B

Addresses

SECTION C

Deadlines

SECTION D

10 GFEIOUS BROUCTONE VN e A

SECTION E {+ SECTION F)

ormation to support igentification of the requested dats

SECTION G
th

formation on the uncerlying conditions
ing P

SECTION H

ormation to the uses

the European Production Order is being issued punishable in the issuing State by a custodial sentence or a detention order for  maximum period of ot least three
e list af offences set out below (tick the relevant box/boxes)?

SECTION |
Detalls of the fssuing author

SECTION J

Details of the validsting suthority

SECTION K sexual exploitation of children and child pernography;

P

Figure 9-38: Form 1 Section M

(D) View a case and click Form 1 tab.
(2) Fill in Section M.
(3 Click Workflow > Complete (Section M)
e A success message will show up in the bottom.
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¢ A new timestamp: “Completed (Section M)” will show up on the Event & Message
Timeline.

At this point, Form 1 is no longer editable.

& AN Jeft3
-% curpean | [ JUstic Digial EXchangs System (JUDEX) i e e @V @ en
= Corvmision

B Automatic ransistion @ M-

User Manual National Case No, [
EpoC © Delote Case || & CopyCase || O Comment || & Download || worktiow A
Overview Form1  Event& Message Timeline 1 7 Sign (Section M)
b Get POF / Print # Arach Document « Validation check ’
Introduction section SECTION M Further information to be included (not to be sent 1o the addresses - 1o be provided 1o the enforcing autherity in the event that notification to the enforcing

authority is required)
SECTION A
Issuin/validsting authority

‘The grounds for determining that the European Preservation Order fulfis the conditions of necessity and proportionsaiiy:
SECTION B
s User Manual

SECTION C
Descines
z
SECTION D
10 8 previous production/preservation request A summary description of the case:

SECTION E (+ SECTION F) User Manual
Information to supportidentification of the requested data

SECTION 6
"

Information on the underlying conditions
ying -

SECTION H

Information toth Ve Issuing State by 3 custodial sentence or a detantion order for 3 maximum period of at least three

SECTION |
Detalls of the Issiing authority

SECTION J

Details of the validating sutharity

SECTION K children and child pornagraphy;

Notfication and detsis of the nolified enforcing suthority ilicit trafficking in narcotic drugs and psychotropic substances;

SECTION L ilicit rafficking in weapans, munitions and explosives;

Figure 9-39: Form 1: Sign Section M
(D Click Workflow > Sign (Section M)

Follow the same procedure as described in the previous section: 9.2.4

Once the EPOC is signed for the second time:
e A success message will show up in the bottom.
e A new timestamp: “Signed (Section M)” will show up on the Event & Message
Timeline and in the Overview tab.

NOTE: If the EPOC is to be notified to the enforcing authority and requires validation before
cross-border transmission, the second signature step will be performed by the validating
authority user.

9.2.6 Send EPOC for validation

This step applies to “Signer 1" and/or “Supervisor” and is applicable only if validating
authority has been selected in Section A/J.
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Once the EPOC is successfully signed by Signer 1 (signature step described in 9.2.4 has been
completed), one can proceed with sending it to the validating authority.

-

1 I JUstice Digital EXchange System (JUDEX) s st P @ ~ @ En

European
Commission

Automatic translation @

22 Dashboard
EPOC B Delete Case 5 Copy Case O Comment *» Download Workflow 1
—> Issued requests /

I — Overview  Form1  Event& Message Timeline <7 Send for validation

3 orafts ¢ Get PDF / Print
sl Downloads Introduction section EUROPEAN PRODUCTION ORDER CERTIFICATE (EPOC) FOR THE PRODUCTION OF ELECTRONIC EVIDENCE
SECTION A
Issuing/validating authority Under Regulation (EU) 2023/1543 of the European Parliament and of the Council (1) the addressee of this European Production
Order Certificate (EPOC) must execute this EPOC and must transmit the requested data in accordance with the deadline(s)
SECTION B specified in Section C of this EPOC to the competent authority indicated under point (a) of Section L of this EPOC.
Addressee
In all cases, the addressee must, upon receipt of the EPOC, act expeditiously to preserve the data requested, unless the
SECTION C information in the EPOC does not allow it to identify those data. The data must continue to be preserved until the data are
Deadiines produced or until the issuing autherity or, where applicable, the enforcing authority, indicates that it is no longer necessary to
preserve and produce the data
SECTION D
Relation to a previous The addressee must take the necessary measures to ensure the confidentiality, secrecy and integrity of the EPOC and of the data
production/preservation request produced or preserved.

SECTION E (+ SECTION F)
Information to support identification of the
reauested data

(@ Click Workflow > Send for validation

The system will perform a validation check. If validation is performed successfully, the case
will be sent, and the status will change to “Issued”.

Exceptions:
e Validation error — in this situation you will be able to correct errors in your form and
resend.

e Sending error — in this situation you (Signer 1 or Supervisor) will be able to resend a
request using a Resend button on the Timeline.

Once the EPOC is sent for validation, the Workflow menu for an Issued request (on the
issuing authority’s side) will provide the following options:

e Send other information
e Request for additional information
e Close a case / Reopen a case
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NOTE: At this stage, communication is restricted to exchanges between the issuing authority
and the validating authority. Interaction with other case actors will be enabled once the EPOC
1s sent cross-border.

9.2.7 Send EPOC cross-border
Steps below apply to users with “Sender” and/or “Supervisor”.
Once the completed Form 1 has been signed by the issuing authority user, the final step in

the internal workflow is to send the case to the selected addressee (and, where applicable, the
enforcing authority).

(D Open a case.

h Al Jeff3
£ curopean 1 1 JUstice Digital EXchange System (JUDEX) o e ety @V @ en
S Commieei

5
B Auomatictranslation @ M

User Manual Netional CaseNo. [ |
£rOC @ DelstaCase || & Copy Case || O Commant || & Downioad | [ Worktiow A |
Overview  Form1  Event & Message Timeline 7 Sign {Section M) 2
/
& GetPOF Print # Attach Document  Valdation chack
Intraduction section SECTION M: Further information to be included (not fo be sent to the addressee - to be provided to the enforcing authority in the event that natfication to the enforcing

autherlty Is required)
SECTION A
Issuinglvalidating authorty

The grounds for dstermining that the Europsan Preservation Order fulfls the conditions of necessity and proportionality:
SECTION 8
Asoressen User Manuai

SECTION €
Deadines
P
SECTION D
Relation to 3 previaus production/preservation request A surmary description of the case:
SECTION E {+ SECTIONF) User Manual

Information to supportidentificstion of the requested ata
SECTION G
Information on the underlying conditicns. 4

SECTION H

Information to 1 le In the issuing State by & c.

or 5 detention order for @ maximum period of at least three

SECTION |
Detalls of the issuing autharity
SECTION J

Details of the validating suthority

SECTION K
Notification and details of the netified enfarcing authorlty

SECTION L it traffieking in waapens, munitions and explosives;

Figure 9-40: Sending Form 1

(2) Click Workflow > Send

The system will perform a validation check. If validation is performed successfully, the case
will be sent, and the status will change to “Issued”.
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Exceptions:

Validation error — in this situation you will be able to correct errors in your form and
resend.

Sending error — in this situation you (Sender or Supervisor) will be able to resend a
request using a Resend button on the Timeline.

After sending the EPOC cross-border, the Workflow menu of an Issued Request will allow
the issuing authority user to perform the following actions:

Send other information

Request for additional information
Inform About Going to Court
Withdrawal

Close a case / Reopen a case

NOTE: This list will be further updated at a later stage of the development

Keep in mind, that the content of the Workflow menu is changing according to the status of
the EPOC.

Workflow State: ISSUED (Open)

AllT Jeff3
Tribunal Judiciaire de Paris(1) @ 7 @ EN

12

Automatic translaton @ M

National Case No. [+ «

ment ‘

¢ Download H Workflow ~ ‘

= Se
Re; @ Re
B Inf;

2 @ Wi

nd other information

quest for additional information

orm About Going To Court

thdrawal

| & Close a case

Figure 9-41: EPOC Workflow State: ISSUED (Open)
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Workflow State: CLOSED

Alll Jeff3
Tribunal Judiciaire de Paris(1) @ v @ EN

12
Automatic translaton @ K

National Case No. -

iment ‘ s Download H Workflow ~ ‘

= Send other information

Republic of B Reopen a case

Figure 9-42: EPOC Workflow State: CLOSED

Workflow State: WITHDRAWN

Alll Jeff3
Tribunal Judiciaire de Paris(1) @ v @ N

12
Automatic translation @ K

Mational Case No. -,

tent ‘ s Download ‘

Figure 9-43: EPOC Workflow State: WITHDRAWN

In case additional authorities have been selected in Section I and L of Form 1, they will
receive an automatic forward of Form 1 for communication purposes. The Workflow menu
of a Received Request will allow them to perform the following actions:

e Send other information (to all case actors)

e Request for additional information (to all case actors)

e C(lose a case / Reopen a case.
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9.2.8 Validate and transmit the received EPOC

The steps below outline how the validating authority receives and validates an EPOC issued
by the issuing authority.

9.2.8.1 Receive Signed EPOC from the issuing authority

This step applies only if Form 1 has been sent for validation by the issuing authority.

Upon receipt of the EPOC by the validating authority, the system automatically generates a
duplicate copy of the incoming case. Consequently, two separate instances of the same case
are created:

e Original EPOC (from the issuing authority)

Al Jeff 1
1 | JUstice Digital EXchange System (JUDEX) Valdatiog Auvriy Trimel Mt @ v @ EN

7 <

European
Commission

= Automatic translation @ M

22 Dashboard

EPOC | EPOC-FR-DE-2026-04-15-0028-1 O Comment % Download Workflow A
- Issued requests :

) Beoatvod recuioste o Overview Form1  Event & Message Timeline 3 Seasnbes oo 3
[ Drafts ISSUING STATE 11 French Republic ENFORCING STATE Bl FrenchRep @ Request for additional information
& Downloads ISSUING AUTHORITY Tribunal Judiciaire de Paris(1) ACCEPTED LANGUAGES  ( Deutscn

= Cl e
VALIDATING AUTHORITY  Validating Authority -Tribunal Judiciaire de Paris(29) Clossdcon

SERVICE PROVIDER sp name 2

ADDRESSEE sp name 2

ACCEPTED LANGUAGES Polish English

TYPE OF Legal
sp name 2
ENFORCING AUTHORITY Dortmund Zwei Hamm (4)
2 :
@© status ¢ Linked cases 1 Add case link

Figure 9-44: EPOC received: Validation

(D The Original EPOC received from the issuing authority can be accessed through the
RECEIVED requests folder.

(2) The status of the case is “Received”.

(3) The validating authority may exchange messages with the issuing authority (e.g., Send
Additional Information or Request Additional Information) under this case. For more details,
please see 11.1.
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e “Signed” Case

1 1 JUstice Digital EXchange System (JUDEX) g vy e (@) @ en

European
Commission

= Automatic translation @ MK

22 Dashboard .
EPOC & Copy Case O Comment ¢ Download Workflow Vv
-> Issued requests
G Received requests Overview Form1 Event & Message Timeline
[ Drafts o ISSUING STATE 11 French Republic ENFORCING STATE ™ Federal Republic of Germany
b Downloads ISSUING AUTHORITY Tribunal Judiciaire de Paris(1) ACCEPTED LANGUAGES Deutsch
VALIDATING AUTHORITY Validating Authority -Tribunal Judiciaire de Paris(29)
SERVICE PROVIDER sp name 2
ADDRESSEE sp name 2
ACCEPTED LANGUAGES Polish English
TYPE OF Legal
sp name 2
ENFORCING AUTHORITY  Staatsar Dortmund i Hamm (4)
2
@© status @@ Linked cases + Add case link
Request started on: 15/04/2026 10:51
Latest update on: 15/04/2026 10:51 EPOG-FR-DE-2026-04-15-0026-1 o

Figure 9-45: EPOC received for validation: Draft

(1) The automatically generated copy of the original EPOC is located in DRAFTS folder.
(2) The status of the case is “Signed”.
(3) The validating authority shall proceed with the internal workflow steps for this case.

NOTE: The two cases are automatically linked by the system.

9.2.8.2 Decide on validation of the EPOC

The first step in the internal workflow on validating authority’s side is to either accept or
reject the certificate. Edition of the EPOC is not possible.

Steps below apply to users with Signer 2 and/or Supervisor role.
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N

| oo
= Commission

82 Dashboard

Al Jeff 1
1 1 JUstice Digital EXchange System (JUDEX) Vakiating Aushorky -Triounl uckca @" @ EN

Automatic translation @ M

National Case No. [ | *

EPOC & Copy Case © Comment 4 Download Workflow
> Issued requests
() Received requests Overview Form1  Event & Message Timeline ¥ Accept 1
[ orafts e Get PDF / Print & Attach Document ~# Validation check < Reject
s Downloads Introduction section EUROPEAN PRODUCTION ORDER CERTIFICATE (EPOC) FOR THE PRODUCTION OF ELECTRONIC EVIDENCE
SECTION A
Issuing/validating autharity Under Regulation (EU) 2023/1543 of the European Parliament and of the Council (1) the addressee of this European Production
Order Certificate (EPOC) must execute this EPOC and must transmit the requested data in accordance with the deadline(s)
SECTION B specified in Section C of this EPOC to the competent authority indicated under point (a) of Section L of this EPOC.
Addressee
In all cases, the addressee must, upon receipt of the EPOC, act expeditiously to preserve the data requested, unless the
SECTION C information in the EPOC does not allow it to identify those data. The data must continue to be preserved until the data are
Deadilines produced or until the issuing autharity or, where applicable, the enforcing authority, indicates that it is no longer necessary to
preserve and produce the data.
SECTION D

Relation to a previous
production/preservation request

SECTION E (+ SECTION F)
Information to support identification of the
requested data

The addressee must take the necessary measures to ensure the confidentiality, secrecy and integrity of the EPOC and of the data
produced or preserved

Figure 9-46: Form 1: Accept by validating authority

(D To accept the certificate, click Workflow > Accept:
e A success message will show up in the bottom.

e A new timestamp: “Accepted” will show up on the Event & Message Timeline and

in the Overview tab.

Alternatively:

e Click Workflow > Reject and, if needed, enter an optional message — the case status
will update to “Rejected”, and no further workflow actions will be available. The

rejection of the case is not automatically notified to the issuing authority. This
decision needs be communicated separately.

9.2.8.3 Validate the EPOC

After acceptance, the next step is to validate Form 1 by applying a digital signature.

Steps below apply to users with Signer 2 and/or Supervisor role.
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European
Commission

® Start new request

User Manual
28 Dashboard
EPOC
-> Issued requests
) Received requests Overview  Form1
B Drafts ISSUING STATE
aa Downloads ISSUING AUTHORITY

VALIDATING AUTHORITY

© s

Request started on:
Latest update on:

Figure 9-47: Form 1 validation

(D In an accepted case, click Workflow > Validate

1 1 JUstice Digital EXchange System (JUDEX)

Event & Message Timeline

11 French Republic

Tribunal Judiciaire de Paris(1)
Validating Authority -Tribunal Judiciaire de Paris(29)

15/04/2026 10:51
15/04/2026 12:41

& Copy Case

ENFORCING STATE

ACCEPTED LANGUAGES

A Jetf 1 @v © en

Automatic translation @
National Case No. [&] *

O Comment & Download Workflow A

< Validate 1

8 Federal Republic of Germany

Deutsch

SERVICE PROVIDER sp name 2

ADDRESSEE sp name 2

ACCEPTED LANGUAGES Polish | ( English

TYPE OF Legal

sp name 2

ENFORCING AUTHORITY aft Dortmund Z Hamm (4)

@@ Linked cases + Add case link
EPOC-FR-DE-2026-04-15-0028-1 0]

Follow the same procedure for applying signature as described in section 9.2.4

Once the EPOC is validated:
e A success message will show up in the bottom.

e A new timestamp: “Validated” will show up on the Event & Message Timeline and

in the Overview tab.

e At this point, Section M becomes unlocked for completion by “Signer 1” and/or
“Supervisor” if there is a notification to the enforcing authority.

9.2.8.4 Validate the EPOC (Section M)

This workflow step is available to the validating authority user only if the following

conditions are met:

e The EPOC has been successfully validated (see step 9.2.8.3).
e The EPOC requires notification to the enforcing authority (as selected in Section K

of Form 1).
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The second signature is applied upon completing Section M (Note: The service provider will
not see the content of Section M). The process for adding the second signature follows the
same steps as the first one.

Steps below apply to users with “Signer 2" or “Supervisor” role.

T

i
1 Il JUstice Digital EXchange System (JUDEX) adatng oty e @ v @EN

- European
= Commission

Automatic translation @

8% Dashboard
EPOC 1 9 Copy Case { Comment * Download Workflow A
—> Issued requests

Overview  Form1  Event & Message Timeline 37 Complete (Section M)

™1 Recsived requests

B Drafts & Get PDF / Print # Attach Document ~ Validation check

a2 Downloads Introduction section SECTION M: Further information to be included (not to be sent to the addressee - to be provided to the enforcing
authority in the event that notification to the enforcing authority is required)
SECTION A
Issuing/validating authority
The grounds for determining that the European Preservation Order fulfils the conditions of necessity and proportionality: *
SECTION B

Addressee test

SECTIONC 2

Deadlines

SECTIOND
Relation t 3 previous A summary description of the case: *
production/preservation request

test
SECTION E (+ SECTIONF)
Information to support identification of the
requested data

SECTION G
Information on the underlying conditions
Is the offence for which the European Production Order is being issued punishable in the issuing State by a custodial sentence or

SECTION H a detention order for a maximum period of at leastthree years and included in the list of offences set out below (tick the relevant
Information to the user box/boxes)?
SECTION | participation in a criminal organisation;
Details of the issuing authority
terrorism;
SECTION J trafficking in human beings;

Details of the validating authority
sexual exploitation of children and child pornography;

SECTION K

Notification and details of the notified

enforcing authority

illicit trafficking in narcotic drugs and psychotropic substances;

illicit trafficking in weapons, munitions and explosives;

Figure 9-48: Validating authority: Form 1 Section M completion
(D) View a case and click Form 1 tab.
(2) Fill in Section M.
(3 Click Workflow > Complete (Section M)
e A success message will show up in the bottom.

e A new timestamp: “Completed (Section M)” will show up on the Event & Message
Timeline and in the Overview tab.
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Al Jeff 1
1 | JUstice Digital EXchange System (JUDEX) Validating Authority -Tribu ,."‘l‘ _Jf’ a @ v @ EN

4
- S European
= Commission

Automatic translation @ @

28 Dashboard
EPOC & Copy Case Comment ¢ Download Workflow A
—> Issued requests

Overview Form1  Event & Message Timeline 1)) 7 vaiidate (Section M)

) Received requests

[ orafts ISSUING STATE 11 French Republic ENFORCING STATE M Federal Republic of Germany
a4 Downloads ISSUING AUTHORITY Tribunal Judiciaire de Paris(1) ACCEPTED LANGUAGES Deutsch
VALIDATING AUTHORITY Validating Authority -Tribunal Judiciaire de Paris(29) SERVICE PROVIDER spname 2
ADDRESSEE entity name 2
ACCEPTED LANGUAGES Polish ) ( English
TYPE OF ADDRESSEE Legal representative
ENFORCING AUTHORITY Dortmund Hamm (4)
[OREITN Completed (Section M) @ Linked cases + Add case link

Figure 9-49: Form 1: Validate Section M

@ Click Workflow > Validate (Section M)

Follow the same procedure as described in section 8.2.4

Once the Section M is validated:
e A success message will show up in the bottom.

e A new timestamp: “Validated (Section M)” will show up on the Event & Message
Timeline and in the Overview tab.

9.2.8.5 Send validated EPOC cross-border

Steps below apply to users with “Sender” and/or “Supervisor”.

Once Form 1 has been validated, the final step in the internal workflow is to send the case to
the selected addressee (and, where applicable, the enforcing authority).

Follow the same steps as described in section 9.2.7 for sending the EPOC cross-border.
After sending the validated EPOC cross-border, the Workflow menu of an Issued Request
will allow the validating authority user to perform the following actions:

e Send other information

e Request for additional information

e Inform About Going to Court
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e Withdrawal
e Close a case / Reopen a case

Keep in mind that the content of the Workflow menu is changing according to the status of
the EPOC. For more details, see 9.2.7

NOTE: In case additional authorities have been selected in Section I and L of Form 1, they
will receive an automatic forward of Form 1 for communication purposes. For more
information, see 9.2.7.

9.3 Issue and Transmit ‘One-To-Many’ EPOC in an emergency case

This section outlines the procedure for issuing and transmitting a European Production
Order Certificate (EPOC) to multiple addressees in an emergency case.

9.3.1 Start a new “One-To-Many” EPOC case
To initiate an emergency One-to-Many EPOC request, follow these steps:

Steps below are only applicable to users with “Author” and/or “Supervisor” role.

& AN Jeff3
1] 2 Eurapean | W JUstice Digial EXchange System (JUDEX) e o @ v @eEn
= Commission

Automatic translation @ M

© Start new request
= My Dashboard

22 Dashboard Last edited cases

= Issued requests tssued requests ()  Received requests )  orans (D) My tasks

©) Recelved requests SelenideTest - EPOC - scenario: DEVEEV-2345 - SelenideTest - EPOC - scenario: DEVEEV-

B orafs 14/04/2026 EPOC-FR-DE-2026-04-14-0013-1  EPOC - Custom Forms - Active buttons - Get PDF - ™8 DE  EPOC ol C3 2277 - Form 1 - Editing - SectionF ...
Grounds for Refusal - timeStamp: 2026-04-14... EPOC 14/04/2026 08:10  ( Complete (Sections A-L)

ala Downloads

SelenideTest - EPOCPR - scenario: DEVEEV-3769
14/04/2026 EPOCPR-FR-DE-2026-04-14-0024-1 - Form 6 - Editing - Section C - timeStamp: 2026- ™ DE  ErOC-PR | Q| (D
04-14 08:42:28

SelenideTest - EPOC - scenario: DEVEEV-
2285 - Form 1- View - Section L - timeStam...

EPOC 14/04/2026 0812 ( Complete (Sections A-L)

Figure 9-50: One-To-Many: Start a new EPOC case
(D In the left-hand menu, click “Start new request” button.
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Start a new request X

Request format *

One-To-Many emergency request 2 v

Type of Request *

| EPOC European Production Order Certificate 3 v ‘

Subject of Request *

n
)
o

| Type here... 4

-

System Case Number is auto-generated when the request is sent.
Date of Request is auto-generated when the request is sent.

Figure 9-51: One-To-Many: Selecting request format

@) A pop-up window will appear. From the Request format dropdown menu, select “One-
to-many emergency request” (for further details on request formats, refer to Section 8).

(3) Select European Production Order Certificate from the Type of request from a dropdown
list.

(@) Enter a Subject of request and click Continue. If you wish to cancel, click “x” button in
the top right corner of the pop-up.
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Al Jeff3
European | I 1l JUstice Digital EXchange System (JUDEX) Tribunal Judiciaire ',..nf,- @ v @ EN

Commission

2
Automatic translation @ M

2SN et <® User Manual: One-To-Many @ Nationat Cese No.; 1 [
22 Dashboard

EPOC © Delete Case || 3 CopyCase || O Comment || & Download || Workflow v
= Issued requests

®) Received requests Overview Form1 Event & Message Timeline

[ prafts * Get PDF / Print # Attach Document v Validation check

sa Downloads e
Recipients RECIPIENTS *
Addressee 7
Introduction section A Tnis order is issued in an emergency case to the specified addressee because the designated establishment or the legal

representative of a service provider did not react to the EPOC within the deadlines set out in Article 10 of Regulation (EU)

SECTION A 2023/1543 or has not been or within the set out in Directive (EU) 2023/1544 of the
Issuing/validating authority European Parliament and of the Council

List of addressees *
@ This ist is empty
SECTIONC

Deadilines
e + Add addressee(s)

SECTION D
Relation to a previous
production/preservation request

SECTION E (+ SECTION F)
Information to support identification of the
requested data

SECTION G

Information on the underlying conditions

SECTION H

Information to the user

SECTION |

Details of the issuing authority

SECTION J
*@example.com Details of the validating authority
JUDEX BE-MAIN-41.x-2/FE-41.0-
RC7-CODEFREEZE Auto save @)

eUl 21.04

Figure 9-52: One-To-Many: Create Draft

(5) A new case draft will be created with Form 1 ready for completion.

(6) The case will be automatically flagged as urgent.

(@) The checkbox indicating that the order is issued in emergency case will be pre-selected
and locked (cannot be deselected).

9.3.2 Fill in an EPOC

Fill in the required information in Sections A-L of Form 1 by using the List of Sections
menu. For more reference on mandatory fields, please see section 9.2.2.6.

NOTE: Some sections of Form 1 will be disabled due to the emergency request format. For
One-to-Many emergency submissions, no validating authority is involved at the time of
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submission. Validation will occur ex-post, in accordance with Article 4(5) of the e-Evidence
Regulation.

9.3.2.1 Choose Addressees

To select the addresses of the EPOC in “One-To-Many” request format, follow the steps
below.

i
1 1 JUstice Digital EXchange System (JUDEX) OO ..., @ v @ EN

European
= Commission

3
Automatic translation @ MK

22 Dashboard
EPOC @ Delete Case 3 Copy Case O Comment & Download Workflow Vv
-> Issued requests

™) Received requests Overview Form1 Event & Message Timeline

[ Drafts & Get PDF / Print # Attach Document / Validation check

s Downloads 5
Recipients 1 RECIPIENTS *
Addressee vy
Introduction section This order is issued in an emergency case to the specified addressee because the designated establishment or the legal

representative of a service provider did not react to the EPOC within the deadlines set out in Article 10 of Regulation (EU)

SECTION A 2023/1543 or has not been or within the set out in Directive (EU) 2023/1544 of the
Issuing/validating authority European Parliament and of the Council

List of addressees *

@ Thististis empt 2
SECTION C ¢
Deadiines + Add addressee(s)

SECTION D

Figure 9-53: One-To-Many: Enter Recipients

() Navigate to the Recipients section of Form 1 by using the List of Sections menu.
) Click Add addressee(s).
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Search for addressee X
Business name - Service Provider:
4
Address (Registered Seat) - Service Provider:
Legal representative/Designated establishment Member State:
| Federal Republic of Germany 3 v |
Q Search |
Search results
Business name Designated establishment or legal representative name
[ ] R_TESTM IR_TEST11.01 o
[ ] R_TESTM IR_TEST_1_01
[ | RTEST 22 IR_TEST_22_01
D Service Provider (epoc_sp_1) Service Provider (epoc_sp_1)
|:| Google Google Germany Berlin
[ ] RTEST A IR_TEST_4
D Bundescom Networks GmbH Bundescom Kdln Hosting
D Bundescom Networks GmbH Bundescom Berlin MVNO
|:| Bundescom Networks GmbH Bundescom Dresden Metro Fiber
D Bundescom Networks GmbH Bundescom Stuttgart Cloud
Items per pag?: [ 10 ~ | 2 3 4 5 b
Showing 1-10 items of 58
6

Figure 9-54: One-To-Many: Search for addressee

(3) Select the Member State of the addressee and click Search.
(@) To narrow down the search results, the user can enter service provider’s business name

and/or registered seat.

(5 To view additional details about the addressee, click the icon next to the designated

establishment or legal representative’s name.

(6) Choose the addressees from the list of results and click Select.
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To remove a previously selected addressee, click the bin icon in the Recipients section, next
to the relevant entry:

Al Jeff3
European | 1 I JUstice Digital EXchange System (JUDEX) s @ v @ en

Commission

Automatic translation @ K

22 Dashboard
EPOC @ Delete Case I Copy Case O Comment ¢ Download Workflow
-» Issued requests

G Received requests Overview Form 1 Event & Message Timeline

[ Drafts & Get PDF / Print & Attach Document + Validation check

s Downloads .
Recipients RECIPIENTS *
Addressee
Introduction section ~ This order is issued in an emergency case to the specified addressee because the designated establishment or the legal

representative of a service provider did not react to the EPOC within the deadlines set out in Article 10 of Regulation (EU)

SECTION A 20231543 or has not been designated or appointed within the deadlines set out in Directive {EU) 2023/1544 of the
Issuing/validating autharity European Parliament and of the Council

List of addressees *

Addressee Enforcing State
SECTION C
Deadlines
1. entity name 2
SECTION D
Relation to a previous 2. entity name 3 ] |
production/preservation request
3. entity name 1 ‘ - |

SECTION E (+ SECTION F) ]

Information to support identification of the
requested data

+ Add addressee(s)

Figure 9-55: One-To-Many: Removing previously added addressees

If you need to add more recipients to the list, return to the Recipients section and repeat the
steps outlined above.

If you wish to select additional addressees from a previously chosen Member State:
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Search for addressee X

Business name - Service Provider:

Address (Registered Seat) - Service Provider:

Legal representative/Designated establishment Member State:

‘ Federal Republic of Germany ~ |

Q Search |

Search results

Business name Designated or legal rep name

~/| sp name 2 2 entity name 2
| sp name 3 1 A entity name 3
~/| sp name 1 2 entity name 1
\:| IR_TEST11 &= IR_TEST11.01
\:| IR_TEST_11 2 IR_TEST_11.01
\:| IR_TEST_22 2 IR_TEST_22_01
\:‘ Service Provider (epoc_sp_1) & Service Provider (epoc_sp_1)

Items per page: | 10 v | 2 3 4 5 » M
Showing 110 items of 58

@ Previously added addressees cannot be removed in this step. Please return to the main list to remove them.

& Hide selected addressees 2/

Figure 9-56: One-To-Many: Previously selected addressees view

(D) The system will display already selected recipients at the top of the list (these cannot be
deselected).

(@) To improve visibility, you may hide the previously selected addressees by clicking the
Hide selected addressees button. This action can be reversed at any time.

After saving, recipient details will be displayed in the Overview tab under the Recipient
Group:
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% European | 1 I JUstice Digital EXchange System (JUDEX)

== Commission

© User Manual: One-To-Many @

23 Dashboard
EPOC
—> Issued requests

] Received requests Overview Form1 Event & Message Timeline

[ Drafts ISSUING STATE 11 French Republic

ISSUING AUTHORITY

© status @

Request started on:
Latest update on:

& Downloads Tribunal Judiciaire de Paris(1)

21/04/202613:51
21/04/2026 13:51

o Assigned users

AN Jeff3
P it e O

Automatic translation @ M

National Case No. (3 bl

B Delete Case 3 Copy Case O Comment & Download Workflow W

RECIPIENT DETAILS

Recipient Group

P Linked cases

No cases linked

+ Add case link

{7 Display roles Lo Edit users

Figure 9-57: One-To-Many: Display Recipients details in the Overview tab

9.3.2.2 Push a case to the next step of the internal workflow

Steps below apply to users with “Author” and/or Supervisor role.

A
- § European | 1 1 JUstice Digital EXchange System (JUDEX)

Commission

© User Manual: One-To-Many @

828 Dashboard
EPOC
-> Issued requests

() Received requests Overview Form1  Event & Message Timeline

@ orafts ISSUING STATE 11 French Republic

ISSUING AUTHORITY

@ status @

Request started on:
Latest update on:

Tribunal Judiciaire de Paris(1)

& Downloads

21/04/2026 13:51
21/04/202613:51

o2 Assigned users

Figure 9-58: One-To-Many: Form I completion

(D In the edited case click Workflow > Complete:

AN Jeff3
Tribunal Judiciaire c Paris(1) @ v @ EN

Automatic translation @ M

National Case No. [ *

@ Delete Case 3 Copy Case © Comment & Download Workflow A

RECIPIENT DETAILS

@@ Linked cases

No cases linked

< Complete 1
A

Recipient Group

+ Add case link

{8 Display roles L Edit users

e A success message will show up at the bottom of the screen.
e A new timestamp: “Completed” will show up on the Event & Message Timeline.

e [fyou have no other roles except Author, the workflow button will become empty, as
there are no other actions that can be performed.
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9.3.3 Upload a signed legal document

Steps below apply to users with “Signer 1/Signer 2 and/or Supervisor role.

After Form 1 is completed, the next step is to upload a signed legal document (required to
authorise the issuance and transmission of the EPOC). Editing the EPOC is no longer

possible at this stage.

G

L% European | 1 I JUstice Digital EXchange System (JUDEX)
== Commission

© User Manual: One-To-Many

88 Dashboard
—> Issued requests

[P Received requests Overview Form 1 Event & Message Timeline

Al Jeff3
e ool (@) @ e

3
Automatic translation @ K

National Case No. L

EPOC @ Delete Case || (3 CopyCase || O Comment || c Download || Workflow A

<7 Upload PDF 1

~

+ Add case link

[ Drafts ISSUING STATE 11 French Republic RECIPIENT DETAILS Recipient Group
&% Downloads ISSUING AUTHORITY Tribunal Judiciaire de Paris(1)

[OESTN Completed @2 Linked cases

Request started on: 21/04/2026 13:51 )

Latest update on: 21/04/202614:38 Mo cases linked

o8 Assigned users

Figure 9-59: One-To-Many: Upload PDF
(D In the completed case, click Workflow > Upload PDF

Upload PDF

1. Please upload the relevant legal document: 2

> Upload PDF

Figure 9-60: One-To-Many: Upload relevant legal document

(@ A pop-up window will appear. Upload the required legal document.

Upon successful upload:

(& Display roles | | Qe Edit users
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e A confirmation message will appear at the bottom of the screen.
e The Event & Message Timeline will update with a new timestamp: “PDF uploaded”.

NOTE: If you are assigned only the Signer 1 and/or Signer 2 role, the Workflow button will
no longer display further actions, as no additional steps are required.

9.3.4 Transmit “One-To-Many” EPOC cross-border

Steps below apply to users with the “Sender” and/or “Supervisor”.

Once all previous steps have been successfully completed, the case is ready for transmission
the selected addressees.

(D Open the completed “One-To-Many” EPOC case.

4 1
2= curopean I 1 I JUstice Digital EXchange System (JUDEX) et g1 et ®v @ en

Commission

Automatic translation

© User Manual National Case No. [£ |

EPOC @ Delete Case | (F CopyCase || O Comment ||« Download || Workflow A

=» Issued requests 2

P o Overview  Form1  Event & Message Timeline 7 Sendtoall

[ Drafts & Get PDF / Print # Attach Document ~ Validation check
sla Downloads .
Recipients RECIPIENTS *
Addressee
Introduction section This order is issued in an emergency case to the specified addressee because the designated establishment or the legal
representative of a service provider did not react to the EPOC within the deadlines set out in Article 10 of Regulation (EU)
SECTION A 2023/1543 or has not been designated or appointed within the deadlines set out in Directive (EU) 2023/1544 of the
Issuing/validating authority European Parliament and of the Council

Figure 9-61: One-To-Many: Sending Form 1

(2) Click Workflow > Send to all
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Warning

Are you sure you want to send Form 1to the selected Recipients?
- *Sending in progress
Sending to the selected recipients may take a moment.

After sending, click Update Case.
When the status changes to Issued, the case has been sent successfully.

| £ Back‘

Figure 9-62: One-To-Many: Warning message before sending

)

() A warning pop-up window is displayed. To proceed, click the Send button.

After the sending action is confirmed, the system initiates an automated conversion process,
during which separate legal case instances for each selected addressee are being created.

During the conversion process, the case status in the Overview tab is updated to “Preparing

to send”.

European | 1 | JUstice Digital EXchange System (JUDEX)

Commission

22 Dashboard
EPOC  Update case
=» Issued requests

(%) Received requests Overview  Form1  Event & Message Timeline

[ Drafts ISSUING STATE 11 French Republic RECIPIENT DETAILS

ISSUING AUTHORITY Tribunal Judiciaire de Paris(1)

aa Downloads

[OFSEIN Freparing to send @2 Linked cases
Request started on: 08/05/2026 12:40 ‘
Latest update on: 08/05/2026 12:41 No cagas Enked

of Assigned users

Figure 9-63: One-To-Many: Preparing to send

(@) Click on “Update case” button.

Al Jeff1
Tribunal Judiciaire de Paris(1} @ v @EN

Automatic translation @ M
National Case No. *

Workflow W

Reciplent Group

{4 Display roles
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If the conversion process is completed successfully:
e The EPOC is transmitted to all selected addressees.
o The case status is automatically updated to “Issued”.

o Separate legal cases for each selected addressee will appear in the Issued Requests
folder.

f
European | 1 Il JUstice Digital EXchange System (JUDEX) Tribunal Judic wfz‘:woﬂij. @ v @ EN

Commission

= Automatic translation @ MK

@ Start new request
isued Requests

28 Dashboard

My issued requests Deadlines
—» Issued requests
ecail . itle, reference number or National Case Number equest type
Received requests Title, ref ber or National Case Numbe: R L
B Drats Q| user Manual m (@) Al EIO MLA ITN EPOC EPOC-PR

Py Show only urgent cases
sa Downloads

+ Show search filters V. Clear all filters

1T Issueddate .| Ref [T Title [T Mational Case No. [T To LT Type [T
o 1/05/2026 EPOC-FR-DE-2026-05-11-001-1 User Manual L EPOC ol
0 1/05/2026 EPOC-FR-DE-2026-05-11-0020-1  User Manual = e EPOC Q-
[1] 11/05/2026 EPOC-FR-DE-2026-05-11-0018-1 User Manual L3 EPOC Q.

Figure 9-64: One-To-Many: Display after sending
If the conversion process fails, the status Send preparation failed is displayed.

AN Jeff3
"t | I st Digial EXGhangs Systam LUDEX) T (@) @ e

= Commission
© EPOC one to many FAIL 1 National Case No. [H | &

ard

EPOC @ DeleteCase || O Comment || & Download || Workflow v
sued requests

S Overview  Form1  Event&Message Timeline

B Drafts ISSUING ] French Republic RECIPIENT DETAILS Recipient Group
& Downloads 1SSUING WUTHORITY Tounal Judiciaire de Parist1}

(ORI, send preparation faled @ Linked cases + Add case link

Request started on: 1/05/2026 11:00
Latest update on: 1/05/2026 110 No cases linked

< Assigned users @ Display roles | | R Edit users

Authority

A Jgeff3 amn Tribunal Judiciaire de Paris(1)

& Attached documents.

No attachments yat

Eh contact

ISSUING AUTHORITY

Figure 9-65: One-To-Many: Send preparation failed
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In this case, the user must retry sending the case, using a dedicated action under the Workflow

dropdown menu.

Commission

European | 1 1l JUstice Digital EXchange System (JUDEX) Triounal Judici

© EPOC one to many FAIL 1 CEETED @ 1S

Dashboard
> lssued

1) Received reques

EPOC

Overview  Form1

B Drafts 2 Update messages

la Downlc

11/05/2026 1110

11/05/2026 1110

11/05/2026 11:10

11/05/2026 1110

1/05/2026 1109

11/05/2026 11:09

@ Delete Case || O Comment | bcte Donload e eitiockdl

Event & Message Timeline 7 Resand request

Preparing to send | by Jeff3 Al
POF uploaded | by Jeff3 AN
Gampiets ) by Jetf3 Alll

& rorm 1
Created draft to IR_TEST_4

Case created) by Jeff3 Alll

EPOC one to many FAIL

Figure 9-66: One-To-Many: Resend action

9.4 Withdraw an EPOC

European
Commission

art new request

Dashboard
—> Issued requests
) Received requests
[ Drafts

wa Downloads

Al Jeff
1 | JUstice Digital EXchange System (JUDEX) Tribunal Judicisite ,_u,e.,% @ v @ N

5
Automatic translation @ K

User Manual National CaseNo. [ |
EPOC | EPOC-FR-DE-2026-04-22-0023-1 & CopyCase || O Comment || c Download || Workflow A
Overview Form1  Event & Message Timeline . Send other information
ISSUING STATE 11 French Republic ENFORCING STATE BB FederalRey @ Request for additional information
ISSUING AUTHORITY Tribunal Judiciaire de Paris(1) ACCEPTED LANGUAGES Deutsch
2 Inform About Going To Court
SERVICE PROVIDER spname 2
ADDRESSEE entityname2  © Withdrawal 1
m I &t Close a case

ACCEPTED LANGUAGES Polish ) ( English

TYPE OF ADDRESSEE: Legal representative

ENFORCING AUTHORITY Dortmund Zwei Hamm (4)

@ioln

@© status @ Linked cases + Add case link

Figure 9-67: Withdraw EPOC
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(@ Click Workflow > Withdrawal

Then, JUDEX RI displays a withdrawal pop-up window.

2 Al Jettd
g- § European I 1 B JUstice Digital EXchange System (JUDEX) Rl Sk e P @" @ En

= Commission

B Automatictransiation @

User Manual National Case No. [ |
EPOC | EPOC-FR-DE-2026-04-22-0023-1 9 Copy Case H O Comment H & Download || Workflow
Overview Form1 Event & Message Timeline
y
Withdrawal X
[ SENDER RECIPIENT
[ tribunal Judiciaire de Paris() {issuing authority) |8 entity name 2 (Service provider) /’
= Dertmund Zwei Hamm (4) (Enfarcing authority)
Message:
Normal : SansSerf : B I U S A X, X T IEESE=E L D C 5cnces

weigstelle Hamm (4)

enter

+ Add case link

u Show transiation | Display roles Qs Edit users

SIGNED MESSAGE

‘. - + y N N
5 Upload document 4 . s_j
m & Attach Document ¢ Gel PDF / Print ‘ X Close

Figure 9-68: Steps to withdraw an EPOC

(2) Select the recipient(s) of withdrawal.

(3) Type a message in the text area.

(@) Attach documents and/or download a message in PDF format if needed.

(5) Click Save, to keep the message in the system as draft.

(6) Click Send to send the withdrawal notification to the service provider and enforcing
authority, if applicable.

NOTE: Optionally, you can Upload a Signed Withdrawal message. For more details, please
see chapter 11.1.6.

The status of the case will become WITHDRAWN.
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9.4.1 Delete sensitive content

You can delete sensitive content and all attachments from the withdrawn Case to be
compliant with data protection regulations.

1 I JUstice Digital EXchange System (JUDEX) o Sl e Pt @ v @ N

3
= European
E ommission

= Automatic translation @

@ Start new request

23 Dashboard

User Manual 1 National Case No. | %

EPOC = EPOC-FR-DE-2026-04-22-0023-1 B Delete Case * Delete all sensitive content & Download

- Issued requests

Figure 9-69: “Delete all sensitive content” button

(D Click “Delete sensitive content” button.

Delete all sensitive content X
I
Are you sure that you wish to delete all sensitive content including any attachments? ) 1]
=
b m L RN G aIed

Figure 9-70: Delete all sensitive content” button: Confirmation of the operation

(2) Confirm that operation by clicking “Delete” button. After a successful deletion, you will
receive its confirmation on the timeline.
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I | JUstice Digital EXchange System (JUDEX)

: European
= Commission

@ Start new request

28 Dashboard

© User Manual

EPOC ' EPOC-FR-DE-2026-05-08-0014-1
— Issued requests

\f’ Received requests Overview Event & Message Timeline

[2) Drafts < Update messages

sa Downloads 08/05/2026 14:47 ? Deleted sensitive content | by Jeff1 All1

Figure 9-71: Confirmation of sensitive data deletion

9.5 Inform About Going to Court

Alll Jeff3
I ll JUstice Digital EXchange System (JUDEX) TR B8 PO @ v @ EN

European
Commission

28 Dashboard

EPOC | EPOC-FR-DE-2026-04-22-0024-1 & Copy Case O Comment * Download Workflow A
—> Issued requests

2 Send other information

[®) Received requests Overview Form1 Event & Message Timeline

[ Drafts ISSUING STATE 11 French Republic ENFORCING STATE W8 rederalRey @ Request for additional information
4 ISSUING AUTHORITY Tribunal Judiciaire de Paris(1) ACCEPTED LANGUAGES Deutsch
s Downloads 1 )| = inform About Going To Court

SERVICE PROVIDER spname 2

ADDRESSEE entityname2 O Withdrawal

m ? | B Close a case

ACCEPTED LANGUAGES Polish ) [ English

TYPE OF ADDRESSEE: Legal representative

ENFORCING AUTHORITY Dortmund Zwei Hamm (4)

@oln

Figure 9-72: Inform About Going to Court
(D Click Workflow > Inform About Going to Court

Then, JUDEX RI displays an Inform About Going to Court pop-up window.
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Inform About Going To Court X
[ SENDER RECIPIENT
Tribunal Judiciaire de Paris(1) (lssuing authority) 2 D Staatsanwaltschaft Dortmund Zweigstelle Hamm (4) (Enforcing authority)
[ ] entity name 2 (Service provider)
@ At least one option is required
Message:
Normal : SanssSerif : B T U & A X, X' = £ =& = 7, O C 4characes
test 3
y
3%, Show translation
5 4 6
— -—
| @ Attach Document | | Yy Get PDF / Print | X Close

Figure 9-73: Steps to send ‘Inform About Going to Court’ message

() Select the recipient(s) of the message.

(3) Type a message in the text area.

(@) Attach documents and/or download a message in PDF format if needed.

() Click Save, to keep the message in the system as draft.

(6) Click Send to send the message to the service provider and enforcing authority, if
applicable.

9.6 Receive an EPOC

9.6.1 Raise Grounds for Refusal

Upon receipt of Form 1 with Section M completed, the enforcing authority may decide to
invoke grounds for refusal, by following the steps outlined below.
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9.6.1.1 Create Grounds for Refusal message

Alf Jeffl
European | B Ustice Digital EXchange System (JUDEX) Stastsanwaltschiatt Dartmaund Zweigstel @" @ En
Commissicn

B Automatic translation @ M

tart new request

User Manual National Case No. [H |
shboard
EPOC | EPOC-FR-DE-2026-04-22-0024-1 O Comment || & Download || Workflow
= Issued requests
. ) ~ Create Grounds for refusal
t Received requests Overview Form1 Event & Message Timeline 2 /
[ Drafs ISSUING STATE 11 French Republic ENFORCING STATE W Federal Republic of ™ Send other information
ISSUING AUTHORITY Tribunal Judiciaire de Paris(1) ACCEPTED LANGUAGES Deutsch
@ Request for additional information
SERVICE PROVIDER p name 2
ADDRESSEE entity name 2 ™ Close a case
ACCEPTED LANGUAGES Polish ) ( English
TYPE OF ADDRESSEE: Legal representative
ENFORCING AUTHORITY Dortmund Zwel Hamm (4)
@ status &7 Linked cases + Add case link

Figure 9-74: Create Grounds for Refusal

(D View the incoming EPOC request.
@) Click Workflow > Create Grounds for Refusal
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European l B Ustice Digital EXchange System (JUDEX)

Commission

National Case No. [& «

Dashboard
EPOC ' EPOC-FR-DE-2026-C(( 3149231 ) Comment || ¢ Download || Workflow Vv
—> Issued requests /
Grounds for refusal form
) Received requests Overview  Form1 stinlbed Event & Message Timeline
[ Drafts
& D Date of creation:
sa Downloads rounds for refusal form RAFT
Grounds for refusal fol D 22/04/2026
¢ GetPDF /Print & Attach Document  + Validation check
Grounds for refusal form
[ SENDER RECIPIENT 4
Dortmund Hamm (4) (Enforcing authority) Tribunal Judiciaire de Paris(1) (issuing authority)
entity name 2 (Service provider)
Are there grounds for refusal? *
ves (G
No
SIGNED MESSAGE
+ Upload document
@ Success X
*@example.com
Ground for refusal has been created
JUDEX BE-MAIN-4.1.x-8/FE-41.0- icrasstiy
RC12-CODEFREEZE

eUl 21.0.4

Figure 9-75: Grounds for Refusal tab

(3) Grounds for Refusal tab will be created and displayed.
(@) Select the recipient(s) of the message.
(5) Select ‘Yes’ radio button.
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Grounds for refusal form

2 SENDER

Staatsanwaltschaft Dortmund Zweigstelle Hamm (4) (Enforcing authority)

Are there grounds for refusal? *
@ Yes
() No

Please select the individual identifiers concerned by the ground for refusal: *

DT
Name of the relevant service: 6
Identifier: Value:

IP Address IPv4 eeeecee
Decision: (1)

No ground for refusal ~

No ground for refusal

Refuse all data for this identifier

Refuse partially the data for this identifier

Apply conditions on the use of the data for this identifier

(1) for (mobile) telephony:
outgoing (A) and incoming (B) identifiers (phone number, IMSI, IMEI)
call attempt(s)

time and duration of connection(s)

Figure 9-76: Raise Grounds for Refusal

RECIPIENT

Tribunal Judiciaire de Paris(1) (Issuing authority)

entity name 2 (Service provider)

Refuse all data on the same ground for refusal

Time range start: Time range end:

(6) Section E (+ Section F) details of Form 1 will be displayed for each identifier ID.
(@) Select the decision for each identifier (each decision details are described in the sub-
sections below) or, (8) refuse all data on the same ground for refusal.

9.6.1.2 Decide on Grounds for Refusal
9.6.1.2.1 No grounds for refusal

This is the default decision for all identifiers.

The enforcing authority user may choose to

raise grounds for refusal for only specific identifiers. No additional fields are displayed while

this option remains selected.

9.6.1.2.2 Refuse all data for the identifier
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When the “Refuse all data for this identifier” decision is selected for an identifier:

Name of the relevant service:

Identifier: Value: Time range start: Time range end:
IP Address IPv4 test
Decision: ()

Refuse all data for this identifier

This identifier and all associated categories will be refused. Please fill in the following information.
Please select the ground for refusal from the list below: * 2

(a) the data requested are protected by immunities or privileges granted under the law of the enforcing State which prevent the execution or enforcement of the order, or
the data requested are covered by rules on the determination or limitation of criminal liability that relate to freedom of the press or freedom of expression in other media,
which prevent the execution or enforcement of the order;

I:I (b) in exceptional situations, there are substantial grounds to believe, on the basis of specific and objective evidence, that the execution of the order would, in the
particular circumstances of the case, entail a manifest breach of a relevant fundamental right as set out in Article 6 TEU and in the Charter;

D (c) the execution of the order would be contrary to the principle of ne bis in idem;

(d) the conduct for which the order has been issued does not constitute an offence under the law of the enforcing State, unless it concerns an offence listed within the
D categories of offences set out in Annex IV, as indicated by the issuing authority in the EPOC, if it is punishable in the issuing State by a custodial sentence or a detention
order for a maximum period of at least three years.

Please explain the reason for refusal: *

3

Additional information:

Section F details v

subscriber data:

name, date of birth, postal or geographic address, contact information (email address, phone number) and other relevant information pertaining to the identity of the
user/subscription holder

Figure 9-77: Refuse all data for this identifier

(D Additional fields are displayed.

() Select grounds(s) for refusal for this identifier.
(3) Explain the reason for refusal.

@ Optionally, enter additional information.

9.6.1.2.3 Refuse partially the data for the identifier

When the “Refuse partially the data for this identifier” decision is selected for an
identifier:
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Name of the relevant service:

Identifier: Value: Time range start: Time range end:
IP Address IPv4 test
Decision: (i)

Refuse partially the data for this id v

This identifier will be partially refused. Please select individual category data from Section F of Form 1 and explain the grounds for partial refusal.
I:\ Refuse partially the entire ID 1 3

Section F details v
subscriber data: \:‘ All sub-categories 2
D name, date of birth, postal or geographic address, contact information (email address, phone number) and other relevant information pertaining to the identity of the
user/subscription holder

D date and time of initial registration, type of registration, copy of a contract, means of verification of identity at the moment of registration, copies of documents provided
by the subscriber

D type of service and its duration, including identifier(s) used by or provided to the subscriber at the moment of initial registration or activation (e.g. phone number, SIM-
card number, MAC address) and associated device(s)

Additional information:

Figure 9-78: Partially refuse data for the identifier

(D Additional fields are displayed.

(@) Choose whether to partially refuse specific data categories (3) or to refuse partially the
entire ID.

(@) Optionally, enter additional information in the text field.

Option 1. Partially refuse specific data categories (based on Section F details)
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Decision: (i)

Refuse partially the data for this identifie v

This identifier will be partially refused. Please select individual category data from Section F of Form 1and explain the grounds for partial refusal.
Refuse partially the entire 1D 1

Section F details v

subscriber data: D All sub-categories 1

name, date of birth, postal or geographic address, contact information (email address, phone number) and other relevant information pertaining to the identity of the user/subscription holder
D date and time of initial registration, type of registration, copy of a contract, means of verification of identity at the moment of registration, copies of documents provided by the subscriber

l:\ type of service and its duration, including identifier(s) used by or provided to the subscriber at the moment of initial registration or activation (e.g. phone number, SIM-card number, MAC address)
and associated device(s)

Please select the ground for refusal from the list below: * 2

(a) the data requested are protected by immunities or privileges granted under the law of the enforcing State which prevent the execution or enforcement of the order, or the data requested
D are covered by rules on the determination or limitation of criminal liability that relate to freedom of the press or freedom of expression in other media, which prevent the execution or
enforcement of the order;

B (b) in exceptional situations, there are substantial grounds to believe, on the basis of specific and objective evidence, that the execution of the order would, in the particular circumstances of
the case, entail a manifest breach of a relevant fundamental right as set out in Article 6 TEU and in the Charter;

D (c) the execution of the order would be contrary to the principle of ne bis in idem;

(d) the conduct for which the order has been issued does not constitute an offence under the law of the enforcing State, unless it concerns an offence listed within the categories of offences
D set out in Annex IV, as indicated by the issuing authority in the EPOC, if it is punishable in the issuing State by a custodial sentence or a detention order for a maximum period of at least three
years.

Optionally you can specify the time range of refusal:

Time range start: Time range end:

| ddfmm/yyyy ‘ 3 / | ddfmmfyyyy ‘
Data:

Please explain the reason for the refusal for this data: * 4

Other information:

Figure 9-79: Partial Refusal: Section F details selected

(D Select data category(ies) to be partially refused.

(2) Select grounds(s) for partial refusal for the selected data category.

(3) Optionally, specify the time range for refusal.

(@) Complete the mandatory text field and provide any additional information as required.

It is possible to partially refuse all data sub-categories at once:
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Section F details

subscriber data: All sub-categories 1

name, date of birth, postal or geographic address, contact information (email address, phone number) and other relevant information pertaining to the identity of the user/subscription holder
date and time of initial registration, type of registration, copy of a contract, means of verification of identity at the moment of registration, copies of documents provided by the subscriber

type of service and its duration, including identifier(s) used by or provided to the subscriber at the moment of initial registration or activation (e.g. phone number, SIM-card number, MAC address)
and associated device(s)

Figure 9-80: Partial Refusal: All categories selected
(D) Select the “All sub-categories” checkbox.

(@) All data sub-categories are automatically selected and greyed out. To undo this action,
deselect the checkbox.

Option 2. Partially refuse the entire ID
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Decision: (1)

l Refuse partially the data for this identifie v

This identifier will be partially refused. 2ioase select individual category data from Section F of Form 1and expiain the grounds for partial refusal.
Refuse partially the entire 1D 1 1
Please select the ground for partial refusal to the entire ID below: * 2

(a) the data requested are protected by immunities or privileges granted under the law of the enforcing State which prevent the execution or enforcement of the order, or the data requested
\:‘ are covered by rules on the determination or limitation of criminal liability that relate to freedom of the press or freedom of expression in other media, which prevent the execution or
enforcement of the order;

\:‘ (b) in exceptional situations, there are substantial grounds to believe, on the basis of specific and objective evidence, that the execution of the order would, in the particular circumstances of
the case, entail a manifest breach of a relevant fundamental right as set out in Article 6 TEU and in the Charter;

\:‘ (c) the execution of the order would be contrary to the principle of ne bis in idem;

(d) the conduct for which the order has been issued does not constitute an offence under the law of the enforcing State, unless it concerns an offence listed within the categories of offences
\:‘ set out in Annex |V, as indicated by the issuing authority in the EPOC, if it is punishable in the issuing State by a custodial sentence or a detention order for a maximum pericd of at least three

years.
Optionally you can specify the time range of refusal: =
Time range start: Time range end:
‘ dd/mm/yyyy ‘ ‘ dd/mmjyyyy ‘
Data:
2
Please explain the reason for partial refusal for all data under ID 1: * 4

Other information:

Section F details v

subscriber data:

name, date of birth, postal or geographic address, contact information (email address, phone number) and other relevant information pertaining to the identity of the user/subscription holder
date and time of initial registration, type of registration, copy of a contract, means of verification of identity at the moment of registration, copies of documents provided by the subscriber

type of service and its duration, including identifier(s) used by or provided to the subscriber at the moment of initial registration or activation (e.g. phone number, SIM-card number, MAC address) and
associated device(s)

Figure 9-81: Partially refuse all data for the identifier decision

(D Select the “Refuse partially the entire ID” checkbox.

(@) Select the ground(s) for partial refusal applicable to the entire ID.

(3) Optionally, specify the time range for refusal.

(4) Complete the mandatory text fields and provide any additional information as required.

NOTE: If you choose to partially refuse the entire ID, selecting Section F details will not be
possible.

9.6.1.2.4 Apply conditions on the use of data for the identifier

Page 129 of 222




Version: 1.0 Date: 21/05/2026

When the “Apply conditions on the use of data for this identifier” decision is selected for
an identifier:

Name of the relevant service:

Identifier: Value: Time range start: Time range end:
IP Address IPv4 test
Decision: (i)

i Apply conditions on the use of the data f v

This identifier will require specific conditions on the use of the data. Plegme select individual data categories from Section F of Form 1and explain your request for modification.
D Provide special conditions on the use of data for the entire ID 1

Section F details v

subscriber data: D All sub-categories 2

D name, date of birth, postal or geographic address, contact information (email address, phone number) and other relevant information pertaining to the identity of the user/subscription holder
D date and time of initial registration, type of regisiration, copy of a contract, means of verification of identity at the moment of registration, copies of documents provided by the subscriber

D type of service and its duration, including identifier(s) used by or provided to the subscriber at the moment of initial registration or activation (e.g. phone number, SIM-card number, MAC address)
and associated device(s)

Additional information:

Figure 9-82: Apply conditions decision

(D Additional fields are displayed.

(2) Choose whether to apply special conditions to specific data categories or (3) to the
entire ID.

@ Optionally, enter additional information in the text field.

Option 1. Apply special conditions to specific data categories
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Decision: (i)

Apply conditions on the use of the data f v

This identifier will require specific conditions on the use of the data. Please select individual data categories from Section F of Form 1and explain your request for modification.
Provide special conditions on the use of data for the entire ID 1

Section F details v

subscriber data: D All sub-categories

1

name, date of birth, postal or geographic address, contact information (email address, phone number) and other relevant information pertaining to the identity of the user/subscription holder
D date and time of initial registration, type of registration, copy of a contract, means of verification of identity at the moment of registration, copies of documents provided by the subscriber

D type of service and its duration, including identifier(s) used by or provided to the subscriber at the moment of initial registration or activation (e.g. phone number, SIM-card number, MAC address)
and associated device(s)

Please select the ground for refusal from the list below: * Z

(a) the data requested are protected by immunities or privileges granted under the law of the enforcing State which prevent the execution or enforcement of the order, or the data requested
D are covered by rules on the determination or limitation of criminal liability that relate to freedom of the press or freedom of expression in other media, which prevent the execution or
enforcement of the order;

D (b) in exceptional situations, there are substantial grounds to believe, on the basis of specific and objective evidence, that the execution of the order would, in the particular circumstances of
the case, entail a manifest breach of a relevant fundamental right as set out in Article 6 TEU and in the Charter;

D (c) the execution of the order would be contrary to the principle of ne bis in idem;

(d) the conduct for which the order has been issued does not constitute an offence under the law of the enforcing State, unless it concerns an offence listed within the categories of offences
D set out in Annex IV, as indicated by the issuing authority in the EPOC, if it is punishable in the issuing State by a custodial sentence or a detention order for a maximum period of at least three
years.

Please explain the special conditions on the use of data for this data: * 3

Other information:

Additional information: /

Figure 9-83: Apply conditions: Section F details selected

(D Select the relevant data category(ies).

@) Select the grounds(s) applicable to the selected data category(ies).
(@) Explain the special conditions on the use of data.

(@) Provide any additional information in the text fields as required.

It is possible to indicate that special conditions apply to all data sub-categories at once:
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Section F details

subscriber data: All sub-categories 1

name, date of birth, postal or geographic address, contact information (email address, phone number) and other relevant information pertaining to the identity of the user/subscription holder
2 || date and time of initial registration, type of registration, copy of a contract, means of verification of identity at the moment of registration, copies of documents provided by the subscriber

type of service and its duration, including identifier(s) used by or provided to the subscriber at the moment of initial registration or activation (e.g. phone number, SIM-card number, MAC address)
and associated device(s)

Figure 9-84: Apply conditions: All categories selected

(D) Select the “All sub-categories” checkbox.

(@) All data sub-categories are automatically selected and greyed out. To undo this action,
deselect the checkbox.

Option 2. Apply special conditions to the entire ID

Decision: (1)

I Apply conditions on the use of the data f v

This identifier will require specific conditions on the use of the data. Plezz2 select individual data categories from Section F of Form 1 and explain your request for modification.
Provide special conditions on the use of data for the entireID1 | 1

Please select the ground for refusal from the list below: * z

(a) the data requested are protected by immunities or privileges granted under the law of the enforcing State which prevent the execution or enforcement of the order, or the data requested
D are covered by rules on the determination or limitation of criminal liability that relate to freedom of the press or freedom of expression in other media, which prevent the execution or
enforcement of the order;

D (b} in exceptional situations, there are substantial grounds to believe, on the basis of specific and objective evidence, that the execution of the order would, in the particular circumstances of
the case, entail a manifest breach of a relevant fundamental right as set out in Article 6 TEU and in the Charter;

D (c) the execution of the order would be contrary to the principle of ne bis in idem;

(d) the conduct for which the order has been issued does not constitute an offence under the law of the enforcing State, unless it concerns an offence listed within the categories of offences

D set out in Annex |V, as indicated by the issuing autharity in the EPOC, if it is punishable in the issuing State by a custodial sentence or a detention order for a maximum period of at least three
years.

Please explain the special conditions on the use of data for all data under ID 1: * 3

Other information:

4

Section F details

subscriber data:

name, date of birth, postal or geographic address, contact information (email address, phone number) and other relevant information pertaining to the identity of the user/subscription holder
date and time of initial registration, type of registration, copy of a contract, means of verification of identity at the moment of registration, copies of documents provided by the subscriber

type of service and its duration, including identifier(s) used by or provided to the subscriber at the moment of initial registration or activation (e.g. phone number, SIM-card number, MAC address) and
associated device(s)

Figure 9-85: Apply conditions for the entire ID

(D Select the “Provide special conditions on the use of data for the entire ID” checkbox.
) Select the ground(s) applicable to the entire ID.
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(3) Describe the special conditions on the use of data for the selected ID.
(@) Provide any additional information as required.

NOTE: If you choose to apply special conditions to the entire ID, selecting Section F details
will not be possible.

9.6.1.2.5 Refuse all data on the same grounds for refusal

Users can refuse data for all identifiers in the EPOC using the same grounds for refusal.

Grounds for refusal form

[ SENDER RECIPIENT

Staatsanwaltschaft Dortmund Zweigstelle Hamm (4) (Enforcing authority) Tribunal Judiciaire de Paris(1) (Issuing authority) entity name 2 (Service provider)

Are there grounds for refusal? *
P~
w\-) Yes

1
) No
Please select the individual identifiers concerned by the ground for refusal: * Refuse all data on the same ground for refusal

D%

Name of the relevant service:

Identifier: Value: Time range start: Time range end:

IP Address IPv4 test

Decision: (1)

‘ No ground for refusal v

Section F details >
Message:

Normal : SamsSerif : B [ U & A X, X* = i =& = I, O C 0Chacers

Please enter the reason for the selected decision

Figure 9-86: Refuse all data on the same ground

To do so, (1) select the “Refuse all data on the same grounds for refusal” button. This
decision will apply the selected grounds consistently to all identifiers.
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Grounds for refusal form

[ SENDER RECIPIENT

Staatsanwaltschaft Dortmund Zweigstelle Hamm (4) (Enforcing authority) Tribunal Judiciaire de Paris(1) (Issuing authority) entity name 2 (Service provider)

Are there grounds for refusal? *

P~
@ Yes 2
~
() No

Please decide full refusal to all identifiers on the same ground: Cancel the decision to refuse all data on the same ground

All identifiers and all associated categories will be refused.
All data will be refused on the same ground for refusal. Please select from the list below: *

(a) the data requested are protected by immunities or privileges granted under the law of the enforcing State which prevent the execution or enforcement of the order, or the data requested are
D covered by rules on the determination or limitation of criminal liability that relate to freedom of the press or freedom of expression in other media, which prevent the execution or enforcement of
the order;

D (b) in exceptional situations, there are substantial grounds to believe, on the basis of specific and objective evidence, that the execution of the order would, in the particular circumstances of the
case, entail a manifest breach of a relevant fundamental right as set out in Article 6 TEU and in the Charter;

D (c) the execution of the order would be contrary to the principle of ne bis in idem;

D (d) the conduct for which the order has been issued does not constitute an offence under the law of the enforcing State, unless it concerns an offence listed within the categories of offences set
out in Annex IV, as indicated by the issuing authority in the EPOC, if it is punishable in the issuing State by a custodial sentence or a detention order for a maximum period of at least three years.

Please explain the reason for refusal for all identifiers: *

Additional information:

Figure 9-87: Cancel the decision to refuse all data on the same ground

(2 To undo this action, select the “Cancel the decision to refuse all data on the same
ground” button.

9.6.1.3 Send Grounds for Refusal message

Once decisions have been made for all identifiers, proceed to send the message.

Message:
Normal ¢ SansSerif : B J U & A x, x* = i= I O C 9 Characters
test test 1
-
SIGNED MESSAGE
+ Upload document 2 3

Figure 9-88: Sending Grounds for Refusal
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(D Enter a message in the text area if needed.

(2 Optionally, download the message in a PDF format, sign it and upload a Signed Grounds

for Refusal message. For more details, see 11.1.6.
(3) Send “Grounds for Refusal” message.

9.6.2 Inform about not raising Grounds for Refusal

Upon receipt of Form 1 with Section M completed, the enforcing authority may both the
addressee and the issuing authority that it will not raise any grounds for refusal, by following

the steps set out below.

9.6.2.1 Create Grounds for Refusal message

%“
-]
)

n I B Ustice Digital EXchange System (JUDEX)

nnnnnnnnn

@ Start new request

User Manual

22 Dashboard

EPOC | EPOC-FR-DE-2026-04-22-0024-1
> Issued requests

ﬁ Received requests Overview Form 1 Event & Message Timeline

[ Drahs ISSUING STATE 11 French Republic ENFORCING STATE

“ Downloads ISSUING AUTHORITY Tribunal Judiciaire de Paris(1) ACCEPTED LANGUAGES
SERVICE PROVIDER
ADDRESSEE
ACCEPTED LANGUAGES
TYBE OF ADDRESSEE
ENFORCING AUTHORITY

© status & Linked cases

Figure 9-89: Create Grounds for Refusal

(@ View the incoming EPOC request.
(2) Click Workflow > Create Grounds for Refusal

AN Jeffl
st o ()~ @ EN

B Automatic translation @ M
National Case No. [ | %
© Comment || c Download || Workflow A
2 || v Create Grounds for refusal
4

W Federal Republic of  Send other information

Deutsch i
@ Request for additional information
spname 2
entity name 2 D Close a case
Poisn ) (English

Legal representative

Dortmund Zwei (&)

+ Add case link
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EPOC | EPOC-FR-DE-2026~ (@) 1241 O Comment + Download || Workflow
[®] Received requests Overview  Form1 f,'",“"?f',“r,’“,"”mfmm Event & Message Timeline
[ Drafis
sl Counioacts Grounds for refusal form (DRAFT Date of creation .
22/04/2026
& Get PDF / Print # Anach Documen « Validation check
Grounds for refusal form
[ SENDER 3] RECIPIENT 4
H Staatsanwaltschaft Dortmund Zweigstelle Hamm (4) (Enforcing authority) Tribunal Judiciaire de Paris(1) [Issuing authority) entity name 2 (Service provider)
(D) Atieast ane option (s required
Are there grounds for refusal? *
) Yes
@ Mo 5
Message:
Mormal : SamsSeit : B J U & A X, X' = E =TS &= L O C 0Cusces

SIGNED MESSAGE

+ Upload document

Figure 9-90: Grounds for Refusal tab

(3) Grounds for Refusal tab will be created and displayed.
(@) Select the recipient(s) of the message.
(5) Select “No” radio button.

9.6.2.2 Send Grounds for Refusal message

To proceed with transmitting a decision not to raise grounds for refusal, follow the steps
outlined in 9.6.1.3

9.6.3 Terminate a process upon withdrawal of the request

As an enforcing authority user, if you receive a Withdrawal request from the issuing State
authority, then you should terminate all ongoing actions, send back confirmation about the
end of transaction and manually delete all gathered evidence, especially sensitive content
(see section 9.4.1). The EPOC status will change to Withdrawn.
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To manually confirm the withdrawal:

AIN Jeffl
MW JUstice Digital EXchange System (JUDEX) Sl boriund Buska @ v @EN

European
Commission

5
Automatic translation @ M

88 Dashboard

EPOC | EPOC-FR-DE-2026-04-22-0023-1 O Comment || ¢ Download || Workflow A
—> Issued requests
~ Create Grounds for refusal
(%) Received requests Overview Form1  Srounds '°: refusalform g yent & Message Timeline
@ Drafts © Send other information
ISSUING STATE 11 French Republic ENFORCING STATE ™ Federal Republic of

ia Downloads o

Lt ISSUING AUTHORITY Tribunal Judiciaire de Paris(1) ACCEPTED LANGUAGES Deutsch @ Request for additional information
SERVICE PROVIDER spname 2 © Confirm the end of transaction 1
ADDRESSEE entity name 2
ACCEPTED LANGUAGES Polish) (English © Close acase
TYPE OF ADDRESSEE: Legal representative
ENFORCING AUTHORITY Dortmund Hamm (4)

Figure 9-91: Confirm withdrawal
(D Click Workflow > Confirm the end of transaction.

Confirm the end of transaction X

B4 Sender B4 Recipient

fit Staatsanwaltschaft Dortmund Zweigstelle Hamm (4) fit Tribunal Judiciaire de Paris(1)
o GriinstraBe 61
=
17302 Pasewalk
, +49 03973 20640
=) +48 03973 210684
£9 de2@fdcba.brandenburg.de

BEe |

Message:

Normal : SamsSerif ¢+ B J U & A X, X* = i

1
11
Il
Il
~

Ix D (0 cCharacters

') |enter the reason for the selected decision

4 3

/ /

5
| & Attach Document | 4, Get PDF / Print < Cancel |

Figure 9-92: Confirmation of withdrawal pop-up

(@) Type your message in the text area.

(3) Attach documents, if needed.

(@) Click Save, to keep the message in the system as a draft.

() Send the confirmation of withdrawal to the issuing State authority.
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NOTE: Confirmation about the end of transaction message may also be initiated from the
Event and Message Timeline by replying to the received withdrawal notification.

9.6.4 Receive Form 3 without receiving the original EPOC

In certain cases, a service provider may send Form 3 to the enforcing authority that was not
part of the original case (there was no prior notification, therefore no receipt of Form 1). The
system enables the enforcing authority to receive and act on this case, while restricting access
to the original Form 1.

When Form 3 is received:

o The system automatically creates a new case instance for the enforcing authority,
enabling communication with relevant actors.
o The case appears in the “Received requests” folder on the dashboard.

"

Al Jeff1
European | B JUstice Digital EXchange System (JUDEX) st Do s @ v @ EN

Commission

= Automatic translation @ M

@ rt new re t
%% Dashboard
EPOC | EPOC- 1 1026-05-08-0017-1 D Comment 2 Download Workflow

= Issued requests

[ Recelved requests I Overview  Form3 Event & Message Timeline I

[3 Drafts ISSUING STATE 11 French Republic ENFORCING STATE B8 Federal Republic of Germany

i Downloads ISSUING AUTHORITY Tribunal Judiciaire de Paris(1) ACCEPTED LANGUAGES Deutsch
SERVICE PROVIDER sp name 2
ADDRESSEE entity name 2
ACCEPTED LANGUAGES Palish ) ( English
TYPE OF ADDRESSEE LEgil representative
ENFORCING AUTHORITY Dortmund Zwei Hamm (4)

Bl e|®
(@ status &0 Linked cases + Add case link

Figure 9-93: Form 3: Receipt from Service Provider

(1) When the user opens the case (via notification or dashboard), the system displays a
restricted case overview with the following tabs:

e Overview

e Form3

e Event and Message Timeline
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EPOC | EPOC-FR-DE-2026-05-08-0017-1 O Comment < Download Workflow A
= lIssued requests \
: 1 B Send other information
(™) Recelved requests Overview  Form 3 Event & Message Timeline /
@ Orafts ISSUING STATE 11 French Republic ENFORCING STATE B Federal Repul @ || © Close a case
& Downloads ISSUING AUTHORITY Tribunal Judiciaire de Paris(1) ACCEPTED LANGUAGES Deutsch
SERVICE PROVIDER spname 2
ADDRESSEE entity name 2
ACCEPTED LANGUAGES Polish ) (English
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ENFORCING AUTHORITY Dortmund Hamm (4)
@lolm
© status &2 Linked cases + Add case link

Figure 9-94: Form 3 without initial legal case: Workflow actions

After reviewing the received Form 3, the enforcing authority user can perform the following
actions:

(D) Send Other Information (allowing communication with the issuing authority, validating
authority, if applicable, and the service provider).
() Close the Case.

NOTE: No other actions (e.g., responding with other forms) are available at this stage.

9.7 Deadlines execution in EPOC

This section outlines the deadlines implemented in the EPOC use case to ensure compliance
with the time limits set out in the e-evidence Regulation. The system automatically calculates
and displays deadlines related to the processing of European Production Orders.

In particular, it verifies whether:

1. Grounds for refusal concerning the identifiers listed in Form 1 have been raised within
10 days following receipt of the EPOC.

2. The requested data has been provided by the service provider within 10 days
following receipt of Form 1.
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NOTE: This list will be further updated at a later stage of the development.

9.7.1 Viewing deadline information in the Dashboard tab

The Dashboard tab provides an overview of all cases and highlights those containing overdue
deadlines or deadlines expiring on the current date.

1 I JUstice Digital EXchange System (JUDEX)

(O TR TR TR TR T TR TR AT
rEFEEFEEEFEFEFEE

Figure 9-95: Viewing deadline information in the Dashboard tab

(D Cases containing one or more overdue deadlines are marked with a red dot. Cases for
which a deadline expires on the current date are also highlighted with a red dot.

9.7.2 Viewing deadline information in the Issued Requests tab

The Issued Requests folder contains two tabs:
1. My Issued Requests: displays all issued cases.
2. Deadlines: displays all deadlines associated with issued cases, including both
upcoming and overdue deadlines.
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(1) My Issued Requests tab: Similar to the Dashboard tab, cases containing overdue
deadlines or deadlines expiring on the current date are marked with a red dot.

NOTE: ‘Deadlines’ tab section will be further updated at a later stage of the development.

9.7.3 Viewing deadline information in the Received Requests tab

The Received Requests section also contains two tabs:
1. My Received Requests — displays all open received cases.
2. Deadlines — displays all deadlines related to received cases, including both upcoming
and overdue deadlines.

The same functionality available for Issued Requests is also provided for Received Requests,
including:

o visual indicators for overdue deadlines;

o highlighting of deadlines expiring on the current date; and

o filtering capabilities.

NOTE: ‘Deadlines’ tab section will be further updated at a later stage of the development.
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9.7.4 Viewing deadline information on case level via Overview tab

Once a case has been issued, all relevant deadlines are displayed in the Overview tab. This
functionality is available for both issued and received cases.

& Duedate
Staatsanwaltschaft Dortmund Zweigstelle Hamm (4) sp name 2
Grounds for refusal form: 18/05/2026 1 Outcome: 18/05/2026

Figure 9-96: Viewing deadline information on case level via Overview tab

(D Deadlines that have already expired will be displayed in red. Once the expected response
has been received, the deadline is no longer highlighted.

Deadlines expiring on the current date are also displayed in red, although they are not yet
considered overdue. This visual indicator alerts users that immediate action or follow-up may
be required.

9.8 Import/ Export Webservices

Import/ Export Webservices are described in the document “Public REST APIs Document”
[RD 01], but in summary:

EPOC/EPOC-PR Legal Cases can be imported and/or exported from JUDEX RI into/out-off
national systems using REST Services.

Import accepts specially prepared zip file and initializes in RI a new outgoing EPOC/EPOC-
PR Legal Case with Form 1/Form 2 in draft status.

Export creates a specially structured zip file of the already existing EPOC/EPOC-PR Legal
Case. Outgoing and incoming Legal Cases can be exported independently of its status (from
draft to closed).

Page 142 of 222




Version: 1.0 Date: 21/05/2026

10 European Preservation Order Certificate (EPOC-PR)

10.1 Introduction

A European Preservation Order Certificate (EPOC-PR) is a certificate issued by a judicial
authority of a Member State, which requires a service provider offering services in the
European Union to preserve electronic evidence, such as subscriber data, content data, traffic
data, or data for the sole purpose of identifying the user, for the purpose of criminal
proceedings.

The EPOC-PR is based on the principle of mutual recognition and is issued in accordance
with the rules and procedures set out in EU Regulation 2023/1543.

10.1.1 Overview

The Internal Workflow encompasses the entire process from the creation of a new case to
the transmission of the EPOC-PR to the service provider’s designated establishment or legal
representative. This process takes place within the Competent Authority’s Module of the RI
and is restricted to authorized users from the issuing State authority.

Once all steps of the Internal Workflow are completed, the case can be sent to a chosen
addressee. The communication between the issuing authority and the addressee/enforcing
authority occurs within the External Workflow.

10.1.2 End-to-End Process

1. A competent authority creates an EPOC-PR, specifying the electronic evidence to be
preserved.

2. In some cases, and in some Member States, the EPOC-PR may require validation by
a judicial authority in the issuing Member State.

3. The EPOC-PR is transmitted to an appropriate addressee in another Member State.

4. Communication between issuing authority and service provider takes place, allowing
for the exchange of information and potential issues related to the EPOC-PR.

5. The service provider can raise concerns or objections regarding the EPOC-PR
through a dedicated regulatory form (Form 3), which may lead to modification of the
initial certificate.
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6.

8.

The requested electronic evidence shall be preserved by the service provider for an
initial period of 60 days, which may be extended by an additional 30 days, provided
that the issuing authority does not withdraw the original EPOC-PR or notify the
service provider that preservation is no longer required.

The issuing authority may withdraw the EPOC-PR at any time, which will terminate
the preservation of electronic evidence.

Case is Closed once the requested data are preserved for the requested period.

10.1.3 Roles and responsibilities

10.1.3.

1 In an Issuing Authority

Activity Author Reviewer Signer 1 Sender Supervisor Assigner Viewer

N/A

case

View an EPOC-PR

View

cases in the authority

all incoming

View

issued

messages within an

all incoming

case

Create

EPOC-PR case

anew

Edit an EPOC-PR
case (draft stage).

Delete

case (draft stage)

an EPOC-PR

case

Close an EPOC-PR

Re-open a closed
EPOC-PR case

Assign

EPOC-PR case

users to an

a Ccasc

Remove users from

Share a case with a
supervisor in
another authority

View permissions
for all cases in the
authority.

Search

PR cases

for EPOC-
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Download an
EPOC-PR

Yes

Yes

Yes

Yes

Yes

N/A Yes

Print a part of or the
entire content of an
EPOC-PR

Yes

Yes

Yes

Add attachments to
a case

Remove attachments
from a case

Delete a closed or
withdrawn case

As part of the
review process,
accept the certificate
and proceed to
signing

As part of the
review process,
return the EPOC-PR
for amendments
(with details).

As part of the
review process,
reject
EPOC-PR (with
reasons)

As part of the
signing process,
return signed
EPOC-PR for
amendments (with
details)

As part of the
signing process,
reject signed EPOC-
PR (with reasons)

Sign an EPOC-PR

After the first
signing, complete
section M

Yes

Yes

N/A Yes

Yes

N/A

Yes

N/A

Yes

N/A

Yes

N/A

Yes

N/A

Yes

N/A

Yes

N/A

Yes

N/A

Yes

N/A

N/A

N/A N/A

Copy an EPOC-PR

Submit signed
EPOC-PR to

Yes

N/A

Yes

N/A

Page 145 of 222




Version: 1.0 Date: 21/05/2026

validating authority
(issuing State)

Send an EPOC-PR
to a Service provider
and Enforcing
Authority in the
enforcing State
Create and send a
predefined or free
form message
available under the
workflow button to
an actor involved in
case processing
(after case issuance)

N/A

N/A

Table 5: Roles and Permissions within Issuing Authority for EPOC-PR
10.1.3.2In a Validating Authority

To be updated at a later stage [WIP].
10.1.3.3In an Enforcing Authority

To be updated at a later stage [WIP].
10.2 Issue and Transmit an EPOC-PR

10.2.1 Start a new EPOC-PR case

To begin a process of requesting preservation of electronic evidence as issuing State authority
user, create a new case.

Steps below apply to users with “Author” and/or “Supervisor” role.
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Automatic translation

@ Start new request

My Dashboard

ashboard Last edited cases
sued requests issued requests ) Receivedrequests () Drats My tasks

31 Received requests SelenideTest - EPOC - scenario: EPOC export test
B orahs 21/04/2026 EPOC-FR-DE-2026-04-21-0004-1 ~ DEVEEV-2352-EPOC-Custom ™ DE  EPOC 2 D EPOC 20/04/2026 15:06

- Forms - Active buttons - Attac... Complete (Sections A-L)
& Do
s Downloads ; .

@ 21/04/2026 EPOC-FR-DE-2026-04-21-0026-1 T = pE  EPOC 0. - SelenideTest - EPOC - scenario:

Figure 10-1: Starting a new EPOC-PR case

(D Click Start new request button in the left-hand menu.

Start a new request X

Request format *

‘ Digital Request 2 / A ‘

Type of Request *

‘ EPOC-PR European Preservation Order Certificate 3 ~ ‘

Subject of Request *

0

' 4
‘. User Manual J

System Case Number is auto-generated when the request is sent.
Date of Request is auto-generated when the request is sent.

Figure 10-2: EPOC-PR: “Start a new request” pop-up window

@) A pop-up window will appear with Digital Request format selected by default (for further
details on request formats, refer to Section 8).

(3 Select “European Preservation Order Certificate” from the Type of Request dropdown
list.

(@) Fill in Subject of Request and click Continue. If you wish to cancel, click “x” button in
the top right corner of the pop-up.
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28 Dashboard
EPOCPR @ Delete Case || O Comment || & Download || Workflow
—> Issued requests

[ Recelved requests Overview Form2  Event& Message Timeline

@ Drafts & Get PDF / Print # Attach Document + Validation check
s Downloads Introduction section Introduction section
SECTION A
Issuing/validating authority 4 Under Regulation (EU) 2023/1543 of the European Parliament and of the Council (1) the addressee of this European Preservation Order
A Certificate (EPOC-PR) must, without undue delay after receiving the EPOC-PR, preserve the data requested. The preservation must
SECTION B cease after 60 days, unless extended by the issuing authority by an additional 30 days, or the issuing authority confirms that a
Addressee subsequent request for production has been issued. If the issuing authority confirms within those time periods that a subsequent
request for production has been issued, the addressee must preserve the data for as long as necessary to produce the data once the
SECTION C (+ SECTION D) subsequent request for production is received.

Information to support identification of the
data requested to be preserved

The addressee must take necessary measures to ensure the confidentiality, secrecy and integrity of the EPOC-PR and of the data
SECTION E preserved.

Information on the underlying conditions

SECTIONF
Details of the issuing authority

SECTION G

Details of the validating authority

Figure 10-3: EPOC-PR Draft creation (Form 2 tab)

(3) A new draft will be created and displayed with Form 2 ready for completion.
(@) Complete sections A-G of Form 2 by navigating through the List of Sections menu.

NOTE: If the user with an Author role who initiated the EPOC-PR does not have additional
roles assigned, then the Author should contact the Supervisor to add additional users with
additional Roles required to create and send the request.

10.2.2 Fill in an EPOC-PR

Sending an EPOC-PR to the Validating Authority during the internal workflow is not
available in version 4.1.0 and will be included at a later stage [WIP].

10.2.2.1 Choose Addressee

Steps below apply to users with “Author” and/or “Supervisor” role.
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Country:
SECTION C
SECTION D
f
Retaton 10  previeus pre Trpe of Addresses:
SECTION E (+ SECTION F) [] This order is issued in an emergency case to the specified addresses because the designated sstablishment or the legal representative of a service provider did not react to the
eformation ko supportentication of the requested dota EPOC within the deadiines set out in Articke 10 of Regulation (EU) 20231543 or has not been designated or appointed within the deadiines set out in Directive (EU) 2023/1544 of the

Eurapean Parliament and of the Council
SECTIGN G

formation on the underlying conditions Address:
SECTION H
formation 1o the user

Tel. No:
SECTION |
Detaits of the ssuing suhority

Fax Nor
SECTICN J
betaits of the validating auhoriy
SECTION K Email:

Auto save QY - Save.

Figure 10-4: Form 2: Section B

(D) Select Section B in List of Sections.

(@) Click Choose addressee button.

The search mechanism works in the same way as in EPOC cases. Please follow the steps
described in 9.2.2.2.
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After selecting the addressee, Section B of Form 2 will appear as shown in the screenshot

below:

1 1 JUstice Digital EXchange System (JUDEX)

European
Commission

tart new request

88 Dashboard

User Manual

EPOCPR @ Delete Case O Comment < Download
—> Issued requests
) Received requests Overview Form 2 Event & Message Timeline
(@ Drafts ¢ Get PDF / Print # Attach Document ~ Validation check
&4 Downloads Introduction section SECTION B: Addressee *
SECTION A Addressee:
Issuing/validating authority
Name: *
SECTION B
entity name 2
Addressee
Country:
SECTION C (+ SECTION D)
Information to support identification of the Federal Republic of Germany
data requested to be preserved
TION
SECHION E Type of Addressee: Legal representative
Information on the undertying conditions
SECTION F This order Is issued in an emergency case to the specified because the

Al Jeffl
sl (@) @ en

Automatic translation @ M
National Case No. [& «

Workflow v

Choose addressee

Details of the issuing authority

SECTION G Parliament and of the Council

Details of the validating authority

Address:

ul. Prosta 1, 00-000 Warszawa, PL

Tel. No:

+48 22 555 000

Fax No:

+48 22 555 000

Email:

*@example.com

JUDEX BE-MAIN-4.1.x-13/FE-4.1.0-
RC13-CODEFREEZE

eUl 21.0.4

Success X
@

Addressee data has been updated successfully

or the legal

representative of a service provider did not react to the EPOC-PR within the deadlines set out in Article 10 of Regulation (EU)
2023/1543 or has not been designated or appointed within the deadlines set out in Directive (EU) 2023/1544 of the European

Auto save “

Figure 10-5: Form 2: Addressee selected

The name of the addressee will also be displayed in the Overview Tab.
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7

Dashboard

Commission

EPOCPR
> Issued requests

Overview Form 2

™1 Recelved requests

3 Drafts ISSUING STATE

o Downloads ISSUING AUTHORITY

Figure 10-6: Form 2: Addressee in the Overview tab

European | 1 1 JUstice Digital EXchange System (JUDEX)

Event & Message Timeline

01 French Republic

Tribunal Judiciaire de Paris(1)

10.2.2.2 Mandatory fields

AN Jeff1
el (@) @ en

Automatic translation @ K

National Case No. [ -

@ Delete Case O Comment ¢ Download Workflow v

ENFORCING STATE

SERVICE PROVIDER
ADDRESSEE

ACCEPTED LANGUAGES

TYPE OF ADDRESSEE:

W8 Federal Republic of Germany

sp name 2

entity name 2
B Search for addressee

Polish | (English

Legal representative

All mandatory fields must be filled in before an EPOC-PR can be electronically signed.
Please see 9.2.2.3 for further details.

10.2.2.3 Push a case to the next step

Steps below apply to users with “Author” and/or Supervisor role.

Commission

= hboard
EPOCPR
- Issued requests

™ Recaivad requests Overview  Form2

(3) Drafts ISSUING STATE
ISSUING AUTHORITY

aa Downloads

[N
m E\\f European | 1 I JUstice Digital EXchange System (JUDEX)

Event & Message Timeline

Il French Republic

Tribunal Judiciaire de Paris(1)

Figure 10-7: Form 2 completion

(D) In the edited case click Workflow > Complete
e A success message will show up in the bottom.

AN Jeff1
e sscst il (@) @ e

Automatic translation @ I

National Case No. [ | *

B Delete Case O Comment ¢ Download Workflow ~

ENFORCING STATE

SERVICE PROVIDER
ADDRESSEE

ACCEPTED LANGUAGES

TYPE OF ADDRESSEE:

< Complete 1

™ Federal Republic of Germany
sp name 2
entity name 2
Search for addressee
Polish | (English

Legal representative

e A new timestamp: “Completed” will show up on the Event & Message Timeline.
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e If you have no other roles except Author, the workflow button will become empty, as
there are no other actions that can be performed.

10.2.3 Review an EPOC-PR

The next step in the workflow of a case is to review it and mark it as “Positively Reviewed”,
return it for amendment, or to reject completely if needed. Edition of an EPOC-PR is also
possible. The process looks the same as in EPOC internal workflow (see 9.2.3).

10.2.4 Sign an EPOC-PR

Prior to sending, each EPOC-PR needs to be signed in the same way as an EPOC by a user
with a role Signer 1 and/or Signer 2. See section 9.2.4.

10.2.5 Send an EPOC-PR
Once the EPOC-PR is signed, it can be sent. See section 9.2.6.

After sending the EPOC-PR, the Workflow menu of an Issued Request will allow to perform
the following actions:

e Form 5,

e Form 6,

e Send other information,

e Request for additional information,

e Withdrawal,

e Close a case / Reopen a case.

The list above will be further updated at a later stage of the development [WIP].

Similarly to EPOC cases, the content of the Workflow menu is changing according to the
status of the EPOC-PR. Actions in the Workflow menu visible after sending the EPOC-PR:

Workflow State: ISSUED (Open)
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B Form 5

s3pu ©@ Form6

B Send other information

@ Request for additional information

S @ Withdrawal

=y

tatir
= Close a case

Figure 10-8: EPOC-PR Workflow State: ISSUED (Open)

Workflow State;: CLOSED

Al Jeff1
Tribunal Judiciaire de Paris{1) @ v @ EN

16
Automatic translaton @ I

National Case No. LN

ent H s Download H Workflow ‘

= Send other information

iblic of G & Reopen a case

Figure 10-9: EPOC-PR Workflow State: CLOSED
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Workflow State: WITHDRAWN

AllT Jeff1
Tribunal Judiciaire de Paris(1) @ v @EN

18
Automatic translation @ M

National Case No. “,

e all sensitive content ‘

Figure 10-10: EPOC-PR Workflow State: WITHDRAWN

10.3 Request extension of the preservation of electronic evidence

During the initial 60 days preservation period, the issuing authority may request extension of
preservation of electronic evidence (Form 6) for an additional period of maximum 30 days.
In this case:

10.3.1 Create and fill in Form 6

(D View the issued EPOC-PR case.

Page 154 of 222




Version: 1.0

Date: 21/05/2026

A
\g,

1 Il JUstice Digital EXchange System (JUDEX)

European
Commission

Dashboard

EPOCPR = EPOCPR-FR-DE-2026-04-24-0002-1
- Issued requests
[®] Received requests Overview Form 2 Event & Message Timeline

[® Drafts ISSUING STATE 1 French Republic ENFORCING STATE

ala Downloads ISSUING AUTHORITY Tribunal Judiciaire de Paris(1) SERVICE PROVIDER
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ACCEPTED LANGUAGES

TYPE OF ADDRESSEE:

Figure 10-11: Creating Form 6

(@) Click Workflow > Form 6
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Automatic translation @ M
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O Comment ¢ Download Workflow A
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European
Commission

@ Start new request

o8 Dashboard

User Manual

—> Issued requests

Overview Form 2 Form 6

[?1 Received requests

Drafts
@ Form 6 (DRAFT
ala Downloads

% Get PDF / Print

1 I JUstice Digital EXchange System (JUDEX)

EPOCPR = EPOCPR-FR 3 26-04-24-0002-1

& Attach Document

Al Jeff1

Tribunal Judiciaire de Paris(1)

®v @ en

Automatic translation
National Case No.

O Comment 2 Download Workflow v

Event & Message Timeline

Recipi

5 6

v Validation check

Introduction section

SECTION A
Issuing authority of the EPOC-PR

SECTION B
Addressee of the EPOC-PR

SECTION C

Information on prior EPOC-PR

SECTION D
Extension of the prior preservation
order

Introduction section

Under Regulation (EU) 2023/1543 of the European Parliament and of the Council (1), upon receipt of the European
Preservation Order Certificate (EPOC-PR) the addressee must, without undue delay, preserve the data requested. The
preservation must cease after 60 days, unless the issuing authority confirms that the subsequent request for
/ production has been issued. Within the 60 days, the issuing authority may extend the duration of the preservation by an
additional 30 days where necessary, to allow for the issuing of the subsequent request for production, using the form
set out in this Annex.

*@example.com

JUDEX BE-MAIN-4.1.x-13/FE-4.1.0-
RC13-CODEFREEZE

eUl 21.0.4

Figure 10-12: Form 6 tab displayed

@ Success

Form 6 has been created successfully!

(3) Form 6 tab will be created and displayed.
(@) Provide the necessary information in Sections A—D of Form 6 and ensure your data is

saved.
(5) Attach documents, if needed.

(6) Optionally, use the validation check button to verify that all required fields are complete.
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10.3.2 Complete Form 6

|

European |
Commission

Start new request

Dashboard

User Manual

—> Issued requests

Overview Form 2

™ Received requests

[3) Drafts
Form & [DRAFT
sa Downloads

& Get PDF / Print

Introduction section

SECTION A
Issuing authority of the EPOC-PR

SECTION B
Addressee of the EPOC-PR

SECTION C

Information on prior EPOC-PR

SECTION D
Extension of the prior preservation
order

Figure 10-13: Form 6 review

EPCCPR EPOCPR-FR-DE-2026-04-24-0002-1

Form &

& Attach Document

1 I JUstice Digital EXchange System (JUDEX)

Event & Message Timeline

Recipients:

+ Validation check

Introduction section

Under Regulation (EU) 2023/1543 of the European Parliament and of the Col
Preservation Order Certificate (EPOC-PR) the addressee must, without undue ¢

O Comment

Al Jeffl
Tribunal Judiciaire de Paris(1}

@v @ N

Automatic translation @ MK
National Case No. *,

¢a Download Workflow A

Complete 1

= Form 5 o

= Send other information

@ Request for additional information

@ Withdrawal

& Close a case

preservation must cease after 80 days, unless the issuing authority confirms that the subsequent request for
production has been issued. Within the 60 days, the issuing authority may extend the duration of the preservation by an

additional 30 days where necessary, to allow for the issuing of the subsequent
set out in this Annex.

(D In the Form 6 view, click Workflow > Complete

request for production, using the form
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European | 1 Il JUstice Digital EXchange System (JUDEX) Tl @ v @ EN
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Automatic translation @ MK

88 Dashboard
EPOCPR = EPOCPR-FR-DE-2026-04-24-0002-1 O Comment * Download Workflow v
—> Issued requests

™) Received requests Overview Form 2 Form 6 Event & Message Timeline

Drafts
@ Form 6 (COMPLETED) (3 Recipients
o4 Downloads 4
¢ Get PDF / Print & Attach Document v Validation check
Introduction section Introduction section
SECTION A
Issuing authority of the EPOC-PR Under Regulation (EU) 2023/1543 of the European Parliament and of the Council (1), upon receipt of the European
Preservation Order Certificate (EPOC-PR) the addressee must, without undue delay, preserve the data requested. The
SECTION B preservation must cease after 60 days, unless the issuing authority confirms that the subsequent request for
Addressee of the EPOC-PR production has been issued. Within the 60 days, the issuing authority may extend the duration of the preservation by an
additional 30 days where necessary, to allow for the issuing of the subsequent request for production, using the form
SECTION C set out in this Annex.
Information on prior EPOC-PR
SECTION D
Extension of the prior preservation
order
*@example.com —
@ @ Success %

JUDEX BE-MAIN-4.1.x-13/FE-4.1.0-
RC13-CODEFREEZE
eUl 21.0.4

The request has been successfully completed

Figure 10-14: Form 6 successful completion

(@) A success message will be displayed in the bottom.
(3) A form status will change from “Draft” to “Completed”.

10.3.3 Review Form 6

The next step in the Form 6 internal workflow is to review it and mark it as “Positively
Reviewed”, return it for amendment, or to reject completely if needed. Edition of Form 6 is
also possible.
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n § European I 1 I JUstice Digital EXchange System (JUDEX)

Commission

@ Start new request

Dashboard

—> Issued requests

[®) Received requests

[3) Drafts

s Downloads

Figure 10-15: Form 6 Accept review
(D In the completed form, click Workflow > Accept Review

User Manual

EPOCPR = EPOCPR-FR-DE-2026-04-24-0002-1

Overview Form 2 Form 6

Form 6 (COMPLETED

& Get PDF [ Print & Attach Document

Introduction section

SECTION A
Issuing authority of the EPOC-FR

SECTION B
Addressee of the EPOC-PR

SECTION C

Information on prior EPOC-PR

Event & Message Timeline

Recipients:

Introduction section

Under Regulation (EU) 2023/1543 of the European Parliament and of the Cot
Preservation Order Certificate (EPOC-PR) the addressee must, without undue ¢

+ Validation check

AN Jeff1 s @ EN

Tribunal Judiciaire de Parls

Automatic translation @ I
National Case No. -

O Comment ¢ Download Workflow ~

Accept Review 1
Reject

Return for amendment

B Form 5

@ Send other information

@ Request for additional information

preservation must cease after 60 days, unless the issuing authority confi
production has been issued. Within the 60 days, the issuing authority may exten @ Withdrawal
additional 30 days where necessary, to allow for the issuing of the subsequent

set out in this Annex.

2 Close a case
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Al Jeff1
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28 Dashboard
EPOCPR = EPOCPR-FR-DE-2026-04-24-0002-1 O Comment < Download Workflow v
—> Issued requests

[®) Received requests Overview Form2 Form6&  Event & Message Timeline

3 Drafts 3
Form 6 (POSITIVELY REVIEWED / Recipients:
a4 Downloads
< Get PDF / Print & Attach Document + Validation check
Introduction section Introduction section
SECTION A
Issuing authority of the EPOC-PR Under Regulation (EU) 2023/1543 of the European Parliament and of the Council (1), upon receipt of the European
Preservation Order Certificate (EPOC-PR) the addressee must, without undue delay, preserve the data requested. The
SECTION B preservation must cease after 60 days, unless the issuing authority confirms that the subsequent request for
Addressee of the EPOC-PR production has been issued. Within the 60 days, the issuing authority may extend the duration of the preservation by an
additional 30 days where necessary, to allow for the issuing of the subsequent request for production, using the form
SECTION C set out in this Annex.
Information on prior EPOC-PR
SECTION D
Extension of the prior preservation
order
*@example.com @ Success /4 X

JUDEX BE-MAIN-4.1.x-13/FE-4.1.0-
RC13-CODEFREEZE
eUl 21.0.4

The request has been successfully reviewed

Figure 10-16: Form 6 accepted

(@) A success message will be displayed in the bottom.
() A form status will change from “Completed” to “Positively Reviewed”.

Alternatively:

A. Click Workflow > Return for amendment and enter optional message - the form
will go back to an editable draft editable and will have to be amended.

B. Click Workflow > Reject and enter optional message — The form will then be marked
as rejected, and no further Workflow actions can be performed on it.

NOTE: If the form is rejected, a new one can be created from the Workflow dropdown menu.
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10.3.4 Sign Form 6

Following a positive review, the next step in the workflow is apply signature to Form 6.

Form 6 needs to be signed in the same manner as an EPOC or EPOC-PR. For detailed
instructions, refer to section 9.2.4 on signing procedures.

Once the form has been signed, its status will automatically update to “Signed”:

A
8

i

European
Commission

Start new request

Dashboard

User Manual

—> Issued requests
) Received requests

[ Drafts

Form 6 (SIGNED

ala Downloads

Introduction section

SECTION A
Issuing authority of the EPOC-PR

SECTION B
Addressee of the EPOC-PR

SECTION C

Information on prior EPOC-PR

SECTION D
Extension of the prior preservation
order

*@example.com

JUDEX BE-MAIN-4.1.x-13/FE-4.1.0-
RC13-CODEFREEZE

eUl 21.0.4

1 I JUstice Digital EXchange System (JUDEX)

EPOCPR = EPOCPR-FR-DE-2026-04-24-0002-1

Overview Form 2 Form 6

AN Jeff1
s s (@)« ® &

Automatic translation @ MK

O Comment

Event & Message Timeline

Recipients:

Introduction section

Under Regulation (EU) 2023/1543 of the European Parliament and of the Council (1),
upon receipt of the European Preservation Order Certificate (EPOC-PR) the addressee
must, without undue delay, preserve the data requested. The preservation must cease
after 60 days, unless the issuing authority confirms that the subsequent request for
production has been issued. Within the 60 days, the issuing authority may extend the
duration of the preservation by an additional 30 days where necessary, to allow for the
issuing of the subsequent request for production, using the form set out in this Annex.

@ Success X

The request has been signed

Figure 10-17: Form 6 signed successfully

< Download

National Case No. [H = «

Workflow v

Attachments

Document.pdf

Created at:
24/04/2026 15:23

Antivirus status:
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10.3.5 Send Form 6

The last step of the internal workflow is to send out Form 6.

4 ff
2= ruropean 1 I JUstice Digital EXchange System JUDEX) il doiale o P @ v @ N

=_ Commission

U
Automatic translation @ I

© Start new request User Manual National Case No. [ | ®

22 Dashboard

EPOCPR = EPOCPR-FR-DE-2026-05-08-0001-1 O Comment || ¢ Download || Workflow ~
—> Issued requests
() Received requests Overview Form2 Form&  Event& Message Timeline send 1
B Orahs = Form 5
Recipients:
L Form 6 (SIGNED e(“:‘m' . 2
entity name
aa Downloads Y = Send other infarmation
& Ge { Print
s Get PDF / Print @ Request for additional information
Introduction section Introduction section © Withdrawal
SECTION A
B Close a case
Issuing authority of the EPOC-PR Under Regulation (EU) 2023/1543 of the European Parliament and of the Council (1), upen r

Figure 10-18: Sending Form 6
(D In the signed form, click Workflow > Send

The system will perform a validation check. If validation is performed successfully, the form
will be sent, and the status will change to “Sent”.

NOTE: Form 6 can only be sent once. Once it has been submitted to the service provider, it
is not possible to create another Form 6.

10.4 Confirm issuance of a request for production following a European
Preservation Order

Sending Confirmation of Issuance a Request for production following a European
Preservation Order (Form 5) is divided into the following workflow steps:

10.4.1 Create and fill in Form 5

(D View the issued EPOC-PR case.
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Figure 10-19: Creating Form 5

) Click Workflow > Form 5

European 1 | JUstice Digital EXchange System (JUDEX)

Commission

T

@ Start new request

User Manual
88 Dashboard
EPOCPR  EPOCPR-FR 3 16-04-24-0002-1
- Issued requests /
Overview Form2 Form5 Form6

&

ed requests.

[2 Drafts
&) Form S (DRAFT

5

& Attach Document

ala Downloads

¢ Get POF / Print

Intreduction section

SECTION A
Issuing autharity of the EPOG-PR

SECTION B
Addressee of the EPOC-PR

SECTION C
Information about the EPOC-PR

SECTION D

Confirmation

Figure 10-20: Form 5 tab displayed

Al Jeff3
e s A (@)~ @ en
Automatic TIPS ﬂ

National Case No. [ *

O Comment % Download Workflow v

Event & Message Timeline

Rer, 6

~ Validation check

CONFIRMATION OF ISSUANCE OF A REQUEST FOR PRODUCTION FOLLOWING A EUROPEAN PRESERVATION ORDER

Inder Regulation (EU) 202311543 of the European Parliament and of the Council (1), upen receipt of the European Preservation Order
Jertificate (EPOC-PR) the addressee must, without undue delay, preserve the data requested. The preservation must cease after 60

™ days, unless extended by the issuing authority by an additional 30 days, or the issuing authority confirms that the subsequent request

for production has been issued, using the form set out in this Annex. Following that confirmation, the addressee must preserve the
data for as long as necessary to produce the data once the subsequent request for production is received.

(3) Form 5 Draft will be created and displayed in a dedicated tab.
(@) Provide the necessary information in Sections A—D of Form 5 and ensure your data is

saved.
(5) Attach documents, if needed.
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(6) Optionally, use the validation check button to verify that all required fields are complete.
10.4.2 Complete Form 5

Once Form 5 is filled in, it can be pushed to the next step of the workflow. See 10.3.2
10.4.3 Review Form 5

The next step in the Form 5 internal workflow is to review it and mark it as “Positively
Reviewed”, return it for amendment, or to reject completely if needed. Edition of Form 6 is
also possible. For more details, see 10.3.3

10.4.4 Sign Form 5

Form 5 must be signed before submission. See section 10.3.4

10.4.5 Send Form 5

Once signed, Form 5 can be transmitted to the relevant addressee. See section

10.5 Deadlines execution in EPOC-PR

This feature is not available in version 4.1.0. [WIP]
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11 Basic functionalities
11.1 Communication between actors
11.1.1 View incoming message

To see a message received from a competent authority of another Member State or a service
provider:

(D) Select Issued or Received Request
() Click a case you wish to view.

Depending on the type of a message/form:

&

fi
oen T (@)« @ e

Automatic translation @ M

European | 1 I Justice Digital EXchange System (JUDEX) Tribunai

Commission

Dashboard

National Case No. [& *

EPOC | EPOC-FR-DE- 3 5-11-0032-1 @ Copy Case O Comment ¢ Download Workflow W

> Issued requests /

Overview Form1 Form 3 Event & Message Timeline

(™ Received requests

B Drafts

Receiving date: Recipients: Deadiine for reply:

Form 3 [RECEIVED N - 2
Tribunal Judiciaire de Paris(1) -

sia Downloads -
s Get PDF / Print

Introduction section INFORMATION ON THE IMPOSSIBILITY OF EXECUTING AN EPOC / EPOC-PR
SECTION A
Certificate concernad Under Regulation (EU) 2023/1543 of the European Parliament and of the Council (1), in cases Attachments
where the addressee cannot comply with its obligation to preserve the requested data under an
EPOC-PR or to produce it under an EPOC, cannot respect the specified deadline or does not
provide the data exhaustively, this form should be completed by the addressee and sent back to  Created at: 11/05/2026 1536
the issuing authority as well as, where a notification took place and in other cases where  anivirus status:

Token.pdf

SECTION B

Relevant authority(ies).

SECTION C applicable, to the enforcing authority referred to in the EPOC, without undue delay.
Addressee of the EPOC/EPOC-PR Token.xml

Created at: 11/05/2026 15:36
SECTION D Where possible, the addressee shall preserve the data requested even where additional

) - ) - ) - = | Antivirus status: ~*
Reasons for non-execution information is needed to identify them precisely, unless the information in the EPOC/EPOC-FR is
insufficient for that purpose. If clarifications by the issuing authority are needed, the addressee

shall seek them, without undue delay, using this form.

Document.paf

SECTIONE

Conflicting obligatians arising from the law

Created at: 11/05/2026 15:36

of third country

SECTION F
Request for additional
information/clarification

SECTION G

Figure 11-1: Form 3 tab: Overview

Antivirus status: ~"

Document.xml
Created at: 11/05/2026 15:36

Antivirus status: ~

(3 If you receive Form 3, it will be visible as a separate tab. Click it to see its contents.

Page 165 of 222



Version: 1.0 Date: 21/05/2026

European
Commission

ff
1 1 JUstice Digital EXchange System (JUDEX) o Pt @ v @

Tribunal Judiciaire de Paris(]

Automatic translation @ M
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EPOC = EPOC-FR-DE-2026-05-08-0024

& Copy Case || D Comment || c» Download || Workflow
—> Issued requests 4 J
() Received requests Overview Form1  Orounds for refusal T8fm Event & Message Timeline
11/05/2026 15:48
B Orafts —
ISSUING STATE 11 French Republic ENFORCING STATE B8  Federal Republic of Germany
ga Downloads
s Downloads ISSUING AUTHORITY Tribunal Judiciaire de Paris(1) ACCEPTED LANGUAGES Deutsch
SERVICE PROVIDER sp name 2
ADDRESSEE entity name 2
@lol@ =
ACCEPTED LANGUAGES Polish English
TYPE OF ADDRESSEE Legal representative
ENFORCING AUTHORITY Dortmund Zwei Hamm (4)
© status @ @2 Linked cases + Add case link

Figure 11-2: Grounds for Refusal: Overview

(@) If you receive Grounds for Refusal, it will be visible in a separate tab. Click it to see the
detailed information.
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ENFORCING AUTHORITY Dortmund Zwei Hamm (4)
® status @ Linked cases + Add case link
Request started on: 08/05/2026 14:27
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ty
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Form 1 v
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Figure 11-3: Other messages and attachments received

(5 Some messages do not have a dedicated tab and will instead appear in the Event &
Message Timeline.

(6) All attachments, messages exchanged in a process of communication, are displayed in
the Overview tab and in corresponding tabs.

11.1.2 Send a request for additional information

Through the Workflow menu, one can send request for additional information to the actors
involved in EPOC/ EPOC-PR case.
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Alll Jeff3
Tribunal Judiciaire de Paris(1) @ v @ N

)
Automatic translation @ MK
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® | @ Withdrawal
m = Close a case

racantativa

Figure 11-4: Selecting a “Request for additional information” button

(D Click Workflow > Request for additional information.
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Request for additional information X
[ SENDER RECIPIENT
Tribunal Judiciaire de Paris(1) (Issuing authority) 2 Staatsanwaltschaft Dortmund Zweigstelle Hamm (4) (Enforcing authority)

4 entity name 2 (Service provider)

Message:
Normal ¢ SansSerif ¢ B J U & A X, X? = = =i = 7, 9O C 4Chaacers
test 3

¥ Show translation

Deadline for reply:

‘ dd/mm/fyyyy ‘ 4/

SIGNED MESSAGE

+ Upload document

6
/ 5
/. 1 A
| & Attach Document | | ¥y Get PDF / Print ‘ X Close |

Figure 11-5: Steps to send a request for additional information

() Select the recipient(s) of the message.

(3) Type a message in the text area.

(@) Select a deadline for reply.

() Attach documents, if needed.

(6) Click Save, to keep the message in the system as draft.

| Al Jeffl
£ European | 1 I Justice Digital EXchange System (JUDEX) bons Suncas e Porort @ v @ En

=" Commission

Automatic translation

® Start new request

National Case No. [ | *

User Manual
22 Dashboard
EPOC | EPOC-FR-DE-2026-05-08-0024-1 @ CopyCase || O Comment || ¢ Download || Workflow v
> Issued requests 7
(%) Received requests Overview  Form1 ﬁ’:}‘f‘;fﬁ'?f 'ﬁ'“sa"mm Event & Message Timeline
5/2026 15:48
[ Drafts
2 Update messages
s Downloads
M/05/2026 16:05 7 Reguest Tor addiional information 2 e
Created draft to sp name 2, Dortmund Zwei Hamm (4) o

Figure 11-6: Viewing a draft request for additional information
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(@) Click Event & Message Timeline tab to see a draft message.
Click Edit on the right side of message to edit your message and access Send button.

Request for additional information x
) SENDER RECIPIENT
Tribunal Judiciaire de Paris(1) (Issuing authority) Staatsanwaltschaft Dortmund Zweigstelle Hamm (4) (Enforcing authority)

entity name 2 (Service provider)

Message:

Normal : SansSerif : B J U &S A X, X = i= = = i= 7T, 9 C 4cChermacters

test

¥ Show translation

Deadline for reply:

‘ dd/mm/yyyy ‘
SIGNED MESSAGE

+ Upload document

9

| & Attach Document ‘ ‘ c¥y Get PDF / Print | X Close ‘

Figure 11-7: Sending a request for additional information

(9) Click Send to send the message to the selected recipient(s).
Your message and a future reply can be accessed from the Event & Message Timeline tab.

NOTE: The ‘Request for additional information’ message is accessible to issuing and
enforcing authority users, following the same procedure for both.

11.1.3 Reply to a request for additional information

You can reply to a request for additional information. Direct reply will make your response
correlated with a request received and displayed in a thread of messages.
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Token.pdf

Figure 11-8: Reply to request for additional information: Clicking” Reply” button

(D View the Timeline of a case, where the Request for additional message is displayed and
click a Reply button.

Al Jeff1
= European B JUstice Digital EXchange System (JUDEX) T sl @ v @ EN

= Commission

Reply to request for additional information X P Y -’2
@ Start new reques| A
. [ SENDER @ RECIPIENT fional Case No. “

Dashboard . N .

Staatsanwaltschaft Dortmund Zweigstelle Hamm (4) (Enforcing entity name 2 (Service provider) tload ‘ | Workflow

> Issued requests authority) Tribunal Judiciaire de Paris(1) (Issuing authority) 2/
Received requests Message:
Drafts Normal : SansSeriif : B T U & A X, X' = ==& iz T, O C Tchancers
Downloads
User Manual 3 ) Reply

s

3% She_--anslation

5 4

i
& Attach Document | % Get PDF / Print < Cancel

rL Document.pdf
10512026 17:20 Racaivad

Figure 11-9: “Reply to request for additional information” pop-up window

(@) Select the recipient of a message.
(3) Type a message in the text area.
(@) Attach documents, if needed.
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() Click Save, to keep the message in the system as a draft.

Draft will appear in Event & Message Timeline tab if the user clicks “Close”.

European
Commission

ala Downloads.

I B JUstice Digital EXchange System (JUDEX)

User Manual

EPOC | EPOC-FR-DE-2026-05-11-0043-1

Grounds for refusal form
Overview  Form1
13/05/2026 10:09

Event & Message Timeline
2 Update messages

13/05/202613:58 O (s Request for additional information

AN Jeftl
s (@) o e

Automatic translation @

National Case No. «

‘ D Comment || ¢ Download || Workflow v ‘

_,

© Reply

Received from Tribunal Judiciaire de Paris(1)
User Monual
Token.pdf
1300512026 & Reply 1 request for aditional nformation
1403 Created draft to Tribunal Judiciaire de Paris(1)
User Manuof
1ns0e nena DB emiinoe foe rabie

Figure 11-10: Reply to request for additional information: Editing a draft

(6) Click Event & Message Timeline tab to see a draft message.
(@) Click on the message icon. A pop-up where you can edit the message and attachments

will be displayed.

European
Commission

@ Start new reques
Dashboard
Issued requests
Received requests
=) Drafts

sia Downloads

Figure 11-11

W Ustice Digital EXchange System (JUDEX)

Reply to request for additional information

Stastsanwattschat

[ SENDER (f) RECIPIENT
Dortmund Hamm (4) (Enf entity name 2 (Service provider)
authority) - Tribunal Judiciaire de Paris(1) (Issuing authority)
Message:
Normal Sansseit : B T UGS A X, X' = [ESEE 7, OC MNcwxus

b

Al Jeft]

ft Dortmung Zweigstel.

@v @ EN

x

User Manual

fional Case No. [5) -
Vload Workflow Vv
£ Reply

3 Show transiation

& Attach Document

Document.pdf

NINKI202817:20

Raralvact

: Replying to a request for additional information

Page 172 of 222




Version: 1.0 Date: 21/05/2026

Click Send to send a message.
(9) Your message can now be accessed from Event & Message Timeline tab.

NOTE: You cannot reply to a received reply message for EPOC and EPOC-PR use case.
11.1.4 Send other information

Through the Workflow menu one can send any other information to the actors involved in
EPOC/EPOC-PR case.

Al Jeff1
Staatsanwaltschaft Dortmund Zweigstell... v @ EN

22
Automatic translation @ M

National Case No. «

O Comment s Download Workflow A

v Create Grounds for refusal

© Send other information 1
® Request for additional information
& Close a case

Figure 11-12: Send other information: Workflow menu

(D Click Workflow > Send other information.
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2 . o Al Jeff1
Egr//n § furopean | ™ JUstice Digital EXchange System (JUDEX) comrvtnan o e, (@) @ EN
=l — Commission
i H 22
Send other information X —— Qo &
@ Start new reques| .
i [ SENDER RECIPIENT fional Case No. [E | «
22 Dashboard ) ) ) | S
aaaaaa Dortmund Zwei Hamm (4) (Enforcing entity name 2 (Service provider) Moad Workflow
- Issued requests authority) Tribunal Judiciaire de Paris(1) (Issuing authority)
™ Received requests Message:
(2 Drafts Normal ¢ SansSerif : B T U & A X, X! = S =S i 7, O C  1charaters
ala Downloads
User Manual .
2 Sho'.*nslallon .
d & Attach Document cYa Get PDF / Print ¢ Cancel |
) Reply

Received from Tribunal Judiciaire de Paris(1)

User Manual

Figure 11-13: Send other information: Fields to fill-in

(2) Select the recipient(s) of the message.

(3) Type a message in the text area.

(@) Attach documents, if needed.

(5) Click Save, to keep the message in the system as a draft.

The draft will appear in Event & Message Timeline tab if the user clicks “Close”.
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b

= N AN Jeffl
-/*\”{, European | = Ustice Digital EXchange System (JUDEX) Staatsanwaltschaft Dortmund Zweigstell @" @ EN

[

= Commission

=

@ Start new request

28 Dashboard

Automatic translation

User Manual National Case No. N
EPOC | EPOC-FR-DE-2026-05-11-0043-1 6 O Comment | < Download | Workflow W

] Received requests Overview Form 1 Grounds for refusal form Event & Message Timeline
13/05/2026 10:09

—> lIssued requests

3 Drafts

< Update messages U

5

ala Downloads
13/05/2026 14:12 & Send other information

Created draft to sp name 2, Tribunal Judiciaire de Paris(1)

User Manual
Figure 11-14: Send other information: Editing a draft message

(6) Click Event & Message Timeline tab to see a draft message.
(@ Click Edit on the right side of the message. A pop-up where you can edit the message
and attachments will appear.

A Al Jeffy
| £ European B Ustice Digital EXchange System (JUDEX) Stastasnmatictaf Dortmund Zwekgsied @ v @ EN
=l S Commission
. . 22
Send other information X
@ Star new reques
: 2 SENDER () RECIPIENT fional Case No. [5) o
28 Dashboard
E staatsar Dortmund Z Hamm (4) (Enforcing ! entity name 2 (Service provider) Vload Workflow Vv
~> Issued requests authority) ' Tribunal Judiciaire de Paris(1) (Issuing authority)
[ Recelved requests Message:
Nomal : SansSerit : B JT U S A X, %X = [E =S = L O C MNowaus
sa Downloads
User Manual
Sz Show transiation

& Atach Document ¢t Get 1 < Cancel g
© Reply

Received from Tribunal Judiciaire de Paris(1)

Figure 11-15: Sending other information to the selected recipient(s)

Click Send to send a message to the selected recipient(s).
Your message can be accessed from the Event & Message Timeline tab.

Page 175 of 222




Version: 1.0 Date: 21/05/2026

NOTE: The ‘Send other information’ message is accessible to issuing and enforcing
authority users, following the same procedure for both.

11.1.5 Reply to “Send other information” message

You can directly reply to a “Send other information” message. This will make your response
correlated to a message and displayed in a thread.

Alll Jeff3
i% European | I |l JUstice Digital EXchange System (JUDEX) Tribunal Judiciaire de Paris(1) @ v @ N

= Commission

Automatic translation

@ Start new request

28 Dashboard

User Manual National Case No. &,

EPOC = EPOC-FR-DE-2026-05-11-0043-1 @ Copy Case O Comment s Download Workflow W
—> Issued requests 1

™) Received requests Overview Form1 Event & Message Timeline

3 Drafts = Update messages 2
sa Downloads 13/05/2026 14:10 (& Send other information ) © Reply
Received from Dortmund Zwei Hamm (4)
User Manual
Token.pdf

Figure 11-16: Reply to “Send other information” button

(D View the Timeline of a case, where the “Send other information” message is displayed
and click a (2) Reply button.
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§ European | I | JUstice Digital EXchange System (JUDEX)

= Commission

Send other information

@ Start new reques!

Al Jeff3
Tribunal Judiciaire de Paris(l) @ v @EN

X :ERROR: x ﬂ

[ SENDER RECIPIENT tional Case No. &,
Dashboard ) . . )
Tribunal Judiciaire de Paris(1) (Issuing authority) entity name 2 (Service provider) oad ‘ | Workflow
—> Issued requests —/ J
) R ] " haft Dortmund Zwei Hamm (4) (Enforcing
ecelved requests
o adtes authority)
[ Drafts Message:
sl Downloads M= = — — R
° Normal ¢ SansSerif : B I U S A X, x! = = &E &= T, O C 0Chrtes 9 Reply

Please enter the reason for the selected decision

L)

ﬁ & Attach Document c% Get PDF / Print
;

13/05/2026 13:58 ? (v Request for additional information )

Sent to tschaft Dortmund

£ Reply

4

Hamm (4)

Figure 11-17: Reply to “Send other information” message pop-up window

(3 Select the recipient.
(@) Type a message in the text area.
(5) Attach documents, if needed.

(6) Click Save, to keep the message in the system as a draft.

Draft will appear in Event & Message Timeline tab if the user clicks “Close”.
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— European |
= Commission

@ Start new request

23 Dashboard

—> lIssued requests
) Received requests
@ Drafts

s Downloads

Overview

1 JUstice Digital EXchange System (JUDEX)

User Manual

EPOC = EPOC-FR-DE-2026-05-11-0043-1

)

Form1 Event & Message Timeline
< Update messages

13/05/202614:13 O (& Send other information

Al Jeff3

Tribunal Judiciaire de Paris(1)

@v @ EN

Automatic translation @ M
National Case No. “«

Copy Case [ O Comment s Download ‘ Workflow v
£ Reply

Hamm (4)

Received from Dortmund
User Manual
Token.pdf v/
13/05/2026 @ Send other information
14:17 Created draft to

A

1aft Dortmund 21

ig Hamm (4)

Figure 11-18: Reply to “Send other information” message: Editing a draft message

(@) Click Event & Message Timeline tab to see a draft message.
Click on the draft reply to Send other information message. A pop-up where you can edit
the message and attachments will be displayed.

& European |
= Commission

si

© Start new reques
Dashboard

> Issued requests

™ a
{=) Drafts

sa Downloads

0§ Justice Digital EXchange System (JUDEX)

Send other information

AN Joft3

Trivunal Judiciare

@v @ EN

o B

Ge Pacin(t

) SENDER (%) RECIPIENT fional Case No. [ ' *
Tribunal Judiciaire de Paris(1) (Issuing authority) entity name 2 (Service provider) Voad Workfiow Vv
haft Dortmund Z Hamm (4) (Enforcing
authority)
Message:
Noeme Sans Serif BIUS A x;XX = |E=EEE= L O C Ocwcus © Reply
Please enter t on fo
© Reply
A
& Atach Document <{ Cancel < Send
13/05/2026 13:58 ' Request for agditional information
Sent to Staat ft Dortmund g Hamm (4)

Figure 11-19: Sending a reply to “Send other information” message
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(9) Click Send to send a message.
Your sent message can now be accessed from Event & Message Timeline tab.

11.1.6 Signing (optionally) additional messages

JUDEX Portal allows the competent national authorities to optionally sign the messages
listed below:

EPOC:

*  Court Decision (not available),

* Enforcement Decision (not available),
* Grounds for Refusal,

* Request for additional information,

*  Withdrawal.

EPOC-PR:

e Enforcement Decision (not available),
e Request for additional information,
e Withdrawal.
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Request for additional information X
[ SENDER RECIPIENT
Tribunal Judiciaire de Paris(1) {Issuing authority) entity name 2 (Service provider)

Staatsanwaltschaft Dortmund Zweigstelle Hamm (4) (Enforcing authority)

Message:

Normal ¢ SansSerif ¢ B T U S A X, X = i= = == 7 O C 16 Characters

User Manual

3, Show translation

Deadline for reply:

| dd/mm/yyyy ‘
SIGNED MESSAGE

2
+ Upload document 1

‘ @ Attach Document | ‘ % Get PDF / Print | X Close ‘

Figure 11-20: Upload signed PDF

(D Click “GET PDF/Print” button and save the message in PDF format on your local disc.
(2) Sign the downloaded message and upload it to JUDEX RI by clicking the “Upload
document” button.

NOTE: The “Get PDF/Print button” is unavailable until the user enters data in the text
field and clicks “Save” button.

11.2 Technical Evidence

Received messages within cases contain a Token.xml and a Token.pdf. These files verify the
authenticity of the document received from the counterparty and can be accessed in either of
the following locations:

e The Overview tab, under the "Attached Documents" section.
e The Event & Message Timeline.
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6‘

e-CODEX .eu cip

e-CODEX

e-Justice Communication via Online Data Exchange

Trust OK-Token

General Information

Issuing Country PL
Advanced Electronic System Authentication-based
Document Information application/pdf, "MainDocPlaceholder. ™
Time of lssuance 2020-08-06 22-26 UTC
Legal Result
Evaluation of the Document Successful

e-CODEX approves the validity of the document. It is
attested that it fulfils the requirements to be legally valid in
the sending country.

Further details can be found in the attached validation
report and its technical assessment.

Figure 11-21: Technical Evidence

If you are the sender of a case or message, you can also download technical evidence to check
the current delivery status, by following the steps below.
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AN Jeffl
1 I JUstice Digital EXchange System (JUDEX) ikonel ciciabn 0 P @ v @EnN

European
Commission

Automatic translaton @ M

88 Dashboard

EPOC | EPOC-FR-DE-2026-05-11-0037-1 @ Copy Case O Comment & Download Workflow v
- Issued requests
) Received requests Overview  Form1  Event& Message Timeline

@ orafts = Update messages

ala Downloads 11/05/2026 13:26 (7 Form 1 sent to Validating Authority

Sent to Validating Authority ~Tribunal Judiciaire de Paris(29) 1

Document.pdf —
11/05/2026 13:23 Sent for validation | by Jeff1 Alll
11/05/2026 13:23 Signed (Sections A-L) ) Dy Jeff1 Alll

11/05/2026 13:22

an | by Jeff1 Alll
11/05/2026 13:22 Accepted | by Jeff1 Al
11/05/2026 13:21 Completed (Sections A-L) ) by Jeff1 Alll

11/05/2026 13:21 (g (Case created)) by Jeff1 AN

Figure 11-22: Download technical evidence: Timeline view

(D) Open the Event & Message Timeline and click on the sending event.

Form1 X
B4 Sender Recipient
fit Tribunal Judiciaire de Paris(1) it Validating Authority -Tribunal Judiciaire de Paris(29)
& &
& %
= =
= =
& Attached documents
Created at Size Antivirus status

Document.xml 11/05/2026 13:23 8KB —_
Document.pdf 11/05/2026 13:23 1349 KB —

2 3

/

Delivery Status: DELIVERY Changed on: 11/05/2026 13:26 = Download Technical Evidence

Figure 11-23: Download technical evidence

(2) You can see the Delivery Status.
(@) Detailed technical evidence can be downloaded and shared with the respective personnel.
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11.3 Copy case

This feature allows users to save time by copying an existing EPOC case when a similar
request needs to be sent cross-border.

NOTE: The "Copy Case" function is only available to users with the Author and/or
Supervisor role at the issuing State authority. It can be performed on cases with the following
statuses:

e Draft
e [Issued
e C(Closed

Steps to Copy a case:

Mational Case No. ey
1

il Delete Case H (¥ Copy Case ‘ O Comment H s Download H Workflow

Figure 11-24: “Copy Case” button

(1) Open the case you wish to copy and click the "Copy Case" button.

Copyacase (2 X

Subject of Request

l User Manual_Copy l

3

Figure 11-25: “Copy Case” pop-up window

(2 A pop-up window will appear. Enter a new subject/case title and (3) select "Continue".
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;v\'“ Al Jeff3
B oo | V1 Ustice Digial Exchange System (JUDEX) i ey (@) @ en

Commission
B Automatic [INEEICIINS ﬂ
-

User Manual_Copy @ National Case No. [

EPOC a @ DeleteCase || (@ CopyCase || O Comment || & Download || Workflow v
-» Issued requests

Overview Form 1 Event & Message Timeline

(*) Received requests

[® Drafts ISSUING STATE 11 French Republic ENFORCING STATE M Federal Republic of Germany

da Downloads ISSUING AUTHORITY Tribunal Judiciaire de Paris{1) SERVICE PROVIDER

@ Search for addressee

@® status @ ¢ Linked cases + Add case link

Request started on: 28/04/2026 10:31
Latest update on: 28/04/2026 10:31 No cases linked

=5 Assigned users & Display roles | | Qs Edit users

2 JeffaAn Tribunal Judiciaire de Paris(1}

& Attached documents

No attachments yet
[Gh contact ~

ISSUING AUTHORITY ~

Authar

Tribunal Judiciaire de Paris(1)

Figure 11-26: Copy Case: New case creation

(@) A new case will be generated. Most of the original EPOC data will be copied, except for:
o The selection of competent authorities (Sections A, I, L, M) and the addressee
e Signatures in Sections A—L (and M, if applicable)

These details must be reapplied before the copied case can be issued.

This functionality is not yet available for EPOC-PR and for One-To-Many request format.
11.4 Download the complete case

All users having access to the case (by assignment or by privilege) have the possibility to
download the complete case to the local storage (PC or network shared disk).

The user can request to prepare a file for such download at any time while having access to
the case. This request is triggering the process of completion of all case information, which
can take some time, especially if the case has many large attachments. The case (e-forms, all
messages, comments and attachments) will be compressed into a ZIP file. This ZIP file is
accessible later, even in the event that the user meanwhile has been revoked from handling
the case or the case has been deleted.
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Downloaded ZIP file contains comments, forms, messages.

sa Downloads

User Manual
EPOCPR | EPOCPR-FR-DE-2026-04-24-0002-1

Overview Form2 Form5 Form6  Event& Message Timeline

ISSUING STATE 11 French Republic

ISSUING AUTHORITY Tribunal Judiciaire de Paris(1)

(© Status m

Figure 11-27: "Download" button

ENFORCING STATE

SERVICE PROVIDER

ADDRESSEE

ACCEPTED LANGUAGES

TYPE OF ADDRESSEE:

@ Linked cases

AN Jeff3
e (@)~ @ en

Automatic JIEZEIT NP ﬂ

1 Bl Case No. [& -

D Comment || ¢ Download || Workflow

™8 Federal Republic of Germany

sp name 2

entity name 2
@iols

Legal representative

+ Add case link

(D To schedule a download, go into the case details screen and use the “Download” button.

Download confirmation

Please enter the name of the file (.zip extension will be added automatically)

File name

[ testtest) (2

‘ < Cancel ‘

Figure 11-28: Downloading a ZIP file

(@) Set the name of the ZIP file with case details.

() Click the ,,Download” button again.

If everything went smoothly, user the following confirmation pop-up should be displayed:
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Success X
@

The file will appear in the Downloads tab as a zip
in a few minutes

Figure 11-29: Download confirmation

Downloaded ZIP-file lands in DOWNLOADS section, on the left-hand menu.

8

AN Jeff3
-z_ European 1 I JUstice Digital EXchange System (JUDEX) bl Suckiok de Parist] @ v @EN

Commission
B Automatic JIISEIsE IR H

Start new request
d Filename [T size T Creation date Available until [T Status [T
7744D94f-340-4a00-accd-ad2add1acc a8 test test.zip 488.0 Kb 27/04/2026 11:40 28/04/2026 T:40 Ready 43 Downioad
(@ Drans
s tems per page: [ 10 v j
ol Dcumioncs Showing 1-1 items of 1 !

Figure 11-30: “Downloads” section

The files that will be downloaded may have several statuses:

Ready - this means the file is ready to download;

Scheduled - this means that the file is waiting in a queue to be ready for download;
Error - means that the action to prepare the document for download has failed.

11.4.1 Deleting files from DOWNLOADS

Id Filename |T size [T Creation date T Available until [T Status [T
7744b94f-34c0-4a0d-accd-ad2addlaccd8 test test.zip 488.0 Kb 27/04/2026 11:40 28/04/2026 11:40 Ready 3 Download
Items per page: | 10 v | [I]
Showing -1 items of 1

Figure 11-31: Deleting files from “Downloads” section

(1))

You can delete unnecessary downloads by using the “x” icon.
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11.5 Internal Comments

Internal comments can be added to a case along with attachments. These comments and
attachments are only visible in the national competent authority own timeline.

Comments are only visible internally and not transmitted anywhere.

Any user having access to the case can place a new comment or edit (add or delete an
attachment, edit the text) and delete an existing comment.

b

AN Jeff3
European 1 I JUstice Digital EXchange System (JUDEX) s oo (@) @ en

Commission
Automatic ISR ﬂ

National Case No. (] |

User Manual 1
EPOCPR | EPOCPR-FR-DE-2026-04-24-0002-1

O Comment s Download | | Workflow v

Overview Form2 Form5 Form6  Event & Message Timeline

ISSUING STATE B French Republic ENFORCING STATE ™ Federal Republic of Germany
o Downloads ISSUING AUTHORITY Tribunal Judiciaire de Paris{1) SERVICE PROVIDER spname2
ADDRESSEE entity name 2
ACCEPTED LANGUAGES Palisn) (Engiisn
TYPE OF ADDRESSEE Legal representative
(@ status m @2 Linked cases + Add case link

Figure 11-32: "Comment" button

(@ To add a comment, a user needs to be inside an EPOC or EPOC-PR and select a
“Comment” button.

Comment

Normal 3 samsSerf : B T U & A X, X! = ==& = 7, 9D C 9cnaacters

test lesﬂ

| & Attach Document | < Cancel ‘ <¢ Add comment

Figure 11-33: Adding internal comments
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(2) Once an internal comment is added, internal attachments can be added, and both can be
saved.

Al Jeffd
European | 1 I JUstice Digital EXchange System (JUDEX) Tribunat Juiciolre de Paris1 @ v @ En

Commission

= Automatic ERROR x ﬂ
EPOCPR = EPOCPR-FR-DE-2026-04-24-0002-1 O Comment ¢ Download Workflow

Overview Form2 Form5 Form6  Event&Message Timeline

B Dratts = Update messages

sl Downioads 27/04/2026 1:43 () (Comment) by Jeff3 AIN

Figure 11-34: Comments displayed in the “Event and Message Timeline”

(®) All comments made are visible in the Event & Message Timeline of that single case.
After deletion of the comment, it is no longer visible in the timeline.

11.6 Workflow menu

AN Jeff3
_\ gopesn | 1 1 JUstice Digital EXchange System (JUDEX) Sl i e P @v (-]

Commission

@ Start new request

Automatic translation @ M

User Manual National Case No. (] | @

28 Dashboard

EPOC | EPOC-FR-DE-2026-04-28-0001-1 5 CopyCase || O Comment || ¢ Download || Workflow ~
> Issued requests
Py — Overview  Form1  Event & Message Timeline = Send ather information
[} ISSUING STATE 11 French Repubiic ENFORCING STATE W faderal Republic of @ Request for additional information
b Aol ISSUING AUTHORITY Tribunal Judiciaire de Paris(1) ACCEPTED LANGUAGES Deutsch
il | Downioucts © Inform About Going To Court

SERVICE PROVIDER spname 2

ADDRESSEE entity name 2 © Withdrawal

B o8| ocoseacse

Figure 11-35: Workflow menu

The Workflow menu provides actions possible for drafts, issued and received cases. It serves
both issuing and enforcing authorities. Additionally, it allows sending of messages between
the actors of EPOC and EPOC-PR cases. Available options set-in drop-down menu depend
on user role and workflow state of the Case.
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11.7 Close case

Closing a case takes effect only on the closing party’s side. Counterparties are not notified
of the case closure, and this action is not reflected as a status on their Event and Message

timeline.

Al Jeff3
Tribunal Judiciaire de Paris(1) @ » @ EN
Automatic translation @ R

National Case No. &,

iment H ¢ta Download H Workflow |

& Send other information

cof @ Request for additional information
& Inform About Going To Court
© Withdrawal

I | = Close a case 1

Figure 11-36: Closing a case: Workflow menu

(D Click Workflow > Close a case
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Closing the case X

Are you sure you wish to close this case? Before closing the case, please review the infromation below:

Warning

Please remember that closure of the case is an internal action and will not be communicated to the other authority. To read
information about the process, click on the arrow icon next to the selected process, or click Expand All.

Expand all/Collapse

2
Closing the case >
Withdraw the case >
3
Cancel Close

Figure 11-37: Close a case pop-up warning

@) A pop-up confirmation window will be displayed, with the possibility to collapse/expand
all the necessary information.
(3) Click “Close’, the status will be changed to Closed.

NOTE: If the user decides to “Cancel” the action, the case will not be closed.

Remarks:

e After case closure, some actions of Workflow menu are no longer available.
However, you can still use Workflow menu to:
o Send any other information,
o Reopen the case.

11.7.1 Re-open closed case

Reopening a case takes effect only on your authority’s side. The counterparties are not
notified about the reopening of a case, and this action is not reflected as a status on their
Event and Message timeline.

To reopen a case:
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& AN Jefa
= European I I Justice Digital EXchange System (JUDEX) Tribual Judicisire de Paris{1 @ v gD EN

Commission

Automatic translation @ M

User Manual National Case No. [£ |

EPOC | EPOC-FR-DE-2026-04-28-0001-1 & Delete Case @ Copy Case O Comment & Download Workflow A
Overview Form1  Event & Message Timeline & Send other information
ISSUING STATE 11 French Republic ENFORCING STATE W Foderal Republic of German, & Reopenacase (L
ISSUING AUTHORITY Tribunal Judiciaire de Paris(1) ACCEPTED LANGUAGES Deutsch >

Figure 11-38: Reopening a case: Workflow menu

(D Click Workflow > Reopen a case.
(2) The status will be changed back to Issued.

11.8 Download PDF and Print

The button is visible for all messages and forms in EPOC and EPOC-PR exchanges.

__.—-—-_;/j/
i % European | B | JUstice Digital EXchange System (JUDEX)
= = Commission

@ Start new request
Ve Y

28 Dashboard
EPOC | EPOC-ER-DE-2026-04-28-0001-1
—> lIssued requests 1

™ Received requests Overview Form1  Event & Message Timeline

[ Drafts ct Get PDF [ Print 2

a5 Downloads ) )

Introduction section EUROCF

SECTION A

Issuing/validating authority Under
Europe

SECTION B in accc

Addressee under |

SECTION C Inall c

Deadlines unless
presen

Figure 11-39: “Get PDF / Print” button
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(D Enter a Form/message you wish to download.

(@) Click “Get PDF / Print”, which will trigger downloading PDF file to your computer.

Wait until download of PDF completes. Depending on the connection and PDF size, delay
in download may occur. Open the downloaded file in a web browser or PDF reader (Adobe
Acrobat or other). Use Print feature of your browser or PDF reader to print a file.

11.9 Attaching files to a case

The button is visible for cases in draft stage.

I § JUstice Digital EXchange System (JUDEX)

88 Dashboard
EPOC
— Issued requests 1 y

Overview Form1 Event & Message Timelso

If'l Received requests

[ Drafts s Get PDF / Print & Attach Document

.”’g Downloads . )
Introduction section

SECTION A

Issuing/validating authority

SECTION B

Addressee

SECTION C

Deadlines

SECTION D

Relation to a previous production/preservation
request

SECTION E (+ SECTION F)
Information to support identification of the
requested data

SECTION G

Information on the underlying conditions

SECTION H
Information to the user

Figure 11-40: Attaching files to a case

m

~ Validation check

EUROPEAN PRODUCTION ORDER CERTIFICATE (EPO

Under Regulation (EU) 2023/1543 of the European Parliar
(EPOC) must execute this EPOC and must transmit the requ
competent authority indicated under point (a) of Section L o

In all cases, the addressee must, upon receipt of the EPOC
does not allow it to identify those data. The data must cont

applicable, the enforcing authority, indicates that it is no lon¢

The addressee must take the necessary measures to enst
preserved.
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(D Select one of the following respective case tabs: Form 1/ Form 2.
(@) Click Attach Document.
() A dialog box allowing you to browse the file system will be displayed.
(@) Browse your system and select a file to attach OR select the file and drop it into JUDEX.
(5) The file will be added to Attachments and saved in the draft.
e Repeat steps 3-5 to add another file, if needed.
e To remove an attachment (Be careful! You can remove also attachments added by
someone else), click ‘x’ icon visible in the attachments box.

11.10 Mandatory fields

Mandatory fields are marked with an asterisk (*) symbol. See example below:

SECTION B: Addressee *

Addressee:

Name: *

FE Choose addresses

Country:

Type of Addressee:

|:| This order is issued in an emergency case to the specified addressee because the designated establishment or
the legal representative of a service provider did not react to the EPOC within the deadlines set out in Arlicle 10
of Regulation (EU) 2023/1543 or has not been designated or appointed within the deadlines set out in Directive
(EU) 2023/1544 of the European Parliament and of the Council

Figure 11-41: Mandatory fields

There are also conditional validation fields which are mandatory only if certain conditions
are met/certain options selected. In these cases, these fields are marked by a red border and
an error message.

11.11 Virus checking

A virus check is automatically performed by JUDEX whenever a file is attached to and/or
when a file is downloaded from a received communication.
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Clam Anti-Virus software, developed by Cisco Systems, is provided. It is a cross-platform
open-source antivirus software with a GNU (General Public License). Anti-virus checks are
performed automatically.

& Attached documents

Form 1

EPOC User Manual epoc_form_1 (12).pdf

m/rJ:a/EzEn:z;a?Ja 45 zozg s Antivirus status: —
Figure 11-42: Virus checking

(1) When an attachment is being added and the virus scan is being performed, a blue dash
will be displayed.

& Attached documents

Form 1

Created at: Size:
EPOC User Manual epoc_form_1 (12).pdf 28/04/2026 08:45 2025 KB

Figure 11-43: Successful virus scan icon

(@ Once an attachment has been successfully scanned against viruses, a green tick will
appear.

If a virus threat was to be found, a red cross would appear. Files with viruses can be attached
and transmitted as a part of evidence.

If a virus check cannot complete, then a message will be displayed to the user that the check
could not complete.
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& Attached documents

Form 1 3

Document.xml 28/04, 9KB
Document.pdf 28/04/2026 08:21 2025 KB

Token.xml 28/04/2026 08:21 9KB

Token.pdf 28/04/2026 08:21 283 KB Antivirus status

Figure 11-44: Virus checking: Receiving authority’s side

(3) When an attachment is received, the anti-virus scan will be performed on the receiving
actor’s side.

11.12 Save a draft

The button is visible at the bottom of the statutory forms for cases in draft mode.

SECTION K
Notification and details of the notified enforcing
authority

SECTION L

Transfer of data

SECTION M
Further information to be included

) )
Auto save “ ="
Figure 11-45: Saving a draft

(@ Click an active Save button. The button is not active; if the form has been saved
previously/automatically and there are no new changes that could be saved.

(2 For EPOC and EPOC-PR drafts, there is an additional “Auto save” option. When
the auto save is enabled, changing a selected section in a navigational menu of the Form
automatically saves the currently displayed section. If you accidently change the section
without clicking the Save button, the entered data will still be saved automatically.

When the Auto save is disabled, you must manually click the Save button to save new data
in the draft.
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Unsaved data X

Do you want to save the current section? Unsaved data might be lost.

|

Figure 11-46: Unsaved data notification

NOTE: If the user does not save manually, the system will display a pop-up reminder after
switching to another section or window.

11.13 Error, warning, and success messages

Confirmation messages are displayed as a message at the bottom of the screen. These
messages disappear after a couple of seconds.

Success message (green) confirms the requested action was completed successfully.
Example of a success message:

(@) Success X

The request has been successfully completed

Figure 11-47: Success message

Warning message (orange) warns that some actions or information required is still missing
so that the system cannot complete the desired action properly.
Example of a warning message:

,& Warning e

Please fill all required fields

Figure 11-48: Warning message
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Error message (red) informs that the requested action was not completed due to lack of
information, insufficient access rights or by malfunction of the internal components of the
system.

Example of a warning message:

Error X
®

Invalid file uploaded, PDF signatures count
validation not passed

Figure 11-49: Error message

11.14 Change subject of a draft case

The button is visible only for users with the role Author and Supervisor, for cases in DRAFT
status only, before the DRAFT is set as COMPLETED. If one completes the case, the only
way to change the Subject of the Draft is to return the Case for amendment to Author.

E“ % European | B | JUstice Digital EXchange System (JUDEX)
= =— Commission

& Start new request

Dashboard

User Manual

EPOC
> |ssued requests

@ Received requests Overview Form 1 Event & Message Timeline

[2) Drafts ISSUING STATE 11 French Repul

ISSUING AUTHORITY Tribunal Judiciaire

sa Downloads

@ Status @

Figure 11-50: Changing the title of the case
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(D Click the icon to change the title of a case.

i

European 1 | JUstice Digital EXchange System (JUDEX)

= Commission |

® Start new request

User Manual

EPOC

Overview  Form1  Event& Message Timeline

ISSUING STATE B1 French Republic

Downloads ISSUING AUTHORITY Tribunal Judiciaire de Paris(1)

Figure 11-51: Saving case title

(2 Edit the title and click Save.

11.15 Delete a case

e @)« @ e

Automatic transiation

204 —
® Cancel ~ Save

@ Delete Case 7 Copy Case © Comment & Download Workflow v

SERVICE PROVIDER

Search for addressee

Only cases in a draft stage can be deleted without any additional actions. This functionality

is available for the EPOC and EPOC-PR.

% European | I I JUstice Digital EXchange System (JUDEX)

== Commission

22 Dashboard
EPOC
—>» Issued requests

™ Received requests Overview Form1 Event & Message Timeline

[ orafts ISSUING STATE 11 French Republic

o Downloads ISSUING AUTHORITY Tribunal Judiciaire de Paris(1)

@© status @

Request started on: 08/05/2026 15:40
Latest update on: 08/05/2026 15:40

Figure 11-52: "Delete Case" button

1

@ Delete Case H (3 Copy Case

ENFORCING STATE

ACCEPTED LANGUAGES

SERVICE PROVIDER

ADDRESSEE

ACCEPTED LANGUAGES

TYPE OF ADDRESSEE

ENFORCING AUTHORITY

@ Linked cases

No cases linked

All1 Jeff3
Tiibunal Judiciaire de Paris(1) @ v @

Automatic translation @ MR
National Case No. “

O Comment ¢ Download Workflow W

™ rederal Republic of Germany

Deutsch )

sp name 2
entity name 2
B Search for addressee
Palish | { English )

Legal representative

ft Dortmund Hamm (4)

+ Add case link
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(D Only users assigned to a case (that must be still in Draft status) and having the edit right,
can “Delete Case” from JUDEX RI.

Deleting the case e

Are you sure you wish to delete this case with all completed sections and attachments?

Figure 11-53: Deleting a case

After clicking the “Delete case” button, JUDEX RI will display a pop-up requesting
confirmation of the operation.

NOTE: Please note that there is also the option to delete cases at any status, but to do so, the
user must precede this operation with the “Close a case” or “Withdrawal” function from the
“Workflow” button.

Users with the Supervisor and Assigner roles do not have to be assigned to the cases to be
able to perform this operation. According to their privileges, they see all cases in their
authority. Please keep in mind that user with Assigner role can use “Delete” functionality
only for received cases.
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11.16 Cases and tabs content

11.16.1 Overview tab

Al Jeftl
European | 1 I JUstice Digital EXchange System (JUDEX) Tunel s i Pace @ v @ EN

= Commission

Automatic translation @ M

88 Dashboard . . -
EPOC | EPOC-FR-DE-2026-05-11-0043-1 & CopyCase || O Comment % Download || Workflow v
- Issued requests

[®) Received requests Overview  Form1  Event & Message Timeline

[® orans ISSUING STATE 11 French Republic 2 ENFORCING STATE W Federal Republic of Germany 3

oo Downloads ISSUING AUTHORITY Tribunal Judiciaire de Paris(1) ACCEPTED LANGUAGES Dautsch

SERVICE PROVIDER sp name 2

ADDRESSEE entity name 2 4
@ol@

ACCEPTED LANGUAGES Poish) (Engish

TYPE OF ADDRESSEE Legal representative

ENFORCING AUTHORITY Dortmund Zwei Hamm (4)
© status @ 6 & Linked cases 7 + Add case link
Request started on: 11/05/2026 16:58
Latest update on: 11/05/2026 17:23 No cases linked
o Assigned users @& Display roles | | Q Edit users

Jeff1 AN Tribunal Judiciaire de Paris(1)

Figure 11-54: Cases and tabs content

It contains information such as:
(D Subject of a case
() Issuing State authority(ies) details
(3) Details of the enforcing State (name, and underneath its accepted languages for
communication)
(@) Details of the addressee and service provider concerned (name, message icons,
accepted languages of the addressee, the type of addressee)
() Details of the enforcing authority, if applicable (name, message icons)
(6) Case Status
(@) Linked cases, if any
Users assigned to a case
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& Attached documents

Form 1

Created at Size: e
Document pdf 11/05/2026 17:18 2030KB A :
Document.xml Created at: Size: Am.

s 9 11/05/2026 17:18 9kKB A
Form 1
o sl Created at Size: T
ocument.xm 11/05/2026 17:18 8K8 Antivirus status
] Crested a Size: e
Document. pdi 1/05/2026 17:18 1350 KB Antivrus status
® Duedate 10
ft Dortmund Zwei Hamm (4) sp name 2
Grounds for refusal form: 21/05/2026 Qutcome: 21/05/2026

Eh contact

ISSUING AUTHORITY

11

Author

Tribunal Judiciaire de Paris(1)

Figure 11-55: Overview tab: Assigned users

(9) Attached case documents
Due date details

D) Contact details of the issuing authority

11.16.1.1 Change of authority
(D When creating a new EPOC/ EPOC-PR case, the addressee can be changed at any time

until the case is signed (i.e., before the user clicks “Sign” under the Workflow dropdown).
Once the case is signed, the addressee details can no longer be modified.
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"
§\‘* European | 1 1 JUstice Digital EXchange System (JUDEX)

Commission

@ Start new request

User Manual
88 Dashboard
EPOC @ Delete Case

d requests Overview Form1  Event& Message Timeline

@ Drafts ISSUING STATE B 1 French Republic ENFORCING STATE
I —— ISSUING AUTHORITY Tribunal Judiciaire de Paris(1) ACCEPTED LANGUAGES
SERVICE PROVIDER

ADDRESSEE

ACCEPTED LANGUAGES

TYPE OF ADDRESSEE.

ENFORCING AUTHORITY

Figure 11-56: Change of authority

11.16.1.2  Adding a link to another case

AN Jeff3

Automatic translation @ M

National Case No. -,

@ Copy Case O Comment 4 Download || Workflow

B Fegeral Republic of Germany
Deutsch
spname 2 1

entity name 2

B Search for addressee

Palish | (English

Legal representative

Staatsanwaltschaft Dortmund Zweigstelle Hamm (4)

Adding links to other cases is possible for drafts, issued and received cases. Such references
may provide relevant information of complementary value to the case. Links are displayed

on the Overview tab in the “Linked cases” section.

See the example below:

1 | Justice Digital EXchange System (JUDEX)

A
- S European
= Commission

@ Start ne: st
User Manual

88 Dashboard

EPOC @ Delete Case
- Issued requests

() Received requests Overview Form1  Event & Message Timeline

[ orafts ISSUING STATE 11 French Republic ENFORCING STATE
o Downloads ISSUING AUTHORITY Tribunal Judiciaire de Paris(1) ACCEPTED LANGUAGES
SERVICE PROVIDER

ADDRESSEE

ACCEPTED LANGUAGES

TYPE OF ADDRESSEE

ENFORCING AUTHORITY

& Copy Case

s (@)« @ e

Automatic translation @ M@

National CaseNo. [ | *

O Comment ¢ Download Workflow v

W8 Federal Republic of Germany
Deutsch
sp name 2
entity name 2
& Search for addressee
Poiish) (English

Legal representative

Dortmund Hamm () (5

[CIEZITY Fositively Reviewed @ Linked cases

Request started on: 28/04/2026 08:51

Case link test

Latest update on: 28/04/2026 09:08 EPOC-FR-DE-2026-04-28-0001-1 o)

+ Add case link

[

Figure 11-57: Creating a link to another case
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Follow the steps below to add a link to another case:
(D Click Add case link

Add case link

Title, reference number or National Case Number

| Q | Type reference number or case subject 2

Figure 11-58: Add case link: Typing reference number or the subject

(@ Type a reference number or the subject. The System will search for Global Case IDs
through cases and if a result is found, the reference number of the matching case will be
displayed for selection in the dropdown. Otherwise, a new manually typed case reference can
be added to the system.

Add case link

Title, reference number or National Case Number

| Q | rType reference number or case subject

EPOC-FR-DE-2026-04-28-0001-1 - User Manual | 3 )

Figure 11-59: Add case link: Selecting the reference number

(3 Select the reference number from the list.

Add case link

Title, reference number or National Case Number

| Q | EPOC-FR-DE-2026-04-28-0001-1 - User Manual X

)
o

Figure 11-60: Add case link: Saving the selected link
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(@) Click Save.

¢ Linked cases ‘ + Add case link ‘

5 —
EPOC-FR-DE-2026-04-28-0001-1 @ |
Figure 11-61: Linked cases displayed

(5) The reference will be added to the section and automatically saved.

11.16.1.2.1 Deleting linked cases

¢ Linked cases + Add case link
EPOC-FR-DE-2026-04-28-0001-1 0| 6

Figure 11-62: Removing linked references
(6) You can remove linked references by clicking the Trash bin icon.

NOTE:

1. Links/references to other cases are not transmitted to another competent authority/addressee.

2. Linking is possible to existing cases in JUDEX or to any external “paper” cases. The reference
is a free text allowing practitioners to enter their custom references.

3. Where a reference that already exists in JUDEX is added, then the linked case can be easily
retrieved and opened.

4. Adding these references may provide links to other legal instruments and/or other external
sources.

11.16.2 Event & Message Timeline

This tab is visible for all cases, including drafts, issued and received cases.
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igi i . AN Jeff3
- European I 1 1 JUstice Digital EXchange System (JUDEX) punal Judiciire do Pas v ®EN

Commission
Automatic translation @ M

) Start new request

User Manual National Case No. [ |

82 Dashboard

EPOC = EPOC-FR-DE-2026-04-28-0001-1 & Copy Case O Comment * Download Workflow v
-> Issued requests

[ o v p——" Overview Form1| Event & Message Timeline

[ Dratts  Update messages

i Downloads 28/04/2026 08:27 () (Case recpenea) by Jeff3 AN
|

28/04/2026 08:26 () (Ciosed) by Jeff3 AIl
|

28/04/2026 08:23 O

p name 2

Document.pdf

28/04/2026 08:23  Form 1

to Dortmund 2 Hamm (4)

Document.pdf —
28/04/2026 08:20 t by Jeff3 AN
28/04/2026 08:19 Signed (Section M) | by Jeff3 Al

28/04/2026 0818

28/04/2026 08:17 Ready 1o sign by Jeff3 All

28/04/2026 08:17 ed | by Jeff3 Al

28/04/2026 08:17 A-Ll | by Jeff3 AIN

7

o

i Sompleted (Section M) by Jeff3 All
28/04/2026 08:18 : Signed (Sections A-L) ) by Jeff3 Al

$

s

o

28/04/2026 08:16 Case created) by Jeff3 Al

Figure 11-63: Event & Message Timeline: Overview

It contains a timeline with:
e Status Changes.
e Messages exchanged between actors within a case. Users can view only the
communication exchanged within their own authority.
e Local user’s comments (not transmitted).
e Confirmation that a sent message has successfully reached its destination (green
tick).

28/04/2026 08:23 (J) (v Form1)

Sent to sp name 2

Document.pdf

28/04/202608:23 () (v Form 1)
Sent to Staatsanwaltschaft Dortmund Zweigstelle Hamm (4)

Document.pdf

Figure 11-64: Event and Message Timeline: Confirmation that a sent message has successfully
reached its destination
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e If a message fails to arrive at destination; after automatic three re-sends, a red
coloured message will be visible with an option to re-send by user with role Sender.

11.17 Assigning Users to a case

The “Supervisor” is a privileged role that can see all cases within their authority. The user
with that role assigns users to a case, so that they can handle the internal workflow. The
“Supervisor” assigns appropriate users to a case, so that access to a case is limited to
designated person(s) and confidentiality is always maintained.

Practitioners with Supervisor role can assign users to all cases in their authority (to Issued,
Received and to Drafts) at any time.

Users with an Author, Reviewer, Signer 1 and 2, Sender, Viewer roles in their authority will
only see cases to which they have been granted access and should not have access to any

other cases managed by their authority.

Additionally, only from the perspective of the receiving side, there is also the role of an
Assigner, who can assign cases to individual users.

Please keep in mind that users are not assigned to perform one specific role. Users are
assigned to a case. If an assigned user has multiple roles, the user can perform several roles.

11.17.1 Display roles
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User Manual

EPOC | EPOC-FR-DE-2026-04-28-0001-1

Overview Form 1

ISSUING STATE

ISSUING AUTHORITY

@ Status @

Request started on:
Latest update on:

g Assigned users

2 Jeffa AN

Event & Message Timeline

Il French Republic

Tribunal Judiciaire de Paris(1)

28/04/2026 08:16
28/04/2026 08:27

Authority

Tribunal Judiciaire de Paris(1)

ENFORCING STATE

ACCEPTED LANGUAGES

SERVICE PROVIDER

ADDRESSEE

ACCEPTED LANGUAGES

TYPE OF ADDRESSEE:

ENFORCING AUTHORITY

@Y Linked cases

No cases linked

National Case No. [+] &,

7 Copy Case || O Comment H  Download H Workflow v

B rederal Republic of Germany
(Deutsch)
sp name 2

entity nhame 2
Alel@~
(Fotsn) (Engisn)

Legal representative

Dortmund Zweig: Hamm (4)
Qlolm

‘ + Add case link

1

‘ & Disp\ay/mles | ‘ Q- Edit users

Figure 11-65: Assigning users to a case: “Display Roles” button

(D If the Supervisor wants to determine which roles for the internal workflow are “missing”,
he/she can do this by using the “Display Roles” button in the Overview tab.

o Assigned users

2 Jeff3 AN

Authority
Tribunal Judiciaire de Paris(1)

@& Hide roles | ‘ Q- Edit users

3

Figure 11-66: Assigning users to a case: “Hide Roles” button

(2) Then, JUDEX RI expands the field to all users assigned to the case and shows their roles
under the name of the authority.
(3) To collapse the expanded view, click “Hide roles” button.

11.17.2

Assign users to a draft/issued/received case

Steps below apply for users with “Supervisor” role and are universal for all types of cases.
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Last edited drafts

My draft requests 1

Title, reference number or National Case Number Request type

P
‘Q| m @ (Omo (O)ma ()

TN () EPOC () EPOC-PR

+ Show search filters % Clear all filters

D Created date . Title T National Case No. [T To T Type LT Status [T

D 28/04/2026 09:1 WWWWWWWWW L3 EPOC |7‘ Ready to sign

D 28/04/2026 08:51 User Manual L3 EPOC |7‘ 2 Positively Reviewed
D 28/04/2026 08:44 User Manual L3 EPOC |7‘ - Ready to sign
Items per page: \miv\ E]

Showing 1-3 items of 3

Figure 11-67: Assign users to a draft/issued/received case

(D) View a list of drafts/issued requests/received requests.
() Click the “Assign” icon.

User Manual
Assigned users

Jeff3 Alll 4

Assign users to the case 3

|:| Author |:| Reviewer D Signer 1 D Signer 2 D Sender D Viewer

Name

Tribunal Judiciaire de Paris(1) 5 & Change authority
6
/,

| Type name

Go to overview tab > ‘ Close ‘

Figure 11-68: “Assign users to the case” pop-up window

(3) The “Assign users” pop-up will appear.

(@) The names of users already assigned to the case are displayed. Searching is done by
selecting roles.

(5) Select one or more roles from filters and click

(6) “Search”. Or, if you want to search for a particular user, type the name in the field and
click (6) “Search*.
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User Manual

Assigned users

Jeff3 Alll

Assign users to the case

Tribunal Judiciaire de Paris(1)
Author Reviewer Signer 1 Signer 2 Sender D Viewer

Name

‘ Type name Search

Search results 8}
Jeff 23 Al vewerYsigner 1Y AuthorY AsignerYsender Y Reviewer Y spervior] Saner 23 Assign
Jeff 6 All 7)) i o i i

. J. oD CD CD O CD CD CID CD
Jeff 56 Al ewerYigner 1Y oY Asigner LsendorY eviowerY SuporisorY Sner 23
Jeff 30 Al ViwerY Signer 1Y utorY AssgnerY sender Y eviewer uperisor signer 23

Figure 11-69: Assigning selected user to the case
(@ A list of users with their roles will be displayed.

Click “Assign” to assign selected user to the case. Supervisor(s) can assign any number
of users to the case.
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User Manual

Assigned users

9
o

Jeff3 Alll Jeff 6 All X Jeff 23 All X

Assign users to the case

Tribunal Judiciaire de Paris(1) & Change authority
Author Reviewer Signer 1 Signer 2 Sender | | Viewer

Name

| Type name Search

Search results

Jeff 56 All  Viewer J Signer 1] Author { Assigner J Sander ] Reviewsr J supervisor] signer 2] Assign

Jeff 30 Al irwes J e T At Y A R ciomcior J hrvicmres J Gz} Ses:2 Assign

Jeff 53 All Vi) st 1 Assticr [Emmce Y Srvieme} Assign
Figure 11-70: Assign users to the case: Names of newly added users displayed

(9) The names of newly added users will be displayed.
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11.17.3

Assign users pop-up from the Overview tab:

opean | 1 I JUstice Digital EXchange System (JUDEX)
mmission

88 Dashboard
- Issued requests

(%) Received requests

B Dratts

s Downloads

Figure 11-71: Assign users pop-up from the Overview tab

User Manual

EPOC

ISSUING STATE
ISSUING AUTHORITY

Request started on:
Latest update on:

o Assigned users
Jeff 6 All

Jeff3 A

Jeff 23 All

Overview Form1  Event & Message Timeline

I French Republic

Tribunal Judiciaire de Paris(1)

28/04/2026 08:44
28/04/2026 08:50

Tribunal Judiciaire de Paris(1)
Tribunal Judiciaire de Paris(1)

Tribunal Judiciaire de Paris(1)

ENFORCING STATE

SERVICE PROVIDER
ADDRESSEE
ACCEPTED LANGUAGES

TYPE OF ADDRESSEE:

& Linked cases

No cases linked

M Jett3 @v ® N

PURIUERE ( ERROR | X u

National Case No. [

™8 Federal Republic of Germany

sp name 2
entity name 2
Poiish) (Engish

Legal representative

+ Add case link
@ Display rol Qe Edit users
Revok
Revoke a

(D) Supervisor can also access the “Assign users” pop-up from the Overview tab by clicking
“Edit users” button.

NOTE: Please keep in mind that a user with Assigner role can add new users only to the

received cases.

11.17.4

Assign users from a different authority to a case (sharing the case)

Only a user with the Supervisor role can perform this action. A Supervisor may want to share

a case with other Supervisors from other authorities (within the same RI Instance) in their
home country.
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Last edited drafts

My draft requests

Title, reference number or National Case Number

Request type

@ al () Eo ()Ma ()TN () EPOC () EPOC-PR

Q]

[ ] createddate . Title LT

[]  28/04/2026 08:11 WWWWWWWWW
[]  28/04/2026 08:51 User Manual
[]  28/04/2026 08:44 User Manual

Items per page: | 10 v |
Showing 1-3 items of 3

National Case No.

+ Show search filters 12 Clear all filters

i To U7 Type T 1 Status 1
= o EPOC ‘E ‘ Ready to sign
N3 EPOC ‘_,Qf Positively Reviewed
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Figure 11-72: Assigns users from a different authority to a case (sharing the case)
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Figure 11-73: Assigns users from a different authority to a case (sharing the case): Edit users

(D A user with the role Supervisor selects “Assign” icon from a list of drafts/issued

requests/received requests,

@) or from the Overview tab by clicking “Edit users” button.
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User Manual

Assigned users

Jeff 6 All X Jeff3 AN Jeff 23 All X

Assign users to the case

Tribunal Judiciaire de Paris(1) i Change authority
Author Reviewer Signer 1 Signer 2 Sender \\ Viewer
Name
Type name
Go to overview tab > Close

Figure 11-74: Assigns users from a different authority to a case (sharing the case): Changing
authority

(3) The Supervisor selects “Change authority” button.
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Search for competent authority X
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This Competent Authority data has been kindly provided by EJN Atlas

Figure 11-75: Assigns users from a different authority to a case (sharing the case): Selecting
authority

(@) Then the Supervisor selects the desired authority to share the case with,
(®) and clicks “Select” button.
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Assign users to the case
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Name 6/‘
Type name

Go to overview tab >

Close

Figure 11-76: Searching a Supervisor from another authority

The checkbox with the Supervisor from the selected authority should be marked and greyed

out by default. (6) When the Supervisor clicks the “Search” button, JUDEX RI will display
a list of Supervisors from the chosen authority.

User Manual

Assigned users

Jeff 6 All X Jeff3 Al Jeff 23 All X

Assign users to the case

Tribunal Judiciaire de Nice (3)

it Change authority
| Supervisor

Name

Type name Search

Search results

N\

Jeff 35 Al o O D C O O & Assign
Jeff 4 Al iowerYsiror 1 putvor L Assigner Y senier L Rviowor Y SuparvoorY Signer 2

Figure 11-77: Assigning a Supervisor from another authority
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(@) Supervisor can assign the desired supervisor from the selected authority by clicking the
"Assign" button.

User Manual
Assigned users

Jeff 6 All X Jeff3 Al Jeff 23 All x Jeff 4 All X Jeff 35 All X Jeff 1 ca3_supervisor_194 X

Assign users to the case

~/| Supervisor

Name

Type name

Search results

Jeff 1 ca3_supervisor_133

Tribunal Judiciaire de Nice (3) @ Change authority

Figure 11-78: Assigning a Supervisor from another authority: Assigned users section

Newly added Supervisor will appear in ASSIGNED USERS sections (9) and have the
same rights as the original Supervisor and will be able to add additional users from their own
authority to perform tasks.

Both authorities shall see the same information and messages in the Event & Message
Timeline tab exchanged with their counterpart in another Member State.
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Figure 11-79: Assigning a Supervisor from another authority

the Overview tab

11.18 Revoking access to a case

B Federal Republic of Germany
sp name 2

entity name 2

(Polish)) (English)

Legal representative

+ Add case link

{8) Display roles | 2+ Editusers

»

Revoke access

»

Revoke access

»

Revoke access

»

Revoke access

»

Revoke access

: Assigned users section displayed in

As mentioned in the previous section, users with the roles of Supervisor and Assigner (only
for the received cases) have privileged permissions. In addition to adding users, these roles
can also revoke access to cases within their authority.
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11.18.1 Revoking access
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Figure 11-80: Revoking access to a case: Overview tab

(D A user with role Supervisor or Assigner selects “Edit users” button

User Manual

Assigned users

Jeff 35 All X Jeff 6 All X Jeff 4 All X Jeff3 Al

Assign users to the case

Tribunal Judiciaire de Paris(1)

D Author D Reviewer D Signer 1 D Signer 2 D Sender D Viewer

Name
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2
/,

hange authority

| Type name

Go to overview tab >

Figure 11-81: Revoking access to a case
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(2) Click “x” icon near username to remove a user.

User Manual

Are you sure you want to remove Jeff 1 ca3_supervisor 1947

Yes, remove ‘ Cancel ‘

Assigne 3 5

Jeff 35 All X Jeff 6 All X Jeff 4 All x Jeff3 Al Jeff 23 All X Jeff 1 ca3_supervisor_194 X

Assign users to the case

Tribunal Judiciaire de Paris(1) @ Change authority
D Author D Reviewer |:| Signer 1 |:| Signer 2 D Sender I:\ Viewer

Name

Go to overview tab > ‘ Close |

Figure 11-82: Revoking access to a case: Warning message

Then, JUDEX RI displays an action to be confirmed. The Supervisor or Assigner should
select (3) “Yes, remove”, if they want to revoke access to the case for the selected user.
Alternatively, they can cancel the action.

(@) After the user is successfully removed from the case, they also disappear from the list in
the ASSIGNED USERS section.
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11.18.2 Revoking access to the case from the Overview tab
e ot @v @ =
User Manual National Case No. [&] | *

ISSUING STATE ENFORCING STATE ™ Federal Republic of Germany

ISSUING AUTHORITY ACCEPTED LANGUAGES Deutsch

s Downloads

'SERVICE PROVIDER
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ACCEPTED LANGUAGES Poiian) (Englan

TYPE OF ADDRESSEE
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© s CD © Unkedcases + Ada coseiok

Request started on: 08/05/2026 15:40
Latest update on. 08/05/2026 15:40 No cases linked

<& Assigned users @ Display roles | | R Editusers

2 Jeff6 AN

o semsomt 1
Figure 11-83: Revoking access to the case from the Overview tab
(D A user with role Supervisor or Assigner selects “Revoke access” button.

Revoke access X

This will remove user access to the case

)
‘ Cancel ‘

Figure 11-84: Revoking access to the case from the Overview tab: Notification

(2) Then JUDEX RI displays a pop-up window to confirm this operation.
() After the user is successfully removed from the case, they also disappear from the list in
the ASSIGNED USERS section.

NOTE: Should a case be shared with another authority, only the user with the role of

Supervisor from original/initially authority can remove the Supervisor and other users from
the authority to which the case has been shared.
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11.19 Translate

Chapter to be updated at a later stage [WIP].
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12 JUDEX Portal Support

For usage issues with JUDEX RI, please contact the DG Justice and Consumers Support
Team.

The Support Team should be contacted by email:
JUST-E-EVIDENCE-SUPPORT-TEAM@ec.europa.cu

Please include all relevant information such as your contact details, problem description, type
and version number of your internet browser, received error messages, screenshots and any
other relevant information.

The Support Team looks forward to receiving further feedback from the Member States so

that the Development Team can make additional enhancements to make JUDEX RI further
suited to your needs.
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